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Introductory Note 

One of the most wasteful scenarios of entrepreneurial genius is the 

withholding or dissolution of digital assets upon a person’s death due to 

“privacy rights”. The heirs, while theoretically inheriting properties that 

have inherent monetary value, or those that may significantly be monetized, 

cannot do so because such properties are being withheld from them. 

Nowhere is this more apparent than the case of Canadian billionaire Gerald 

Cotten, fund boss of cryptocurrency company QuadrigaX. Since his death in 

December of 2018, investors have been unable to access funds due to en-

cryption. $190 Million may very well have died with him. Cryptocurrency 

and modern financial instruments are not the only emerging technologies 

pushing for innovation in the legal sphere. Intellectual property rights are of 

great importance as well. 

 In an era of data, and robotic automation, works that can only be done 

by human beings become even more valuable. Ideas become invaluable. In-

tellectual property rights become even more vital. It seems absurd, then, that 

ideas may be passed down, but there are legal impediments in allowing an 

heir to access and make money out of his/her parent’s intellectual property. 

After all, the property is now his/hers. It is wasteful, and a disservice to hu-

man kind. Imagine if George Washington and Rizal’s letters were immedi-

ately burned down upon their death. That’s at least $20,000 lost to the estate, 

not to mention their immense historical value. What if the same had hap-

pened to Marie Curie and Nikola Tesla’s notebooks? Science could very well 

have taken more than a few steps back. Imagine that the cure for cancer was 



written on a Microsoft Word File stored on Google Drive, and owned by a 

recently deceased scientist, never to be recovered again. Imagine a family 

living in poverty, whose head of the family was an OFW who had recently 

died abroad. Now, a foreign company wants to buy the intellectual property 

rights that now belong to the estate in order to produce a film - letters, corre-

spondences, pictures that may inspire a script. Finally, a chance for the heirs 

to live a comfortable life, and honor their father. Yet, if their father’s files are 

stored online, it is not as simple as asking the online company to turn over 

the files. They may even be deleted on certain occasions, upon knowledge of 

the online company. Under existing laws, it is entirely possible that such a 

files can never be accessed by an heir due to “privacy concerns”.  

 It is an affront to human history, and the advancement of civilization. 

It disincentives creativity, innovation, ingenuity, and free enterprise. In some 

ways, it renders nugatory the very right to property upon which economies 

are built on.



Abstract 

Over the course of a person’s life, his home gets filled with belongings 

amassed throughout his lifetime; objects bought, created, received - each 

with sentimental and monetary value. These treasures, assets as one could 

call them, are passed down to one’s heirs, from one generation to the next. 

Yet, this idyllic and poignant tradition is being drawn out, challenged by 

emerging technology. Computers have allowed man to become productive at 

levels hitherto undreamt of. This reliance, however, has meant the digitiza-

tion of both human interaction, and property. Over the course of one’s digi-

tal life, then, a person acquires a treasure trove of digital assets. What if 

these are stored online, secured by a password-protected account? A web of 

legal issues makes it unclear whether digital assets are transmissible to 

one’s heirs - civil law, data privacy, cybercrime, contract law, intellectual 

property are but a few of the branches of law involved. Currently, the default 

rule, established in the American cases of Ellsworth and Serrano, is the 

deletion of one’s assets unless the heir is able to show that the decedent has 

indicated otherwise. This is a crude and wasteful method because digital as-

sets may hold inherent monetary value or may be monetized for the benefit 

of the estate. The sentimental value, and comfort to grieving loved ones can-

not be underestimated as well.  As a solution, the author proposes a two-fold 

approach - 1) classifying tangible digital assets as property to establish le-

gal rights for the heirs and 2) integrating the “reasonable expectation of 

privacy test” for the protection of the privacy rights of the deceased during 

the transfer of assets. The thesis concludes with recommendations on pro-

posed legislation and amendments, as well as mechanisms that ISPs may in-

stitute to realize successional transfer of digital assets.
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Chapter 1 

Introduction 

 Imagine Ainsley, a successful independent artist in 2018. He does 

everything on his computer. He records his music, types his lyrics and 

manuscripts on Google Docs, saves his ideas on Evernote or other note-

taking applications, stores all his files on DropBox and Google Drive, edits 

his films, releases videos and music on Spotify, Soundcloud, YouTube and 

more, communicates through eMail, manages his finances through online 

platforms and digital wallets, and interacts with his one-million strong 

following on various social-media pages. This is all possible through a 

single computer and an internet connection. Now, what if Ainsley suddenly 

dies in a car crash on the way to a concert? Without a valid will, what 

happens to all his files, social media pages, online accounts, eMails, 

everything stored online? Do his heirs have a legal right to them? There is a 

web of legal issues in this scenario, and this thesis aims to unpack and 

address them. 

 Since the 1990s, technology has penetrated almost every aspect of a 

person's life. Indeed, life in 2017 would almost be inconceivable without 

social media, email, apps, and what have you. Matters become more 

prominent when finances are involved. Online platforms such as PayPal, 

Google Wallet, PayMaya, Crypto currencies, and other online wallets, 

despite being digital, have real monetary value as they can be considered 

digital counterparts of traditional wallets. Other platforms such as YouTube, 

Instagram, Facebook,  while not intrinsically financial platforms, can also be 
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monetized, providing pecuniary value to the account owner.  But what 

happens when a person dies? What are the legal ramifications? The Civil 

Code provides that "All property, rights, and obligations not extinguished by 

death are transmissible".  What is the nature of digital property? A person's 1

emails, Facebook account, personal notes, digital documents etc… Are these 

personal and therefore extinguished by death? Or are they considered 

property, transmissible to the heirs upon death?  

 Thesis Statement 

 The possession of digital assets is a new phenomenon. As a byproduct 

of the integration of technology into one's daily life, a person acquires digital 

assets almost as much as property (as traditionally defined). In brief, digital 

assets pertain to any form of data stored in a computer, whether online or 

offline, and has a right of use. As a preliminary definition, it is “digitally 

stored content or an online account owned by an individual”.  This includes 2

social media accounts, emails, document files etc. Property, as formulated in 

the Civil Code, on the other hand, categorizes property into movables or 

immovables. Digital assets or property, conceivably, does not fall into either 

of these two categories. While the Civil Code contemplates intangible 

property (incorporeal rights), no sufficient scholarly discussion has yet been 

made expressly exploring the nature of a digital asset. This thesis aims to 

explore the nature of digital assets and their legal implications as to 

succession. It shall also endeavor to explore the legal barriers to the 

 An Act to Ordain and Institute the Civil Code of the Philippines [CIVIL CODE], Republic Act. No. 386, 1

Art. 414 (1950).

 Romano, John, A Working Definition of Digital Assets. The Digital Beyond (2011), http://2

www.thedigitalbeyond.com/2011/09/a-working-definition-of-digital-assets/comment-page-1/ (last 
visited Dec 5, 2017).
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transmissibility of digital assets. Ultimately, this thesis shall endeavor to 

determine whether digital assets form part of a decedent's estate and are 

transmissible to one's heirs as a consequence. 

A Clarification in Relation to a Previous Thesis 

 In 2013, a thesis entitled “Digital Estate ONtheLINE: Examining The 

Legal Implications of Appointing a Digital Executor in the Philippine 

Context” was written by Kiarraa Nastazsa Cabile. The premise of the said 

thesis and this thesis are the same. Both works contemplate the nature and 

transmissibility of assets. In fact, both advocate a property-based legal 

regime.  Thus, the discussion between both theses shall inevitably overlap. 

However, Ms. Cabile’s thesis puts a primacy on testate succession - the 

appointment of a digital executor. Indeed, Ms. Cabile’s work is significant. 

Yet, the problem with the recommendation of estate planning is the lack of 

guidance for its exercise. Digital executors simply cannot know what is 

permissible and what is not in the absence of a clear rule of law that is 

founded on fundamental legal principles. In this regard, this present thesis 

serves as a groundwork for Ms. Cabile’s. Instead of focusing on testate 

succession, this thesis assumes intestate succession. In the absence of a will, 

what digital assets would be transferred to the heirs and how? Lastly, this 

thesis also serves to update and build on Ms. Cabile’s work. First, Ms. 

Cabile’s definition and classification of digital assets is already outdated.  3

Second, her thesis did not discuss the privacy rights of the deceased - an 

integral part for lawful transfer of assets. The author does not wish to convey 

that the previous thesis is incomplete. On the contrary, the author highly 

 Ms. Cabile merely lists the different digital assets one may acquire. She lists the digital assets down in an 3

analogous manner, similar to Van Houten as featured in Chapter 1 of this thesis.
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recommends reading Ms. Cabile’s thesis, especially pages 87 onwards, in 

order to significantly appreciate the discussions presented by both papers.

Background of the Study 

 The e-Commerce Act of 2000 gave legal recognition to electronic 

documents . However, this particular provision does not give any legal basis 4

as to how the law treats digital property/assets. Electronic documents, as 

provided by law, are merely considered as digital versions as any other 

document or legal writing (documents that confer rights and extinguish 

obligations).  Furthermore, section 4 of the same Act provides for three 5

elements for the e-Commerce Act to be applicable: (1) any kind of data 

message and electronic document, (2) used in the context of commercial and 

non-commercial activities, (3) to include domestic and international 

dealings, transactions, arrangements, agreements contracts and exchanges 

and storage of information.  Digital property such as email, social media 6

accounts, etc. do not necessarily meet all of these elements. Indeed, one's 

Facebook account, or online storage of notes is more akin to a person's 

personal effects like a journal or notebook. It is then apparent that the e-

Commerce Act of 2000 does not provide, in clear terms, how we are to 

regard the legal condition of digital property. As the law’s name clearly 

implies, the provisions are geared towards the facility of commercial 

transactions through digital means. 

 An Act Providing For The Recognition And Use of Electronic Commercial and Non-Commercial 4

Transactions and Documents, Penalties for Unlawful Use Thereof, And for Other Purposes [E-COMMERCE 
ACT], section 7, Republic Act No. 8792 (2000).

 [E-COMMERCE ACT], s. 5.5

 [E-COMMERCE ACT], s. 4.6
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 The Civil Code, on the other hand, provides that property is either 

immovable or movable, real or personal.  Perusing articles 415 - 418, it can 7

be observed that the fundamental difference between real and personal 

property is whether the thing can be moved from one place to another. Both 

forms of property, then, are tangible. Stocks are an exception. They are 

considered as physical property, albeit intangible, and the certificates only 

representative of the value therein.  The Civil Code also contemplates 

intangible property in the form of incorporeal property rights.   The 8

quintessential example of incorporeal rights is that of stocks. They are 

intangible but grant a real right. Digital assets challenge these traditional 

notions of property. If we are to regard online accounts and the like as 

property, it does not immediately fall into one of the two categories. Nor 

does it immediately qualify as an incorporeal property right. Even if digital 

assets were to be considered as property, privacy concerns and conflict rules 

serve as barriers to transmissibility. 

 In the United States, there are motions to legislate a law pertaining to 

Uniform Fiduciary Access.  Succinctly, it allows a fiduciary access to a 9

person's account upon his death. Both federal and state laws provide 

impediments to the grant of fiduciary access. These are: (1) outdated state 

probate codes, (2) Federal and state privacy, computer fraud, intellectual 

property and data protection laws, (3) Passwords and encryption, (4) Terms 

 [CIVIL CODE] Art. 414.7

 2 Justice Edgardo Paras, CIVIL CODE VOLUME II PROPERTY 3 (2013 ed.).8

 State by State Digital Estate Planning Laws, Everplans, https://www.everplans.com/articles/state-by-9

state-digital-estate-planning-laws (last accessed 4 December, 2017).
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of Service Agreements/Privacy Policies governing each account.  Like the 10

United States, the Philippine Data Privacy Act may prove to be a barrier to 

the transmissibility of digital assets or inclusion of digital assets in a 

decedent's estate. Consent is a salient feature of the Data Privacy Act. The 

Data Subject  has the right to be informed whether personal information 11

pertaining to him or her shall, are being, or have been processed. In case of 

permission before personal information is processed, consent cannot be 

given when one is dead. 

 However, The Data Privacy Act provides the transmissibility of rights 

of the data subject.  Section 17 provides that the heirs or assignees of the 12

Data Subject may exercise the rights granted those under sec. 16. 16c, in 

particular, grants reasonable access to, upon demand, to his or her personal 

information.  Again, however, the Data Privacy Act pertains to the handling 13

of one's personal information. While digital assets hold personal 

information, personal information is not the entirety of one's digital assets. 

The two concepts cannot be equated. 

 Cahn, Naomi and Kunz, Christina L. and Brown Walsh, Suzanne, Digital Assets and Fiduciaries (2016). 10

RESEARCH HANDBOOK ON ELECTRONIC COMMERCE LAW, 1, 5-14, John A. Rothchild, ed., Edward Elger, 
2016; GWU Law School Public Law Research Paper No. 2015-18; GWU Legal Studies Research Paper 
No. 2015-18. Available at SSRN: http://ssrn.com/abstract=2603398 or https://
scholarship.law.gwu.edu/cgi/viewcontent.cgi?referer=https://www.google.com.ph/
&httpsredir=1&article=2378&context=faculty_publications.

 An Act Protecting Individual Personal Information in Information and Communications Systems in the 11

Government and the Private Sector, Creating for this Purpose a National Privacy Commission, And for 
Other Purposes [DATA PRIVACY ACT OF 2012], section 3(c), Republic Act No. 10173 (2012); provides that 
“Data subject refers to an individual whose personal information is processed.”

 [DATA PRIVACY ACT], § 17.12

 [DATA PRIVACY ACT OF 2012], § 16.13
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 Furthermore, there is apparent conflict between the perceivable rights 

of a decedent’s heirs in granting access to such assets on one hand, and the 

interest of the data handler to safeguard the same (to keep in private and 

grant no one access).  

 When read together with the Cybercrime Prevention Act of 2012 , 14

access by a decedent’s heirs becomes even more troublesome. Sec. 4(1)  of 15

the same act provides - “Illegal Access. - The access to the whole or any 

part of a computer system without right”. A textual reading of the provision 

would show that the use of a decedent’s computer or access to his online 

accounts by anyone other than the decedent, without express or implied 

permission, would make such a person liable under this provision. It would 

be crucial, then, to establish the right to access, or even the right to own, of 

the decedent’s heirs. Even if permission were to be granted, the terms and 

conditions of each ISP provide that the user agrees to keep his login 

credentials (account information) confidential. 

 In sum, there is no clear provision of law that provides for the treatment 

of digital assets, especially for the purposes of succession. 

Objectives of the Study 

 An Act Defining Cybercrime, Providing for the Prevention, Investigation, and Suppression and the 14

Imposition of Penalties Therefor and for Other Purposes [CYBERCRIME PREVENTION ACT OF 2012], 
Republic Act No. 10175 (2012).

 [CYBERCRIME PREVENTION ACT OF 2012] s. 4(1).15
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 First, this study aims to determine the nature of Digital Assets - 

whether they can be classified as property, intellectual property, personal 

rights, or are sui generis. Through this, an owner’s rights and obligations, as 

well as the heir’s right to own the digital assets in question, and/or the right 

to access the same, are established. Second, this study aims to explore the 

possible legal barriers to the transmissibility of digital assets to one’s heirs. 

Two of the aforementioned barriers are the criminalization of access without 

right or permission (Illegal Access), as provided by the Cybercrime Act of 

2012 , and the conflicting interests of data privacy between heirs, data 16

handlers as provided by the Data Privacy Act of 2012. , and that of the 17

decedent himself. Third, building up on the second objective, this study aims 

to provide possible solutions to the current gap or absence in the law by 

delving deeply into the fundamental concepts of Philippine property as 

understood in Civil Law, Intellectual Property, and Privacy Rights, as well as 

exploring legislation and jurisprudence in other jurisdictions. The Revised 

Uniform Fiduciary Act in the United States shall principally be explored.

Research Methodology 

 This study is Doctrinal and Qualitative in its approach. This is 

achieved by a comprehensive and comparative study of statutes, 

deliberations, and annotations of the characteristics of property, rights, and 

obligations; identifying contexts, deriving common features, characteristics 

in the formulation of possible elements/requisites and parameters. It is 

necessarily inductive in its approach. As common features of the materials 

 [CYBERCRIME PREVENTION ACT OF 2012].16

 [DATA PRIVACY ACT OF 2012].17
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studied and juxtaposed begin to surface, principles of each concepts may be 

derived.

Significance of the Study 

 In dealing with digital assets as forming one’s estate (digital estate), 

the current trend is to provide for informal means (soft approaches) to deal 

with the loss of the original owner of the assets, the decedent. Estate 

planners endeavor to increase awareness in the making of a will that 

includes an inventory and subsequent instructions as to the access, transfer, 

use, and disposition (if necessary) of the decedent’s digital assets.  Online 18

companies, on the other hand, provide their own policies in case an account 

holder passes away. Nevertheless, such policies are never sufficient 

considering that the heirs may wish to access the decedent’s assets for their 

intrinsic value, whether they may be sentimental or monetary. Thus, it is 

imperative that a uniform approach to the transmissibility of digital assets, in 

the absence of a will (intestate succession) , be explored.19

Scope and Limitations 

 This study shall mainly contemplate the characterization of digital 

assets and the effect of such characterization to their transmissibility 

(whether they may be included in the decedent’s estate). Thus, the main 

focus of this thesis is the significance of assets as to succession. Other 

implications of characterizing digital assets are excluded. These include the 

 Lindsey Bohanna, Digital Inheritance – Protecting your online assets and memories, Solicitors for the 18

Elderly, http://www.sfe.legal/public/blog/digital-inheritance--protecting-your-online-assets-and-
memories (last visited Dec 4, 2017).

 [CIVIL CODE]. Art. 778.19
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subjects of evidence (whether or not electronic mail of a decedent may be 

used in probate proceedings) and procedure (transfer of assets, appointment 

of fiduciary etc.), and other branches of law that may derive legal questions 

from the exploration of how digital assets are classified under the law. In 

Chapter 2 of this thesis, it is explained that digital assets may be classified as 

“access information, tangible digital assets, intangible digital assets, and 

metadata.” The author shall restrict the study to tangible digital assets. 

Further, when providing for case studies and examining contractual 

arrangements such as terms and conditions, this paper shall only be referring 

to widely used (mainstream) services such as Facebook, Apple, Google, 

Twitter, and the like. This thesis shall  also arrive that tangible digital assets 

fit the concept of property in Civil Law. However, it is not a perfect fit as the 

rights, duties, and remedies provided by law are incompatible with digital 

assets. The definition, identification, and proposal of these rights, duties, and 

remedies are beyond the scope of this paper. It may be the subject of another 

thesis. Lastly, the applicability of Zarate v. Aquino III, and the Data Privacy 

Act , as regards their coverage of tangible digital assets is not explored. 20

Again, this topic is comprehensive enough to be the subject of another 

thesis.

Organization of the Thesis 

Chapter I covers the introductory matters for discussion. This 

includes the background of the study, objectives, scope and 

limitation. 

 The legal implications and interaction between Zarate v. Aquino III and the Data Privacy Act is featured 20

in Chapter 5.
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Chapter II covers the definition and  typology of digital assets. 

Chapter III covers the legal issues that arise because of a lack 

of legal regime covering digital assets. Issues on data protection 

(post-mortem identity and content theft, vacuum of ownership), 

privacy (Data Privacy Act, Stored Communications Act, Anti-

Cybercrime), and conflict rules (Terms and Conditions) are 

explored. 

Chapter IV shall cover the concepts of property under the Civil 

Code and the Intellectual Property Code, and applying their 

principles to digital assets. 

Chapter V shall cover the privacy rights of the deceased. 

Chapter VI shall cover the conclusion and recommendations.

 Over the course of this thesis, the reader may notice an overlapping 

and re-discussion of concepts between one chapter and another. Indeed, it 

would be too difficult to isolate the issues according in a topical manner, 

particularly according to each branch of law, because the subject is synthetic 

in nature. At times, the discussion may seem repetitive, but these reiterations 

are crucial to develop the ideas presented with clarity. Thus, the following 

basic format is observed: I. Introduction, II. Problem, III. Problem, IV. 

Solution, V. Solution, VI. Plans of Action/Recommendation. Hence, Chapter 

II highlights the lack of a definition, surveys current working definitions, 

and proposes the best one to be used. Chapter III illustrates the interplay of 

various branches of law, and how they are unable to cope with the emerging 

technology, and shows how they serve as barriers in themselves. Chapter IV 

principally recounts issues raised in Chapter II, then delves into fundamental 
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Civil Law and Intellectual Property concepts and applies them to tangible 

digital assets, proposing the property approach as the first of the two-fold 

solution. Chapter V recounts issues exhibited in Chapter III, this time 

exploring jurisprudence and privacy laws, culminating in the proposal of the 

“reasonable expectation of privacy test” as the second of the two-fold 

solution. Lastly, Chapter VI materializes these proposed solutions into 

legislative drafts and amendments. 

Chapter 2 

The Nature of Digital Assets 

Defining Digital Assets 

 Instituting a universally accepted definition of digital assets has thus 

far been elusive. The technological nature of the subject presupposes 

evolution and, in turn, a continuously changing nature. Its rapidly evolving 

nature demands a fluid yet accurate definition.  

 In the context of assets as part of an estate, Sweigman defines digital 

assets as electronic possessions, which may include important information 

that has both monetary and sentimental value.  The problem with his 21

definition is that it suffers from over-breadth. Electronic possessions eludes 

an exact definition. Though, he further qualifies by putting forth a social and 

personal perspective. He states: 

 Brian W. Sweigman, CATCHING UP TO DIGITAL MEDIA, 33 Est. Tr. & Pensions J. 64, 65 (2013).21
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“From a social perspective, a digital estate can include virtual property 

such as e-mails, digital photos, videos, tweets, texts, songs and e-books. As 

well,  a  digital  estate  can  include  online  account  information  such  as 

passwords, photos and message archives for websites or programs such as 

Facebook,  LinkedIn,  bank  accounts  PayPal  and  any  other  account 

information. Economic or business information such as domain names and 

online businesses can also be included in an individual's estate as well as 

benefit programs such as loyalty programs from hotels, air miles or other 

businesses.  From  a  personal  standpoint,  pictures,  videos,  documents 

stored on electronic devices are included in an individual's digital estate. 

Any information, material, account information or benefits stored digitally 

(hereafter, "digital assets"), can be included in a digital estate.”  22

Under this definition, local files, or files stored offline through hard 

drives, thumb drives, memory cards, and the like, are necessarily excluded 

from the scope of digital assets. This raises a contradiction because local 

files may themselves qualify as electronic possessions with monetary and 

sentimental value. Local files can either be the main files, with duplicates 

stored online, or the reverse, duplicates of main files stored online. It would 

seem absurd to consider those files stored online to be digital assets, while 

identical files stored offline are not. 

In  an  article  by  Professor  Jamie  Hopkins  entitled  “Afterlife  in  the 

Cloud: Managing a Digital Estate”, digital assets were broadly defined as 

“any electronically stored information” that can be used for both business 

 Id.22
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and social purposes.  Business digital assets may be utilized by a business 23

in  terms  of  marketing,  payroll,  and  storing  of  information,  while  social 

digital  assets  are  considered as  replacements  of  traditional  assets,  just  as 

Facebook and uploaded photos  have  replaced  traditional  photo  albums.  24

This definition, too, suffers from being too broad. In the context of estate 

planning, it  does not provide for sufficient guidelines as to what assets a 

testator may or may not dispose of in his will.

The United States has recognized the need for a legal regime covering 

digital  assets,  concomitantly  its  transmissibility,  and  has  thus  drafted  a 

statutory  definition.  In  2014,  the  Uniform  Law  Commission  drafted  the 

Uniform Fiduciary Access to Digital Assets Act (UFADAA). The UFADAA 

originally defined digital assets simply as “a record that is electronic”.  As 25

with the definition forwarded by Sweigman, this statutory definition does not 

adequately  identify  what  qualifies  (or  what  does  not  qualify)  as  digital 

assets. Providing a definition for digital assets is only a preliminary matter in 

the UFADAA. Digital assets, once identified, are subject to the control and 

access of the fiduciary of the deceased account holder. This raises significant 

privacy  related  concerns,  making  the  bill  a  subject  of  opposition  by 

technology companies such as Google, Apple, and Yahoo. 

 Camille Davidson, DOES MY DIGITAL ESTATE BELONG TO ME - ESTATE PLANNING FOR DIGITAL ASSETS, 23

2013 Jotwell: J. Things We Like [198] p. 1 (2013).

 Id.24

 Alberto B. Lopez, DEATH AND THE DIGITAL AGE: THE DISPOSITION OF DIGITAL ASSETS, 3 Savannah L. 25

Rev. 77, 84 (2016).
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As a counter-proposal, the Privacy Expectations Afterlife and Choices 

Act (PEAC) was drafted.  Examining the bill, however, reveals a glaring 26

absence of a definition for digital assets. Instead, the bill, perhaps showing 

its true roots, focuses on the non-liability of companies for the disclosure of 

electronic communications. It provides for the definitions of “contents” and 

“electronic communications”.

“(A) “contents”, when used with respect to any wire, oral, or electronic 

communication, includes any information concerning the substance, 

purport, or meaning of that communication, as defined in 18 U.S.C. § 

2510(8) and includes the subject line of a communication; 

(B) “electronic communication” means any transfer of signs, signals, 

writing, images, sounds, data, or intelligence of any nature transmitted in 

whole or in part by a wire, radio, electromagnetic, photoelectronic or 

photooptical system that affects interstate or foreign commerce, but does 

not include— 

(i) any wire or oral communication; 

(ii) any communication made through a tone-only paging device; 

(iii) any communication from a tracking device; or 

(iv) electronic funds transfer information stored by a financial institution 

in a communications system used for the electronic storage and transfer of 

funds, as defined in 18 U.S.C. § 2510(12);”  27

 Id at 85.26

 Id at 85: citing Privacy Expectation Afterlife and Choices Act (PEAC), NetChoice (2015), https://27

netchoice.org/library/privacy-expectation-afterlife-choices-act-peac/ (last visited May 19, 2018).
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 In light of the PEAC, the Uniform Law Commission produced a 

revised version of the UFADAA. The revised UFADAA broadly defines 

digital assets as “any electronic record, including passwords and other 

credentials to access online accounts, photographs, documents, domain 

names, blog posts, social media accounts, and emails”.  To be specific, the 28

working definition provided by the Uniform Law Commission provides: 

b. information created, generated, sent, communicated, received, or 

stored by electronic means on a digital device or system that delivers 

digital information, and includes a contract right; and  

c. an electronic system for creating, generating, sending, receiving, 

storing, displaying, or processing information which the account 

holder is entitled to access.  29

 Compared to the spartan definition provided by the original draft, the 

revised definition is much more comprehensive on the matter. Instead of 

defining digital assets through its features, it tackles the definitional dilemma 

by viewing the issue from a creation, usage, and maintenance standpoint. 

Nonetheless, this definition may prove to be so technical that it would be too 

difficult to apply in actual practice, or may not be fluid enough to stand the 

 Elizabeth Holland Capel, CONFLICT AND SOLUTION IN DELAWARE'S FIDUCIARY ACCESS TO DIGITAL 28

ASSETS AND DIGITAL ACCOUNTS ACT, 30 Berkeley Tech. L.J. 1211, 1211-1212 (2015) citing Fiduciary 
Access to Digital Assets and Digital Accounts Act, H.B. 345, 147th Gen. Assemb. (Del. 2014), available at 
http://www.legis.delaware.gov/ LIS/LIS147.NSF/vwLegislation/HB+345 (the bill was enacted August 12, 
2014 and became effective January 1, 2015).

 Id at 1213 citing UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT (Committee Meeting 29

Draft, Oct. 22, 2013), available at http://www.uniformlaws.org/shared/docs/ Fiduciary%2OAccess%20to
%2ODigital%20Assets/2013novFADAMtgDraft.pdf.
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test of time, considering the rapid development of technologies relating to 

the internet. 

 Other scholars have defined digital assets as Scholars define digital 

assets as "any file on your computer in a storage drive or website and any 

online account or membership.”  Under this definition, Word documents, 30

pictures and videos, and iTunes music are considered digital assets of the 

individual who created or bought it - “Unlike the aforementioned assets, 

social media accounts are unique because they have their own terms and 

conditions which users must follow.”   31

 The terms of service provide an added layer of complexity in the 

definition and classification of digital assets because assets, when viewed 

through each company’s terms of conditions, are a result of a service 

contract. As a result, digital assets are not mere exact computerized 

equivalents of physical properties. Digital assets that reflect attributes of 

physical properties are only one component of the nature of digital assets as 

a whole. It becomes incumbent then to look at the classifications of the 

different types of digital assets. There is no clear standard as to the property 

regime governing digital assets, their place in the law being uncertain. In 

terms of inheritability, it is unclear what extinguishes and what transmits 

upon death. All these definitions, thus far, have not been able to provide an 

appropriate regime for digital assets.  

 Catherine Cates, FACEBOOKING FROM THE GREAT BEYOND: THE PUSH TO AMEND INDIANS'S STATUTE 30

FOR OBTAINING ACCESS TO DIGITAL ASSETS, 51 Val. U. L. Rev. 69, 75 (2016) citing John Conner, 
Comment, DigitalLifeAfter Death: The 1ssue of Planning for a Person’s Digital Assets after Death, 3 Esr. 
PLAN. & CoMM. PRop. L.J. 301, 303 (2011).

 Id.31
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Classifying Digital Assets 

 Apart from finding a suitable definition, classification is important in 

probing further into the nature of digital assets. Three different typologies 

have been proposed by Van Houten, Cahn, and Haworth - a mere listing of 

assets, classification as to utility, and classification as to data type 

respectively. 

 Digital Assets according to Van Houten 

 Margaret Van Houten , being estate planning oriented, simply 32

provides for a list of items that qualify as digital assets. These are: 

1. Computers and their content 

2. Tablets, smartphones and their content 

3. Social Media 

4. Photos and Video 

5. Contact Lists 

6. Calendars 

7. Online Accounts such as Amazon, iTunes, PayPal, 

Catalog Accounts and the like 

8. Online Stores 

9. Music 

 Atty. Van Houten is a member of the Davis Brown Law Firm. She is a senior holder of the tax 32

department and her main area of practice involves estate and tax planning, complex trust and administration 
matters, retirement planning. Her articles have consistently been cited in the literature of digital assets. See: 
https://www.davisbrownlaw.com/Margaret-Van-Houten.
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10.YouTube 

11.The Electronic Library, Amazon Kindle, iBooks, 

Barnes & Noble 

12.Gaming 

13.Electronic Financial Account Records 

14.Tax Returns 

15.Electronic Medical Records 

16.Documents stored in the cloud 

17.Emails 

18.Blogs 

19.Websites  33

 Perhaps the most problematic aspect about Van Houten’s listing is that 

it virtually encompasses every single contact with technology a person has 

with modern computing. If computers and smartphones in themselves are 

digital assets, then it would necessitate the application of physical property 

regimes. It would be wise to consider the contents as distinct from the 

physical computers themselves. Furthermore, the listing aggregates 

fundamentally different assets in terms of their usage. Knowing that social 

media is a service governed by terms and conditions (a contract), it would be 

too simplistic to lump all these different assets together and subject them to a 

regime that dictates an owner’s rights and obligations. The author even 

envisions this list as not being able to withstand the test of time. Extending 

the issue even more, it would still be unclear as to which assets are 

 Van Houten, Margaret. “What Are Digital Assets?” Davis Brown Law Firm, www.davisbrownlaw.com/33

davis-brown-tax-law-blog-article.aspx?id=1849&Tax Law Blog: What our Estate Planning Clients Need To 
Know - What are Digital Assets?.
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transmissible or not. In terms of value, then, this list should only be seen as a 

supplement (ejusdem generis). 

 Cahn’s Utility Typology 

 As opposed to Van Houten, Noemi Cahn’s typology distinguishes 

digital assets in terms of their utility. She prefaces by stating that “…

relatively little law specifically addresses the inheritance of digital assets. 

Although there are strong and persuasive arguments that on-line assets 

should be treated in the same way as brick-and-mortar assets, able to be 

marshaled by executors and personal representatives, these arguments are 

just beginning to be developed”.  Immediately, what stands out is her 34

equation of digital assets with online assets. This echoes the author’s 

position that there is no real issue as to the owner’s rights and obligations, 

and the transmissibility of the same for offline assets; in reference to the 

listing of Van Houten, this would cover computers, smartphones and their 

contents. This, however, is merely a part of Cahn’s exposition as she still 

accounts for offline files. She provides for four types of digital assets.  35

1. “Personal Assets - Personal assets pertain to files stored on a 

computer or a smartphone which may or may not be 

uploaded onto a website. This type can include virtually any 

type of file that can be stored in a computer. Examples of 

 Naomi Cahn, POSTMORTEM LIFE ON-LINE, 25 Prob & Prop. 36, 36 (2011); “Naomi Cahn is the John 34

Theodore Fey Research Professor of Law at the George Washington University Law School in Washington, 
D.C.”. She is also a committee member of the Uniform Law Commission.

 Id at 36-37.35
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personal assets include photographs, videos, emails, 

playlists, personal medical and tax records and those of 

family members. 

2. Social Media Assets - “Assets that involve interactions with 

other people and include the websites Facebook and Twitter, 

as well as email accounts. Not only are these sites used for 

messaging, but they also can serve as storage for photos, 

videos, and other assets.” 

3. Financial Assets - Financial assets cover accounts with 

inherent financial value such as Amazon (eWallet), PayPal, 

magazine subscriptions, and online bill payments. 

4. Business Accounts - Business account assets involve any file 

or data an individual may collect in the course of any 

commercial practice. These may include customer order and 

preferences, physician-patient information, and client files 

stored collaboratively on a site like Dropbox (for law 

firms).”  36

 While Cahn’s typology is metes and bounds more erudite than that of 

Van Houten, one flaw is the lack of distinction and clarification as to the 

scope of social media assets. It is unclear whether social media assets 

include the accounts themselves, or merely the data created through the use 

 Id at 37.36



�22

of such accounts. The utility typology also fails to further untangle the 

potential overlap between assets. The typology is able to separate email 

accounts from the contents therein, with the former being a social media 

asset and the later being a personal asset. Still, overlaps may exist. When an 

email account is used for both social media and business purposes, how do 

we classify the email assuming that one type of asset is transmissible and the 

other is not? 

 Haworth’s Classification as to Data Type 

 Catherine Cates , having examined these previous classifications, 37

finds that the typology proposed by Samantha Haworth builds upon these 

prior formulations. Haworth proposes classification in terms of - access 

information, tangible digital assets, intangible digital assets, and metadata.  38

1. Access Information - Access information is distinct from the 

property it protects. It includes log-in and other information 

required to access digital accounts. Thus, it is not an asset in 

and of itself but means to access other forms of digital 

assets.   39

 Cates, Supra at Note 30; Catherine Cates is a contributor of the Valparaiso Law Review.37

 Samantha D. Haworth, LAYING YOUR ONLINE SELF TO REST: EVALUATING THE UNIFORM 38

FIDUCIARYACCESS TO DIGITAL ASSETS ACT, 68 U. MIAMI L. REV. 535, 537 (2014); Samantha Haworth is 
a member of the Florida Bar, and her article, has been consistently and abundantly cited in the literature on 
digital assets since its publication by the Miami Law Review.

 Id.39
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2. Tangible Digital Assets - This category includes 

photographs, PDFs, documents, emails, online savings 

account balances, domain names, and blog posts.  They are 40

designated as tangible because they are compositions of 

property that hold a definable form, albeit in a digital 

manner. “These are likely files that can be named and 

transferred to another. Tangible digital assets can likely be 

converted into physical assets, such as printing a picture or 

receiving a check for the value of an online savings account. 

These assets may have financial, cultural, or sentimental 

value, and these assets will define the bulk of digital 

property that a deceased's survivors will seek out.”   41

3. Intangible Digital Assets - Intangible digital assets may be 

likened to daily human interaction. Under this category, 

Facebook likes, website profiles, comments, and reviews are 

considered as digital assets. 

4. Metadata - Metadata are a type of data that are stored within 

a document or website. Metadata is stored information as to 

the files’ location tags, access history, author history, deleted 

data and other information that may be created over the 

course of use (trails).  42

 Id.40

 Id at 537-538.41

 Id at 538.42
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 Haworth’s formulation is a refinement of Cahn’s. With this typlogy, 

digital assets are properly identified and categorized, providing for a 

competent foundation upon which to build the concepts of ownership rights 

and obligations, as well as that of transmission. The practical value of this 

typology is demonstrated through its use in litigation. 

 In the case of Glazer v. Fireman’s Fund Insurance Co., a case 

involving employee discrimination, the judge considered online 

conversations (transcripts when offered into evidence), as a valid mode of 

discovery.  Metadata is valuable, too, as a means of establishing a timeline 43

when it is the central issue at hand. “In New York, a judge ordered a plaintiff 

to give the defendant "access to [the] plaintiff’s current and historical 

Facebook and MySpace pages and accounts, including all deleted pages and 

related information. The defense won this extensive access after the public 

portions of the plaintiff’s Facebook and MySpace pages contained 

information contradicting the plaintiff’s personal injury claims. In a 

Delaware case, a judge granted a motion to compel document requests in 

native format, the original unaltered file, with the original metadata when 

"the integrity of dates entered facially on documents authorizing the award 

of stock options [was] at the heart of the dispute.” In a New York copyright 

 Id at 538-539 citing Glazer v. Fireman's Fund Ins. Co., No. 11 Civ. 4374(PGG)(FM), 2012 WL 1197167, 43

at *5 (S.D.N.Y. Apr. 5, 2012). 
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infringement suit, a judge compelled production of all data showing when 

certain YouTube videos were viewed.”  44

 Considering the discussion so far, the author shall adhere to the 

definition of the revised UFADAA, marrying it with the typology proposed 

by Haworth. It is worth noting that, in general, digital assets hold 

sentimental and/or monetary value either intrinsically, or when passed down 

to one’s heirs. Heirs may endeavour to monetize sentimental content such as 

licensing digitally stored photographs (for publishing), creating a 

posthumous book when the manuscript was found in Dropbox or Google 

Drive, or even the creation of a memorial through archiving the decedent’s 

emails (in the case of celebrities or other influential figures). Tyler G. Tarney 

succinctly notes “society has created tremendous value in the form of digital 

assets…However, the current complexities in acquiring digital assets at 

death are increasingly forcing individuals and businesses to forfeit this 

value.”  45

 For the purposes of this paper, the author shall confine discussion to 

ownerships rights, obligations, and transmissibility of tangible digital assets. 

 Haworth, Supra at Note 38, at 539 citing Romano v. Steelcase Inc., 907 N.Y.S.2d 650, 657 (N.Y. Sup. Ct. 44

2010); Ryan v. Gifford, No. 2213-CC, 2007 WL 4259557, at *1 (Del. Ch. Nov. 30, 2007); Viacom Int'l Inc. 
v. Youtube Inc., 253 F.R.D. 256, 265 (S.D.N.Y. 2008).

 Holland Capel, Supra at Note 28, at 1214; Tyler G. Tarney is a litigator for Gordeon&Rees, and former 45

Justice of the Sixth Circuit United States Court of Appeals. He graduated summa cum laude at the Capital 
University Law School, and was also the executive content and business editor of the Capital University 
Law Review.
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 Ainsley’s case 

 Using Haworth’s typology of digital assets, one can identify and 

differentiate the various types of digital assets in the hypothetical case of 

Ainsley. Ainsley’s access information would be his login details for all his 

accounts - YouTube, Facebook, Twitter, Instagram and the like. Tangible 

Digital Assets are seen in all his files - recorded music, lyrics, manuscripts, 

eMails, pictures, videos, etc. Intangible Digital Assets are seen in his one-

million strong social media following - Facebook likes and comments, 

Instagram followers, website profiles, and more. Metadata is stored within 

Ainsley’s tangible digital assets. At its most basic, this is illustrated by the 

background information of the photos he has taken - when and where they 

were taken, what camera was used, the file size, and other information 

describing the file it is housed in. 
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Chapter 3 

Inadequacy of Current Legal Regimes 

Three Main Issues That Arise Because of a Lack of a Legal Regime 

 In an article that won first place in the Real Property, Trust, and Estate 

Law 2012 Competition, Chelsea Ray elucidated on three main problems that 

necessitate a regime that dictates the characterization and handling of digital 

assets upon death.  These are post-mortem identity theft, content theft, and 46

leaving such assets adrift in cyberspace. 

“In particular, three crucial problems exist that could be substantially 

reduced, if not entirely alleviated. First, social networks pose a significant 

threat of post-mortem identity theft because the death of an individual 

leaves his or her online presence vulnerable to hackers who could change, 

steal, or remove the tangible or digital property of the decedent. Second, 

blogs or microblogs formerly written or managed by a deceased individual 

are susceptible to theft of content. Third, individuals often do not recognize 

the permanence of their online presence and fail to plan for the 

management of their digital accounts after death, leaving any number of 

digital assets with significant financial or sentimental value adrift in 

cyberspace.”   47

 Chelsea Ray, TIL DEATH DO US PART: A PROPOSAL FOR HANDLING DIGITAL ASSETS AFTER DEATH, 47 46

Real Prop. Tr. & Est. L.J. 583, 587 (2013).

 Id.47
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 First, when an individual dies, there exists a vacuum of 

ownership and control of one’s digital assets. This presents a ripe 

opportunity for unscrupulous individuals to take on the identity of the 

deceased, employing several modi to obtain money through identity 

theft. Unauthorized use of credit cards and bank accounts, and 

fraudulent misuse of information to open new accounts and obtain 

access to medical care and government benefits are a few examples of 

schemes that may be employed.  In practice, these schemes are ripe 48

during the interregnum between inactivity of an account (when the user 

dies) and actual control of the new user (access by executor, personal 

representative, or termination of the account). Fred Mamoun, a 

journalist, chronicles an experience of Diane Solomon and her brush 

with identity theft.

 While running a marathon, Diane Solomon received a text 

message that her old Yahoo Mail had been replaced with a new one. 

Soon, her neighbours and work mates began receiving e-mails detailing 

how she was robbed in London and had nothing left. Her eMail 

account had sent messages stating that she needed financial 

contributions from the target recipients. One of her neighbours even 

told her of a conversation he had with her on Facebook with an 

authentic looking profile, with Diane having never signed up for 

Facebook at all. Hackers had used Diane’s email, photos, and other 

information available online to assume her identity and scam people for 

some money. Fortunately, Diane was able to shut down all her online 

 Id.48
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accounts preventing the modus from materializing.  This particular 49

incident shows the special vulnerability of accounts owners have 

passed. Deceased individuals and their accounts are most susceptible to 

[post-mortem] identity theft because there is no way to monitor or 

combat such attacks.50

 Second, in the same vein as online identities become especially 

vulnerable upon death of the account holder, so too are works fixated 

online. Blogs and other forms of web content are susceptible to theft 

and copyright infringement.  Blogs and other forms of web content are 51

protected by copyright laws - from the moment of fixation in the 

United States, and from the moment of creation in the Philippines.  52

Thus, when a person exploits the works of a deceased individual, 

copyright infringement is committed to the detriment of the value of 

the estate.  The transfer of copyright, however, is not uniform. The 53

Terms and Conditions of the company involved (host services) may 

 Id at 590-591 citing Fred Mamoun, Facebook Identity Theft Scam, NBC L.A. (Jul. 7, 2010),  49

http://www.nbclosangeles.com/news/local/Facebook-Identity-theft-Scam-97974634.html. pp. 
590-591

 Ray, Supra at Note 46, at 59150

 Id at 593.51

 An Act Prescribing The Intellectual Property Code and Establishing The Intellectual Property Office. 52

Providing for its Power and Functions, and for Other Purposes [INTELLECTUAL PROPERTY CODE], Republic 
Act No. 8792, Section 172 (1997); U.S. Copyright Act, 17 U.S.C. § 102(a) - Subject Matter of a Copyright.

 In the United States, copyrights may be transferred by any means of conveyance - by will or as personal 53

property in intestate succession; see: 17 U.S.C. § 201(d) (2006).
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give rise to a conflict regarding ownership of the content or ownership 

of the copyright.  54

 Lastly, “an act dealing specifically with the disposition of digital 

assets and accounts after death would provide personal representatives 

with guidelines for handling digital assets and accounts and would also 

give estate planners a starting point for dealing with the digital assets of 

clients.”  55

 For the purposes of this paper, the author shall focus on this 

particular issue. By providing for a property regime governing digital 

assets, the law will be able to keep up with technological 

advancements. The law on succession provides for rules on transfer of 

property that become operative immediately upon death, because the 

law abhors a vacuum in ownership. The same should be said with 

digital assets. In terms of testate succession, a digital asset property 

regime allows decedents and their lawyers to be properly guided as to 

whether provisions of a will [estate plans] are in accordance with law, 

data privacy, cybercrime, and the UFADAA in particular. In terms of 

intestate succession, a digital asset property regime considers whether 

or not they are transmissible upon death, why, and how. In Chapter 4, it 

shall be established that extending the concept of property under the 

 Ray, Supra at Note 46, at 594, 598; Ray uses online blogs as an example. Some blog sites stipulate in 54

their TOCs that the content posted by the author of the blog or article is owned by the ISP. This, in effect, is 
a contractual transfer of copyright from the author in favor of the ISP. There is a debate as to whether or not 
such stipulations are void considering the validity of “clickwrap” agreements.

 Id at 595. 55
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Civil Code so as to cover tangible digital assets establishes a legal right 

in favor the decedent, his estate, and his heirs.

The Problem with Privacy

 The strong opposition of internet companies (ISPs) to the 

UFADAA reveals one overarching concern: privacy. Horton, citing 

Naomi Cahn’s contribution to the Vanderbilt Law Revew Symposium 

on the Role of Federal Law in Private Wealth Transfer, points out that 

ISP’s principal concern is the 1986 Stored Communications Act 

(SCA).  “Section 2701 of the SCA criminalizes unauthorized access to 56

electronic communications, presenting a seemingly nasty glitch for 

fiduciaries attempting to marshal a decedent's digital assets. Section 

2702 bars ISPs from disclosing a customer's private data without her 

"lawful consent." Noting that the SCA predates the rise of email, let 

alone the phenomenon of a valuable Twitter account, Professor Cahn 

argues that the statute should not govern fiduciaries.”  The relevant 57

provisions read: 

(a) Offense.—Except as provided in subsection (c) of this section 

whoever— 

(1) intentionally accesses without authorization a facility through 

which an electronic communication service is provided; or 

(2) intentionally exceeds an authorization to access that facility; 

 David Horton, THE STORED COMMUNICATIONS ACT AND DIGITAL ASSETS, 67 Vand. L. Rev. 1729, 1730 56

(2014).

 Id.57
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and thereby obtains, alters, or prevents authorized access to a wire 

or electronic communication while it is in electronic storage in 

such system shall be punished as provided in subsection (b) of this 

section.  [continuation omitted] 58

(a) PROHIBITIONS.—Except as provided in sub- section (b) or (c)

— 

(1) a person or entity providing an electronic communication 

service to the public shall not knowingly divulge to any person or 

entity the contents of a communication while in electronic storage 

by that service; and 

(2) a person or entity providing remote computing service to the 

public shall not knowingly divulge to any person or entity the 

contents of any communication which is carried or maintained on 

that service— 

(A) on behalf of, and received by means of electronic transmission 

from (or created by means of computer processing of 

communications received by means of electronic transmission from), 

a subscriber or customer of such service; 

(B) solely for the purpose of providing storage or computer 

processing services to such subscriber or customer, if the provider is 

not authorized to access the contents of any such communications 

for purposes of providing any services other than storage or 

computer processing; and 

(3) a provider of remote computing service or electronic 

communication service to the public shall not knowingly divulge a 

record or other information pertaining to a subscriber to or 

 18 U.S.C. §2701 (2012).58
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customer of such service (not including the contents of 

communications covered by paragraph (1) or (2)) to any 

governmental entity. 

(b) EXCEPTIONS FOR DISCLOSURE OF COMMUNICATIONS.—

A provider described in subsection (a) may divulge the contents of a 

communication— 

(1) to an addressee or intended recipient of such communication or 

an agent of such addressee or intended recipient; 

(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of 

this title; 

(3) with the lawful consent of the originator or an addressee or 

intended recipient of such communication, or the subscriber in the 

case of remote computing service; 

(4) to a person employed or authorized or whose facilities are used 

to forward such com- munication to its destination; 

(5) as may be necessarily incident to the rendition of the service or 

to the protection of the rights or property of the provider of that 

service; 

(6) to the National Center for Missing and Exploited Children, in 

connection with a report submitted thereto under section 2258A; 

(7) to a law enforcement agency— (A) if the contents— 

(i) were inadvertently obtained by the service provider; and 

(ii) appear to pertain to the commission of a crime; or 

[(B) Repealed. Pub. L. 108–21, title V, § 508(b)(1)(A), Apr. 30, 2003, 

117 Stat. 684] 

(8) to a governmental entity, if the provider, in good faith, believes 

that an emergency involving danger of death or serious physical 
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injury to any person requires disclosure without delay of 

communications relating to the emergency. 

(c) EXCEPTIONS FOR DISCLOSURE OF CUSTOMER RECORDS.

—A provider described in subsection (a) may divulge a record or 

other information pertaining to a subscriber to or customer of such 

service (not including the contents of communications covered by 

subsection (a)(1) or (a)(2))— 

(1) as otherwise authorized in section 2703; 

(2) with the lawful consent of the customer or subscriber; 

(3) as may be necessarily incident to the rendition of the service or 

to the protection of the rights or property of the provider of that 

service; 

(4) to a governmental entity, if the provider, in good faith, believes 

that an emergency involving danger of death or serious physical in- 

jury to any person requires disclosure without delay of information 

relating to the emergency; 

(5) to the National Center for Missing and Exploited Children, in 

connection with a report submitted thereto under section 2258A; or 

(6) to any person other than a governmental entity.  59

 Due to these provisions, ISPs are understandably reluctant to divulge 

any information they may hold concerning the decedent. Cahn and Horton, 

however, argue that the archaic nature of the SCA renders it inapplicable to 

modern technologies such as Facebook and Twitter.  As a result of this 60

 18 U.S.C. §2702 (a) - (c) (2012).59

 Horton, Supra at Note 56, at 1731.60
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confusion, there casts a doubt as to the inheritability of digital assets, and 

few have attempted to define its precise effect.61

 The offense defined is Section 2701 is predicated on unauthorized 

access. It penalizes anyone who “intentionally accesses without 

authorization a facility through which an electronic communication service 

is provided or who exceeds an authorization to access…and thereby obtains, 

alters, or prevents authorized access to a[n]…electronic communication 

while it is in electronic storage”.  Having been created in the 1980s, data 62

was all offline, all stored on local drives. Section 2701, in this context 

pertains to the physical intrusion of a stranger into one’s personal digital 

assets. Fiduciaries are reluctant to access a decedent’s accounts because of 

the sweeping penalization. “Logging onto another’s email account without 

permission” is within the ambit of Sec. 2701.  For fiduciaries, the problem 63

is what constitutes sufficient permission. Would a decedent simply leaving 

his access information be sufficient? Or should it necessarily be provided for 

in the will? Is naming a digital executor sufficient to grant permission to 

access? Intestacy adds an even bigger wrinkle. The issue most specifically 

posed here is the lack of standards for sufficiency: in indicating the testator’s 

intention (whether naming a digital executor is enough, and grants sweeping 

authority over all his digital assets), or inferring the decedent’s wishes on 

how to handle the assets he has left behind. 

 Id at 1730.61

 Id at 1731.62

 Id.63
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 Section 2702 proves to be even more of a problem as it effectively 

bars ISPs from disclosing the contents of a digital account. Emails, 

messages, or images cannot be disclosed without the user’s lawful consent.  64

Just like Sec. 2701, though, it would be difficult to properly define the 

standards of lawful consent in the context of death and succession. 

 In the Philippines, Section 2701 may correspond to the Cybercrime 

Prevention Act of 2012.  Section 2702, meanwhile, corresponds to the Data 65

Privacy Act of 2012.  Section 4(a)(1) of the Cybercrime Prevention Act 66

punishes “access to the whole or any part of a computer system without 

right”.  Access is defined as referring to the “instruction, communication 67

with, storing data in, retrieving data from, or otherwise making use of any 

resources of a computer system or communication network.”  Section 32 of 68

the Data Privacy Act, on the other hand, penalizes “Unauthorized 

disclosures” - (a) Any personal information controller or personal 

information processor or any of its officials, employees or agents, who 

discloses to a third party personal information not covered by the 

immediately preceding section without the consent of the data subject, shall 

he subject to imprisonment ranging from one (1) year to three (3) years and 

 Id at 1734.64

 [CYBERCRIME PREVENTION ACT OF 2012].65

 [DATA PRIVACY ACT OF 2012].66

 [CYBERCRIME PREVENTION ACT OF 2012] §.4.67

 [CYBERCRIME PREVENTION ACT OF 2012] §.2.68
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a fine of not less than Five hundred thousand pesos (Php500,000.00) but not 

more than One million pesos (Php1,000,000.00).”69

 Indeed, these concerns are not unfounded and provide for the very 

rationale as to why  wholesale classification of digital assets as property of 

the decedent is ill-advised. Distinctions are between them are more than 

warranted. If public and private law are to truly respect the wishes of the 

decedent, then these privacy concerns must be adequately addressed. By 

presumptively considering [all]  digital assets as inheritable, the UFADAA 70

tends to overlook the right to privacy in favor of ease of posthumous access 

by fiduciaries.  The UFADAA utilizes a one-size-fits-all approach where 71

fiduciaries, if granted legal authority, have the power to audit and dispose all 

the decedents assets, it does not matter whether such assets be printed, stored 

on a computer, or saved online.  72

“Similarly, not everyone would want to convey their electronic assets to 

others after death. Of course, the Internet has become a rich repository 

of memories, overflowing with pictures and conversations. Many people 

would gladly entrust this colorful digital scrapbook to future 

generations. Likewise, in this era of online banking and bill payment, it 

 [DATA PRIVACY ACT OF 2012], § 32.69

 The author has inserted the critical qualifier of “all” in the quoted statement because it is the author’s 70

position that distinctions between digital assets (see: Haworth in Chapter 2) is critical. Tangible digital 
assets are considered property (see: Chapter 4), while other types of digital assets are considered to be non-
transmissible because of their personal nature and lack of legal basis, both public and private, for the 
establishment of a successional right.

 Elizabeth D. Barwick, ALL BLOGS GO TO HEAVEN: PRESERVING VALUABLE DIGITAL ASSETS WITHOUT 71

THE UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT'S REMOVAL OF THIRD PARTY PRIVACY 
PROTECTIONS, 50 Ga. L. Rev. 593, 598 (2016).

 Id at 611.72
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can be difficult to perform the nuts and bolts of estate administration 

without access to a decedent's in-box. Nevertheless, treating online 

belongings like all other property would raise grave privacy concerns. 

After all, "[e]ach of us can think of at least one e- mail that we would 

not want to fall into the wrong hands. Indeed, there are numerous 

anecdotes of family members unearthing material that no decedent 

would want exposed. As a mother remarked after discovering her 

deceased daughter's secret blog, "[s]he had passwords for a reason."  73

 The hypothetical case of an extra-marital affair between a marine and 

his superior is instructive.  As in the real case of Ellsworth , suppose he is 74 75

killed in action and his family wants access to his email account for estate 

purposes as well as to create a memorial in his honour. It turns out, that this 

marine had an extra-marital affair with his superior, which resulted in a child 

out of wedlock. They had both agreed, in an email conversation that no one 

should ever discover the true father of the child. If fiduciaries are granted 

blanket access to a decedent’s digital assets, the families would discover the 

affair, contrary to the decedent’s wishes. Thus, access by fiduciaries must be 

counterbalanced by privacy concerns.

Terms and Conditions - The Contract Approach 

 Apart from privacy issues relating to ISP and fiduciary liability, in the 

absence of a legal regime, digital assets are governed by the disparate Terms 

 Horton, Supra at Note 56, at 1738.73

 Scenario lifted from Barwick, Supra at Note 71, at 598 & 615.74

 Inventory, In re Estate of Ellsworth, No. 2005-296, 651-DE (Mich. Prob. Ct. Apr. 20, 2005).75
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and Conditions (TOC) of various ISPs.   There is no default rule.  The 76

disparate TOCs reflect varying approaches and goals of each provider 

accounting for the differences in the type of content at issue.77

 The first issue pertaining to TOCs relates to their binding effect on the 

account user (decedent). Arguments have been made that TOCs are contracts 

of adhesion, rendering said terms inoperative. While it is true that TOCs 

qualify as contracts of adhesion, as in Philippine Law, it does not necessarily 

equate to the voiding of the contract. Several decided cases have somewhat 

put a closure on this issue. These cases provide for the validity of “click-

wrap” and “browse-wrap” agreements. Clickwrap, or shrinkwrap 

agreements are TOCs where a website or service requires a user to click 

“Agree” or “Continue” before any form of content on the website concerned 

may be used.  A browse-wrap agreement, on the other hand, is an 78

agreement where the TOCs are found in a hyperlink which must be clicked 

and viewed before agreeing to the terms.  According to Cates, Facebook 79

employs a hybrid of the two.  Distilling from the case of Nguyen v. Barnes 80

& Noble, these devices are held to be enforceable as long as the user has 

reasonable opportunity to read the TOCs, and is not a mere hyperlink at the 

bottom of the webpage. The user must be notified that the TOCs exist, and 

 Cahn, Supra at Note 34, at 37; Holland Capel, Supra at Note 27, at 1217.76

 Barwick, Supra at Note 71, at 604 citing Haworth, Supra at Note 38.77

 Haworth, supra at 38, at 549 citing Cheryl B. Preston & Eli W. McCann, UNWRAPPING SHRINKWRAPS, 78

CLICKWRAPS, AND BROWSEWRAPS: HOW THE LAW WENT WRONG FROM HORSE TRADERS TO THE LAW OF 
THE HORSE, 26 BYU J. PUB. L. 1, 17-18 (2011).

 Cates, Supra at Note 30 at 83.79

 Id.80
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are presented with a link to the provisions of the same. The user agrees to 

such terms by signing up and/or using the site or service.81

Example of a “clickwrap agreement”   82

 Id at 83-84.81

 Taken from: https://www.wufoo.com/blog/accepting-terms-of-service-through-a-wufoo-form/.82
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Another variant of a clickwrap agreement  and a browsewrap agreement 83

respectively  

 The author, however, considers another view. Precisely because TOCs 

are contracts of adhesion, they must be strictly construed against the party 

drafting it and, in relation to the widespread and almost necessary use of 

social media (and other online services), users would agree to the terms 

regardless of whether they have reservations to the same. Cates, however, is 

reluctant to concede social media and other online services as public 

necessity. If the service can be found somewhere else, it cannot be 

considered a necessity.  As a counterpoint, when one social network is 84

predominantly used for communication purposes, it necessitates the creation 

of an account in that particular network. The prospective user, then, while 

having alternative networks from a technical standpoint, has no other real 

option in practice. To complicate matters further, the UFADAA contradicts 

 Image from: https://termsfeed.com/blog/add-i-agree-terms-checkbox/.83

 Id at 86.84
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TOCs in the absence of a separate affirmative agreement. This puts the 

validity of TOCs in greater flux. 

“Importantly, the UFADAA explicitly states that it preempts contradictory 

terms of service in the absence of a separate affirmative agreement. It 

states in § 8(b):  

Unless an account holder ... agrees to a provision in a terms-of- service 

agreement that limits a fiduciary's access to a digital assets of the account 

holder, by an affirmative act separate from the account holder's assent to 

other provisions of the agreement: the provision is void as against the 

strong public policy of this state; and the fiduciary's access under this 

[act] does not violate the terms-of-service agreement . . .”85

 The following TOCs serve to illustrate the diverse TOCs implemented 

by ISPs. Facebook, for example, provides that “you will not share your 

password…let anyone else access your account, or do anything that might 

jeopardize the security of your account”.  This provision is self-86

contradicting in light of the UFADAA. Giving a fiduciary access 

information is violative of the TOC, and yet, it is necessary for protection of 

the account once the user dies. Under the UFADAA, this provision is void if 

no separate affirmative agreement has been made.  

 Holland Capel, Supra at Note 28, at 1222.85

 Cates, Supra at Note 30, at 105 citing Statement of Rights and Responsibilities, FACEBOOK, https://86

www.facebook.com/le gal/terms (last visited June 16, 2018).
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 Google, on the other hand, provides for the Inactive Account 

Manager. This feature allows users to specify certain contacts who are 

notified in case of inactivity.  The feature, however, shows that users may 87

only designate which Google products are to be shared. In itself, it does not 

provide for a comprehensive inventory and transfer of a decedent’s digital 

assets, as what is required in the administration of an estate. Outlook, 

Microsoft’s email product, assigns a team that collects an account’s 

“messages, contacts, attachments” and other relevant files, consolidating 

them on a DVD; but the DVD need not be requested if the digital executor is 

already in possession of access information.88

 More relevant to tangible digital assets, ISPs who provide for digital 

assets with inherent valuation like digital music and ebooks, are less 

concerned with privacy and more inclined to terminate any rights to the 

content upon the account holder’s death.  Apple’s iCloud Terms and 89

Conditions “allow no right to survivorship, requiring users to agree that the 

account is non-transferable and that any rights to the user’s Apple ID or 

content terminate upon death”.  This issue is of particular noteworthiness 90

because the intellectual property rights of the files stored on iCloud (Apple’s 

servers), may belong to the decedent account holder. Termination of the files 

stored therein, assuming there was no offline equivalent (backup), may 

 Barwick, Supra at Note 71, at 605 citing Inactive Account Manager, GOOGLE, https://www.google.com/87

settings/account/inactive (last visited June 17, 2018).

 Id at 607 citing Next-of-kin Process for Outlook.com, MICROSOFT, http://windows.microsoft.com/en-88

us outlook/next-of-kin (last visited June 17, 2018).

 Id at 607.89

 Id citing iCloud Terms and Conditions § IV(D), APPLE, http://www.apple.com/legal/internet- services/90

icloud/en/terms.html (last visited June 18, 2018).
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constitute a violation of the intellectual property rights of the decedent. 

There seems to be a disjunct between possession and ownership in this 

regard. What if the iCloud had contained an unpublished manuscript, and 

that the heirs wanted to posthumously publish the same? In this situation, 

there exists a significant injury (in terms of potential income) to the estate. 

 Back to Ainsley 

 Upon Ainsley’s death, three issues immediately arise: there is a 

vacuum of ownership over his digital assets, he is especially vulnerable to 

post-mortem identity theft considering that he is a public figure, and his 

intellectual property rights may be violated given that he is no longer alive to 

make sure they are respected. If Ainsley’s heirs were to request ISPs for his 

files, they would be met with varying results. ISPs are reluctant to turn over 

the assets to his heirs because they may be subject to liability under 

applicable laws. The heirs, now impatient, decide to unilaterally act and 

access Ainsley’s online accounts themselves. This is a violation of the TOCs 

because access information is confidential and only the principal user may 

access the account. These terms are binding because “clickwrap” agreements 

are held to be valid. There is no “right of survivorship” in relation to the 

accounts. By doing so, the heirs may have just made themselves subject to 

criminal liability under Section 4(a)(1) of the Cybercrime Prevention Act. 

The heirs now turn to court to compel the ISPs to hand over the assets. Still, 

their petition is denied because no legislation has yet been made granting 

them legal rights over such assets. This question of legal right is the vacuum 

and focal point of the next chapter.  
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Chapter 4 

The Concept of Property -  

The Civil Code, Intellectual Property in Relation to Digital Assets

Property Under the Civil Code 

 In order to fill the conceptual void presented by digital assets in 

relation to the traditional conception of property, one must refer to scholarly 

discussions on Philippine property such as those by the esteemed Dr. Arturo 

Tolentino and Justice Paras.  

 Property, as a concept, is economic in nature - “a mass of things or 

objects useful to human activity and which are necessary to life, for which 

reason they may one way or another be organized and distributed, but 

always for the use of man.”  On the other hand, the concept of property 91

must be distinguished from the right to property. Tolentino defines the right 

to property as “the juridical tie by virtue of which a person has the exclusive 

power to receive or obtain all the benefits from a thing, except those 

prohibited or restricted by law or by the rights of others”.  This right to 92

property correlates with Paras’ exposition that “every right (derecho) has 

two elements - subjects (persons) and objects (properties)”.  A further 93

distinction must be made between the right to property and ownership. 

 2 ARTURO M. TOLENTINO, COMMENTARIES AND JURISPRUDENCE ON THE CIVIL CODE OF THE 91

PHILIPPINES: PROPERTY 1 (1992 ed.); also see: PARAS, Supra at note 8, at 1; where he defines property as 
“an object, is that which is, or may be, appropriated”.

 Id at 1 (TOLENTINO).92

 PARAS, Supra at 8, at 1.93
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While the right to property emphasizes the vinculum juris, ownership refers 

to the mass of rights over the thing.  Nonetheless, Tolentino explains that 94

the difference is more historical than actual, and that the two terms are used 

interchangeably.  The author, however, argues that this distinction remains 95

crucial, especially in the application of the concepts of property to digital 

assets. Such importance shall be made clear in the ensuing discussion. For 

facility of discussion, property under the Civil Code may be referred to as 

traditional or tangible property. 

 The provisions of the Civil Code on property do not expressly 

elucidate on the nature of property. Instead, the Code goes straight into 

classifying property as either immovable (real) or movable (personal).  96

Abad Santos even states that Article 415 of the Civil Code does not provide 

for a statutory definition of property, buy instead lumps together “seemingly 

unrelated items”, designating them as real property.  Featured in this list are 97

real property by nature (land) and property by attachment (paintings, 

machines, etc.) or by analogy (contracts for public works).  98

 Tolentino makes a distinction between things and property. Things are 

all objects that exist and can be of use to man, while property means all 

 Id.94

 TOLENTINO, Supra at Note 91, at 1 citing 2 Valerde 34-35, 58-62.95

 [CIVIL CODE], Article 414.96

 Vicente Abad Santos, Civil Law - Part Two; Property, 44 PHIL. L.J. 74, 74-75 (1969).97

 Id citing Article 415 Civil Code.98
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those that are already appropriated or are in the possession of man.  In 99

effect, property becomes a conceptual subset of things, where the latter 

refers to those that are capable of being possessed, and the former refers to 

those already possessed and are found in man’s patrimony.  From a 100

juridical standpoint, the concept of things holds a more specific meaning. It 

is restricted to objects that can be of use to man (utility) - used for the 

satisfaction of human needs…even if it be intangible such as a right.  101

Things are considered property in a juridical sense when they are 

appropriated, but is is not necessary that it (the thing) has an owner. It is 

already sufficient that it has been appropriated.  102

 In spite of these distinctions, Article 414 of the Civil Code uses the 

terms [things and property] interchangeably. The Civil Code contemplates 

property as things which are already possessed by man, and those that are 

capable of being possessed.  Hence, the requisites for the judicial 103

recognition of a property or thing are: 

(1) Utility, or the capacity to satisfy human wants. 

(2) Individuality and substance, or a separate and autonomous existence. 

The materials composing a thing are not things themselves. Physical 

unity often determines individuality. 

 Tolentino, Supra at Note 91, at 2 citing 2 Falcon 6, quoting Esriche; 3 Manresa 10, citing Sanchez 99

Roman.

 Id at 2.100

 Id.101

 Id.102

 Id.103
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(3) Susceptibility of being appropriated. Hence, those which cannot be 

appropriated because of their distance, depth, or immensity, cannot be 

considered as things; for instance, the sun, the stars, the ocean, the 

core of the earth, etc. Diffused forces of nature in their totality cannot 

be considered juridically as things such as light, rain, etc.; but they 

can be so considered if they can be appropriated in parts, such as 

electricity.  104

 The author must note that apart from these requisites, it is also 

important to factor in the element of control, as held in a case before the 

Court of Appeals, holding that fish still swimming cannot be considered 

property until they are caught. “Until they are caught and safely deposited in 

a boat, a fisherman may not be considered the owner or to have control over 

them”.  Observably, it is this element of control that most visibly 105

demonstrates the right to property, the vinculum juris that an owner has over 

his property. Likewise, rights as relations may also be recognized as 

property. In a juridical sense, property not only includes material objects but 

also intangibles such as rights.  However, it must be noted that what is 106

being referred to here are that of relations, and not objects per se.  Further 107

qualification must be made that only rights which are patrimonial may be 

juridically considered as things.  The concept of property excludes rights 108

 Id at 3 citing 1 Castan 256-258; Muñoz, p. 174; also see: Paras, Supra at Note 8, at 4.104

 Tolentino, Supra at Note 91 at 3 citing Alvarado vs. Basa, Off. Gaz. Supp., October 11, 1941, p. 273.105

 Id at 4-5.106

 Id citing 3 Manresa 11.107

 Id at 5.108
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that are not patrimonial in nature, such as right to liberty, honour, family 

rights.  109

 Rights that may be considered as property may be further classified 

into two kinds - real and personal. A real right is “the power belonging to a 

person over a specific thing, without a passive subject individually 

determined against whom such right may be personally exercised”, giving a 

person direct and immediate juridical power over a thing, which is 

susceptible of being exercised, not only against a determinate person, but 

against the whole world.  Real rights have three elements: 110

(1) “A subject and an object connected by a relation of ownership of 

the former over the latter. 

(2) A general obligation or duty of respect for such relation, there being 

no particular passive subject. 

(3) Effective actions recognized by law to protect such relation against 

anyone who may want to disturb it.”  111

 Personal rights, on the other hand, are defined as the “power 

belonging to one person to demand of another, as a definite passive subject, 

the fulfillment of a prestation to give, to do or not to do”.  It is more aptly 112

 Id at 5 citing 7 Llerena 5-9.109

 Id at 5 citing 3 Sanchez Roman 6, 8; and 3 Planiol & Ripert 47.110

 Tolentino, Supra at Note 91, at 5 citing Muñoz, p. 163.111

 Id at 6.112
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designated as a right of obligation, or more succinctly called an 

obligation.  The characteristics of personal rights are: 113

(1) “There are two subjects, active and passive, who are determined and 

specified; the passive subject being bound to perform the prestation 

incumbent upon him, by reason of a juridical tie which binds him to the 

active subject. 

(2) A general obligation on the part of third persons to respect the relation 

between the active and passive subjects. 

(3) Effective actions in favor of the active subject against the passive 

subject for the performance of the prestation by the latter or so that the 

relation between them may produce its natural and juridical 

effects.”  114

 Since the relevant fundamental principles of property under the Civil 

Code have been tackled, the discussion shall now shift to the relevant 

principles on Intellectual Property. 

The Concept of and Laws on Intellectual Property 

 As a bridge from traditional or tangible property, Intellectual Property 

likewise finds basis in the Civil Code. It was earlier established that Article 

414 provides for two main classifications - immovable and movables.  115

Nonetheless, this list is not exclusive. Tolentino elucidates that there exists a 

 Id citing 3 Sanchez Roman 6, 8.113

 Id citing Muñoz, p. 164.114

 [CIVIL CODE] Article 414.115
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class of semi-movables.  Separately, Aquino argues that intellectual 116

property occupies another class of property. He anchors this on Book III, 

Title II of the Civil Code (modes of acquiring ownership), which recognizes 

“intellectual creation” as a mode of acquiring ownership.  To support his 117

argument further, a reference is made to the Old Civil Code which 

operatively designated “intellectual property” as “ special property”.   118

 Formally defined, Intellectual Property refers to “those property rights 

which result from the physical manifestation of original thought”.  Still, 119

mere ideas and mental conceptions are not protected by intellectual property 

law.  In order to be afforded protection, it must be transformed into 120

something tangible. This is the reason that American Copyright Law affords 

protection from the moment of fixation, the moment that an idea becomes 

tangible. In the Philippines, however, protection is afforded from the 

moment of creation. “When creations of mind are put in tangible form, 

however, there is [an] appropriate subject of property that is protected by 

 Tolentino, Supra at Note 91, at 10.116

 RANHILLIO AQUINO, INTELLECTUAL PROPERTY LAW: COMMENTS AND ANNOTATIONS, 1 (2003). 117

 Id; see: 1 Aquino, Civil Code, 1990 Ed., 652-653.118

 Id citing Ballentine’s Law Dictionary, 3d Ed.; [INTELLECTUAL PROPERTY CODE] § 4 defines intellectual 119

property according to its composition. Section 4 provides - Definitions. - 4.1. The term "intellectual 
property rights" consists of: 

a) Copyright and Related Rights; 
b) Trademarks and Service Marks; 
c) Geographic Indications; 
d) Industrial Designs; 
e) Patents; 
f) Layout-Designs (Topographies) of Integrated Circuits; and 
g) Protection of Undisclosed Information (n, TRIPS).

 Aquino, Supra at Note 117, at 1.120
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the law.”  Thus, apart from the Intellectual Property Code, the 1987 121

Constitution and the Civil Code provide for a principal anchor in the 

provision, exposition, and protection of intellectual property rights. 

 Article XIV, Section 13 of the Constitution provides that: 

“The State shall protect and secure the exclusive rights of scientists, 

inventors, artists, and other gifted citizens to their intellectual property 

and creations, particularly when beneficial to the people, for such 

period as may be provided by law”122

 Observably, then, the Constitution provides for the definition and 

qualifications of a copyright. A copyright is basically defined as a) “the 

exclusive right (or rights) of an author to the work of his authorship; b) For 

the recognition of a species of property categorized as intellectual that 

includes the output of creativity and genius; c) That intellectual property 

rights are ultimately ordered towards public benefit or welfare; d) That these 

rights be limited as to their duration.  Aquino also explains that the ethos 123

of intellectual property is the rationale for some products of ingenuity that 

are concealed from the public being excluded from protection of the law. ; 124

the ethos being intellectual property as merely a means to an end, ultimately 

 Id at 2 citing 63A Am Jur 3d, Property, § 5.121

 PHIL. CONST. art. XIV § 13.122

 Aquino, Supra at Note 117, at 4-5.123

 Id at 5.124
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for the benefit of society through the creation of individuals of talent and 

genius.  125

 Article 721 of the Civil Code meanwhile establishes the rule on 

ownership of intellectual property. To wit: 

“By intellectual creation, the following persons acquire ownership: 

b. The author with regard to his literary, dramatic, historical, legal, 

philosophical, scientific, or other work; 

c. The composer, as to his musical composition; 

d. The painter, sculptor, or other artist, with respect to the product of his 

art; 

(4) The scientist or technologist or any other person with regard to his 

discovery or invention.”  126

 Ownership vests through intellectual creation. Thus, a simple 

mechanical reproduction, copy, or repetition does not vest a person with 

ownership or title as regards such works.  More relevant to the discussion 127

on digital assets, the law recognizes the rights of ownership upon intellectual 

creation, prior to and without need of any formality.  128

 Id.125

 [CIVIL CODE] Article 721.126

 Aquino, Supra at Note 117, at 6.127

 Id at 7.128
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 The author, however, must point out that the qualifications provided 

by the Consitution and the enumeration of Article 721 of the Civil Code 

seem to be no longer reflective of modern realities. Regular citizens now 

consistently create documents or other forms of files in their habitual use of 

computers. While it may be simple to extend these documents and files as 

qualifying under “other works” of Article 721, Section 1, it would run afoul 

of the rules on statutory construction. Applying the rule on ejusdem generis, 

“other works” would mean works with significance similar to those 

previously enumerated. This would effectively exclude more common works 

such as essays or blogs posted or stored online (e.g. essays by students), and 

email messages.  Furthermore, the Constitution and the Civil Code are 129

seemingly at odds. The former emphasizes publicity and benefit to society, 

while the latter emphasizes protection from the moment of creation. The 

author is in favour of the latter. Works must be protected even if not made 

publicly available. It would be easy for someone to steal a song that has not 

been released yet, or publish a privately stored manuscript without the 

consent of the original author, indicating another author’s name. Fortunately, 

the Intellectual Property Code (R.A. 9283) and the Trade-Related Aspects of 

Intellectual Property Rights (TRIPS) settle this disjunct. 

 Copyrights 

 The author concedes that some common works may nonetheless qualify. One example would be an 129

essay or paper made by a College or law student. Yet, the exclusion would be more apparent if ideas or 
parts of ideas were written on an email or stored privately. The works contemplated by Article 721, as this 
author argues, pertain to completed published works, or works available to, or for the benefit of, the public. 
A more common scenario would be the pictures taken by everyday people on their smartphones. This 
should be subject to intellectual property creation, even though Article 721 does not expressly state that 
photographs are protected by intellectual property law. Still, while Article 721 is seen to be archaic, the 
provisions of the Intellectual Property Code serve as an update to the aforesaid provision. Both the 
Constitution and Article 721 do not contemplate more modern forms of products of ingenuity e.g. 
smartphone pictures stored privately, stories or ideas stored in a phone through a notepad etc.
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 The Philippines, through the ratification of the Senate in 1994, 

became a member of the World Trade Organization, and amongst the various 

agreement embodied therein was the TRIPS.  Section 7, Article 39 of the 130

TRIPS affords protection to “undisclosed information”.  Through the 131

Constitutional principle of adopting the generally accepted principles of 

international law , this provision possesses a legal force similar to that of a 132

domestic law.  133

 Most importantly, however, is the application of the Intellectual 

Property Code , and in relation to digital assets, the provisions on 134

copyright in particular. Sec. 172.1 of the Intellectual Property Code  and 135

Article 4, paragraph 2 of the 1948 Berne Convention  establish that a right 136

subsists from the moment of creation.  No formality is required for the 137

protection of the law. It is enough that an idea has been expressed in tangible 

form. For a work to be afforded copyright protection, it must meet the twin 

 Aquino, Supra at Note 117, at 7.130

 Id at 9.131

 PHIL. CONST. art. II § 2.132

 Aquino, Supra at Note 117, at 9.133

 [INTELLECTUAL PROPERTY CODE].134

 [INTELLECTUAL PROPERTY CODE], § 172.1.135

 BERNE CONVENTION FOR THE PROTECTION OF LITERARY AND ARTISTIC WORKS, of September 9, 1886, 136

completed at Paris on May 4, 1896, revised at Berlin on November 13, 1908, completed at Berne on March 
20, 1914, revised at Rome on June 2, 1928, revised at Brussels on June 26, 1948, and revised at Stockholm 
on July 14, 1967, 4 U.N.T.C. 2 [hereinafter Berne Convention].

 Aquino, Supra at Note 117, at 15.137
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requirements of originality and expression.  If a Haiku - a poem short 138

enough to be memorized - for example, is created by an individual but never 

written nor expressed in whatever form, and only stays in the mind of the 

creator, it cannot be afforded copyright protection. Section 172.2 makes it 

clear that an idea need not be expressed in a specific form to be subject to 

copyright protection. It states: “Protection vests by the sole fact of their 

creation irrespective of their mode or form of expression, as well as their 

content, quality, and purpose”.  139

 In order to meet the requirement of originality, the work concerned 

need not be unique nor creative.  Straightforwardly, originality is met 140

when the work originates from the author.  Aquino makes reference to 141

David Vaver, a Canadian authority that has provided for the requisites for 

originality: 

a. “The work must originate from its author. 

b. It must not be copied. 

c. It must involve some intellectual effort.”  142

 The requirement of intellectual effort deserves special clarification. It 

does not mean a significant amount of effort or novelty. Rather, it is simply 

 Id at 16.138

 Id at 17 citing [INTELLECTUAL PROPERTY CODE], § 172.2.139

 Id at 20.140

 Id citing Boorstyn - Originality simply means that the work “owes its origins to the author”.141

 Id at 21 citing David Vaver, Intellectual Property Law. Essentials of Canadian Law Series, 1997, 41.142
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understood as something more than mere triviality, and cannot equate the 

requirement of an “inventive step” as featured in patent law.  Copyright 143

 Aquino, Supra at Note 117, at 21; further clarification is made by Aquino in p. 22 citing the case of 143

Sheldon v. Metro-Goldwyn Pictures, 81 F.2d 49, cert. den. 298 U.S. 669 (1936), as cited in Goldstein, 
Copyright, Patent, Trademark and Related State Doctrines: Cases and Materials on the Law of Intellectual 
Property, 1981, 669-670. He quotes: “Borrowed the work must indeed not be, for a plagiarist is not himself 
pro tanto an “author”; but if by some magic a man who had never known it were to compose anew Keats’ 
Ode on a Grecian Urn, he would be an “author” xxx But though a copyright is for this reason less 
vulnerable than a patent, the owner’s protection is more limited, for just as he is no less an “author” 
because others have preceded him, so another who follows him, is not a tort-feasor unless he pirates his 
work”.
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protected works may be classified as either original  or derivative , as 144 145

specified by Section 172 and 173 of the Intellectual Property Code. A work 

is protected by copyright from the moment of creation  subject to several 146

 [INTELLECTUAL PROPERTY CODE] Section 172. Literary and Artistic Works. - 172.1. Literary and 144

artistic works, hereinafter referred to as "works", are original intellectual creations in the literary and 
artistic domain protected from the moment of their creation and shall include in particular: 

(a) Books, pamphlets, articles and other writings; 
(b) Periodicals and newspapers; 
(c) Lectures, sermons, addresses, dissertations prepared for oral delivery, whether or not reduced in writing 
or other material form; 
(d) Letters; 
(e) Dramatic or dramatico-musical compositions; choreographic works or entertainment in dumb shows; 
(f) Musical compositions, with or without words; 
(g) Works of drawing, painting, architecture, sculpture, engraving, lithography or other works of art; 
models or designs for works of art; 
(h) Original ornamental designs or models for articles of manufacture, whether or not registrable as an 
industrial design, and other works of applied art; 
(i) Illustrations, maps, plans, sketches, charts and three-dimensional works relative to geography, 
topography, architecture or science; 
(j) Drawings or plastic works of a scientific or technical character; 
(k) Photographic works including works produced by a process analogous to photography; lantern slides; 
(l) Audiovisual works and cinematographic works and works produced by a process analogous to 
cinematography or any process for making audio-visual recordings; 
(m) Pictorial illustrations and advertisements; 
(n) Computer programs; and 
(o) Other literary, scholarly, scientific and artistic works.

 [INTELLECTUAL PROPERTY CODE] Section 173. Derivative Works. - 173.1. The following derivative 145

works shall also be protected by copyright: 

(a) Dramatizations, translations, adaptations, abridgments, arrangements, and other alterations of literary or 
artistic works; and 
(b) Collections of literary, scholarly or artistic works, and compilations of data and other materials which 
are original by reason of the selection or coordination or arrangement of their contents. (Sec. 2, [P] and [Q], 
P.D. No. 49) 
173.2. The works referred to in paragraphs (a) and (b) of Subsection 173.1 shall be protected as new works: 
Provided however, That such new work shall not affect the force of any subsisting copyright upon the 
original works employed or any part thereof, or be construed to imply any right to such use of the original 
works, or to secure or extend copyright in such original works. (Sec. 8, P.D. 49; Art. 10, TRIPS) 
Section 174. Published Edition of Work. - In addition to the right to publish granted by the author, his heirs, 
or assigns, the publisher shall have a copyright consisting merely of the right of reproduction of the 
typographical arrangement of the published edition of the work. (n)

 See: [INTELLECTUAL PROPERTY CODE] § 172.146



�59

statutory limitations.  It subsists during the lifetime of the author, starting 147

from the moment of creation up to a period specified  - usually from 25-50 

years - depending on the type of work being protected.  Lastly, in terms of 148

transferability, Section 180 provides that a “copyright may be transferred in 

 The Intellectual Property Code, as a whole, in essence defines the statutory limitations on intellectual 147

property. However, the author wishes to single out several relevant provisions that are readily observed in 
modern society, especially digital assets.  

Section 178.3. In the case of work created by an author during and in the course of his employment, the 
copyright shall belong to: 

(a) The employee, if the creation of the object of copyright is not a part of his regular duties even if the 
employee uses the time, facilities and materials of the employer. 
(b) The employer, if the work is the result of the performance of his regularly-assigned duties, unless there 
is an agreement, express or implied, to the contrary. 

Section 178.4. In the case of a work commissioned by a person other than an employer of the author and 
who pays for it and the work is made in pursuance of the commission, the person who so commissioned the 
work shall have ownership of the work, but the copyright thereto shall remain with the creator, unless there 
is a written stipulation to the contrary; 

Section 178.6. In respect of letters, the copyright shall belong to the writer subject to the provisions of 
Article 723 of the Civil Code. (Sec. 6, P.D. No. 49a); Section 178.6 is particularly relevant in eMails.

 [INTELLECTUAL PROPERTY CODE] Section 213. Term of Protection. - 213.1. Subject to the provisions of 148

Subsections 213.2 to 213.5, the copyright in works under Sections 172 and 173 shall be protected during 
the life of the author and for fifty (50) years after his death. This rule also applies to posthumous works. 
(Sec. 21, first sentence, P.D. No. 49a) 

213.2. In case of works of joint authorship, the economic rights shall be protected during the life of the last 
surviving author and for fifty (50) years after his death. (Sec. 21, second sentence, P.D. No. 49) 
213.3. In case of anonymous or pseudonymous works, the copyright shall be protected for fifty (50) years 
from the date on which the work was first lawfully published: Provided, That where, before the expiration 
of the said period, the author's identity is revealed or is no longer in doubt, the provisions of Subsections 
213.1. and 213.2 shall apply, as the case may be: Provided, further, That such works if not published before 
shall be protected for fifty (50) years counted from the making of the work. (Sec. 23, P.D. No. 49) 
213.4. In case of works of applied art the protection shall be for a period of twenty-five (25) years from the 
date of making. (Sec. 24(B), P.D. No. 49a) 
213.5. In case of photographic works, the protection shall be for fifty (50) years from publication of the 
work and, if unpublished, fifty (50) years from the making. (Sec. 24(C), P.D. 49a) 
213.6. In case of audio-visual works including those produced by process analogous to photography or any 
process for making audio-visual recordings, the term shall be fifty (50) years from date of publication and, 
if unpublished, from the date of making. (Sec. 24(C), P.D. No. 49a)
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whole or in part.”  The assignee may exercise all the rights and remedies 149

available to a copyright holder. However, a copyright is not deemed as 

assigned or transferred inter vivos, “in whole or in part, unless there is a 

written indication of such intention”.  Most important, however, is the 150

individuality or separability of the concept of traditional property and 

intellectual property, while both being present in a single “thing”. Section 

181 provides -  

“Copyright and Material Object. - The copyright is distinct from the 

property in the material object subject to it. Consequently, the transfer or 

assignment of the copyright shall not itself constitute a transfer of the 

material object. Nor shall a transfer or assignment of the sole copy or of 

one or several copies of the work imply transfer or assignment of the 

copyright. (Sec. 16, P.D. No. 49)”  151

 Thus, one who has written a manuscript on a physical notebook owns 

both traditional property and intellectual property - the notebook itself and 

the copyright of the manuscript written therein. Observably, a tangible 

digital asset is the most modern guise of all works that may be protected by 

 [INTELLECTUAL PROPERTY CODE] Section 180. Rights of Assignee. - 180.1. The copyright may be 149

assigned in whole or in part. Within the scope of the assignment, the assignee is entitled to all the rights and 
remedies which the assignor had with respect to the copyright. 

180.2. The copyright is not deemed assigned inter vivos in whole or in part unless there is a written 
indication of such intention. 
180.3. The submission of a literary, photographic or artistic work to a newspaper, magazine or periodical 
for publication shall constitute only a license to make a single publication unless a greater right is expressly 
granted. If two (2) or more persons jointly own a copyright or any part thereof, neither of the owners shall 
be entitled to grant licenses without the prior written consent of the other owner or owners. (Sec. 15, P.D. 
No. 49a)

 Id.150

 [INTELLECTUAL PROPERTY CODE] § 181.151
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copyright as provided by Section 172 of the Intellectual Property Code. 

Letters, musical compositions, literary works, etc. may all be saved in their 

applicable digital formats (i.e. .doc, .pdf, .mp3, etc.). These files are tangible 

digital assets per se. 

Moral Rights Post-Mortem 

 Already evident in the above discussion, a large subset of tangible 

digital assets fall under copyrightable works. Apart from economic rights , 152

however, moral rights also come into play. Determining the rights, 

obligations, and remedies of a deceased’s heirs or legal personal 

representative in light of moral rights is crucial in understanding how 

copyrightable tangible digital assets are treated post-mortem. 

 The Intellectual Property Code provides for “1) the right of attribution 

(droit à la paternité), 2) the right to alter the work before its publication, or 

withhold the work’s publication (droit de retrait ou de repentir, droit de 

divulgation), 3) the right to restrain the use of the artist’s name with respect 

to any work not created by the artist, or to a distorted version of his or her 

work, and 4) the right of integrity (droit au respect de l’oeuvre).”  Section 153

193 states:  

 The twin treaties of WIPO Copyright Treaty (WCT) and WIPO Performances and Phonograms Treaty 152

(WPPT) further expand the rights granted under the Berne Convention; World Intellectual Property 
Organization, and United States. 1997. WIPO Copyright Treaty (WCT) (1996) and WIPO Performances 
and Phonograms Treaty (WPPT) (1996): message from the President of the United States transmitting 
World Intellectual Property Organization Copyright Treaty and the World Intellectual Property 
Organization Performances and Phonograms Treaty, done at Geneva on December 20, 1996, and signed by 
the United States on April 12, 1997. Washington: U.S. G.P.O.

 J. Sedfrey Santiago, IN FOCUS: BEYOND COPYRIGHT: THE MORAL RIGHTS OF ARTISTS, National 153

Commission for Culture and the Arts, http://ncca.gov.ph/about-culture-and-arts/in-focus/beyond-copyright-
the-moral-rights-of-artists/ (last visited Dec 19, 2018).
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Sec. 193. Scope of Moral Rights. - The author of a work shall, 

independently of the economic rights in Section 177 or the grant 

of an assignment or license with respect to such right, have the 

right: 

193.1. To require that the authorship of the works be attributed to 

him, in particular, the right that his name, as far as practicable, 

be indicated in a prominent way on the copies, and in connection 

with the public use of his work; 

193.2. To make any alterations of his work prior to, or to 

withhold it from publication; 

193.3. To object to any distortion, mutilation or other 

modification of, or other derogatory action in relation to, his 

work which would be prejudicial to his honor or reputation; and 

193.4. To restrain the use of his name with respect to any work 

not of his own creation or in a distorted version of his work.154

 Section 198 further provides for the term of the rights granted:  

Sec. 198. Term of Moral Rights. - 

198.1. The rights of an author under this chapter shall last during 

the lifetime of the author and for fifty (50) years after his death 

and shall not be assignable or subject to license. The person or 

persons to be charged with the posthumous enforcement of these 

rights shall be named in writing to be filed with the National 

 [INTELLECTUAL PROPERTY CODE] § 193.154
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Library. In default of such person or persons, such enforcement 

shall devolve upon either the author's heirs, and in default of the 

heirs, the Director of the National Library. 

198.2. For purposes of this Section, "Person" shall mean any 

individual, partnership, corporation, association, or society. The 

Director of the National Library may prescribe reasonable fees to 

be charged for his services in the application of provisions of this 

Section.155

These provisions are in consonance with Article 6bis of the Berne 

Convention which states: 

[Moral Rights: 1. To claim authorship; to object to certain 

modifications and other derogatory actions; 2. After the author’s 

death; 3. Means of redress]  

(1) Independently of the author’s economic rights, and even after the 

transfer of the said rights, the author shall have the right to claim 

authorship of the work and to object to any distortion, mutilation or 

other modification of, or other derogatory action in relation to, the 

said work, which would be prejudicial to his honor or reputation.  

(2) The rights granted to the author in accordance with the 

preceding paragraph shall, after his death, be maintained, at least 

until the expiry of the economic rights, and shall be exercisable by 

the persons or institutions authorized by the legislation of the 

country where protection is claimed. However, those countries whose 

 [INTELLECTUAL PROPERTY CODE] § 198.155
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legislation, at the moment of their ratification of or accession to this 

Act, does not provide for the protection after the death of the author 

of all the rights set out in the preceding paragraph may provide that 

some of these rights may, after his death, cease to be maintained.  

(3) The means of redress for safeguarding the rights granted by this 

Article shall be governed by the legislation of the country where 

p r o t e c t i o n i s c l a i m e d . 156

  

 While the exercise of moral rights is straightforward during the course 

of the author’s lifetime, complications inevitably arise once he or she passes 

away. Unlike economic rights, the conduct of an heir or licensed personal 

representative is guided by the intention of the deceased author. The mindset 

is that of allegiance to the author, as opposed to the economic worth of the 

copyright protected work. In  France,  despite  moral  rights  passing  to  the 

author’s heirs “the moral right changes upon the author’s death, since his 

heirs are not  entitled to make decisions according to their  own personal 

opinions and tastes; the prerogatives freely exercised by the living author 

become duties of allegiance to the author’s will on the part of his heirs”  157

To illustrate, heirs who are in possession of digital photographs taken by 

 [BERNE CONVENTION] Article 6bis.156

 McCutcheon, Jani, DEATH RIGHTS: LEGAL PERSONAL REPRESENTATIVES OF DECEASED AUTHORS AND 157

THE POSTHUMOUS EXERCISE OF MORAL RIGHTS (August 27, 2015). Intellectual Property Quarterly, 
Forthcoming, 242, 247, Available at SSRN: https://ssrn.com/abstract=2652135 citing Logeais, “Post-
mortem Exercise of Copyright in French Law” [1991] Ent. L.R. 185, 186, citing Henri Desbois, Le  Droit 
d’auteur en France, 3rd edn (Paris : Dalloz, 1978), paras 466, 569. The position is similar in Belgium, Italy 
and Spain, though different in Germany, where heirs may generally exercise the moral rights as they see fit. 
See Adolf Dietz, “Legal Principles of Moral Rights in Civil Law Countries” (1993) 11(3) Journal  of  the 
Copyright Society of Australia 1, 10–11.
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their late father do not have the right to edit such photos. Likewise, heirs of a 

deceased  novelist  do  not  have  the  right  to  create  abridged  or  derivative 

works. Simply, the heirs may not enhance or manipulate the work because of 

moral rights.

The  complications  become  apparent  when  the  intentions  of  the 

deceased author are difficult to ascertain, or are in conflict with the exercise 

of economic rights post-mortem . Typified by the cases of Franz Kafka and 158

Vlaidimir Nabokov , the wishes of authors who leave strict instructions not 159

to publish their works posthumously are not necessarily followed. These are 

clear examples of moral rights infringement. However, resolving the conflict 

between post-mortem enforcement and exercise of economic rights vis a vis 

 Id at 253.158

 Id at 254; “Another notorious example is Franz Kafka’s clear direction to his literary executor, Max 159

Brod, to destroy all his unpublished manuscripts, letters and diaries, including the only copies of what are 
now considered Kafka’s masterpieces, The  Castle  and The  Trial. Instead, Brod preserved them all and 
published some posthumously, gaining some notoriety as editor. Vladimir Nabokov left strict instructions in 
his will to destroy his unfinished novel The Original of Laura, which he was writing at the time of his death 
in 1977. However, far from destroying the manuscript, Nabokov’s son and executor, Dmitry Nabokov, 
published The Original of Laura in 2009.” 
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moral  rights  is  an  entirely  different  discussion  altogether.  Simply,  the 160

author wishes to point out that both moral and economic rights are operative 

over copyrightable tangible digital assets. 

An important distinction must also be made between copyrights and 

patents. Tangible digital assets that are patentable are not governed by moral 

rights because the law on patents do not provide for the same. 

The Civil Code and Intellectual Property in Relation to Digital Assets 

 Applying, then, the concepts of the Civil Code and Intellectual 

Property to digital assets, the author is able to derive that tangible digital 

assets satisfy the requisites for property under the Civil Code. Likewise, 

tangible digital assets may incorporate intellectual property, or works that 

are protected by copyright in particular. Subject to any assignment inter 

vivos, the copyright forms part of the decedent’s estate, and would naturally 

be accompanied by the material object, the tangible digital assets. 

 Terms and Conditions - No Clear Rule of Law 

 A series of articles by McCrutcheon may serve as a springboard for such discussion. See: McCutcheon, 160

Jani, Death Rights: Legal Personal Representatives of Deceased Authors and the Posthumous Exercise of 
Moral Rights (August 27, 2015). Intellectual Property Quarterly, Forthcoming, 242, 247, Available at 
SSRN: https://ssrn.com/abstract=2652135; McCutcheon, Jani, Dead Loss: Damages for Posthumous 
Breach of the Moral Right of Integrity (August 15, 2016). Melbourne University Law Review, Vol. 40, No. 
1, 2016. Available at SSRN: https://ssrn.com/abstract=2824119; McCutcheon, Jani, The Honour of the 
Dead - The Moral Right of Integrity Post Mortem (August 31, 2015). Available at SSRN: https://ssrn.com/
abstract=2653508 or http://dx.doi.org/10.2139/ssrn.2653508;  

As well as an article by Edwards and Harbinja discussing the role of moral rights in post-mortem privacy: 
Edwards, Lilian and Harbinja, Edina, Protecting Post-Mortem Privacy: Reconsidering the Privacy Interests 
of the Deceased in a Digital World (November 10, 2013). Cardozo Arts & Entertainment Law Journal, Vol. 
32, No. 1, 2013. Available at SSRN: https://ssrn.com/abstract=2267388 or http://dx.doi.org/10.2139/ssrn.
2267388.
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 Overwhelmingly, most ISPs recognize that the ownership of the files 

stored on their servers belongs to the owner/uploader. Google Drive, 

DropBox, OneDrive, and iCloud, four well-known online storage services, 

all provide that the ownership of the files stored on their platform (servers) 

belong to the user or account holder.  More, problematic, though, is 161

Apple’s iCloud. As the author has previously discussed in Chapter 3, ISPs 

who provide for digital assets with inherent valuation are more concerned 

with privacy issues rather than protecting the integrity of property rights. 

Thus, the inclination of such service agreements, as in Apple’s iCloud, is to 

terminate any rights to the content upon the account holder’s death.  The 162

author points out that this contractual stipulation is well-intended. Due to the 

separability of traditional property (the thing itself) and the intellectual 

property incorporated therein, the copyright of files that have been bought 

through Apple’s other services and subsequently stored on iCloud belong to 

the author, and not the person who has merely bought a digital copy. The 

problem is that iCloud works in a manner similar to Google Drive, 

DropBox, and OneDrive: as an online repository of one’s files (tangible 

digital assets). In fact, iCloud backs up the contents of iOS and MacOS 

devices.  Hence, when Apple automatically terminates the iCloud account 163

of a deceased based on the premise of “no conveyance” and “no right to 

 See: Your Use of Google Drive, Your Content - https://www.google.com/drive/terms-of-service/; 161

DropBox - Your Stuff & Your Permissions - https://www.dropbox.com/privacy#terms; OneDrive 
Service Agreement 2. Your Content - https://www.microsoft.com/en-ph/servicesagreement/; iCloud 
Legal Terms and Conditions H. 1. - https://www.apple.com/ca/legal/internet-services/icloud/en/
terms.html.

 Barwick, Supra at Note 71, at 607.162

 iPads, iPhones, MacBooks, iMacs, etc. This effectively creates a clone of the user’s device, copying 163

everything from files to user settings.
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survivorship” , all the tangible digital assets of the account holder are 164

deleted, even those incorporating his own intellectual property. It is very 

clear that there are inconsistencies across ISPs in providing for the treatment 

of tangible digital assets as regards their transmissibility upon death. It is 

therefore fundamentally crucial to first establish the nature of a tangible 

digital asset before steps can be made to provide for its proper transmission. 

 Classifying Tangible Digital Assets as Property Under the Civil Code 

- The Property Approach 

 Again, ISPs unanimously recognize ownership in favor of the account 

holder in their ISPs. Nonetheless, contractual recognition of ownership does 

not provide for any discourse as to the true nature of digital assets. 

Discernibly, this recognition is a manifestation of the vinculum juris as 

defined by Tolentino. Clearly, it is the owner of the tangible digital assets 

who has the “exclusive power to receive or obtain all the benefits from a 

thing, except those prohibited or restricted by law or by the rights of 

others”.  When examined together with the laws on intellectual property, 165

the rights granted by and limits of copyright law fall under the phrase “those 

prohibited by law or by the rights of others.”  

 More rudimentary, though, is that tangible digital assets conform with 

the three requisites of property under the Civil Code.  

 Utility - First, tangible digital assets are utilitarian by nature. They are 

the principal media for storing and accessing information in computer 

 See: Section C. and D. https://www.apple.com/ca/legal/internet-services/icloud/en/terms.html.164

 Tolentino, Supra at Note 91, at 1.165
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devices. Countless computer files and other tangible digital assets are stored 

on servers (online) and drives (offline) for access by a user for the 

manipulation and preservation of information. In more ways than one, these 

individual files each serve a particular purpose for a user. A word file, for 

example, is akin to a notebook in which a writer may draft his odes or epics. 

Filmmakers likewise rely on Premiere Pro or Final Cut files, along with mov 

and avi files for rendering their work.  Pdfs, too, are literally digitized 166

versions of printed or published work, even preserving the format and layout 

of the latter. Naomi Cahn’s typology of digital assets even specifies and 

classifies the various forms of utility such assets possess (see: Chapter 1). 

Indeed, computers have made man more productive, allowing him to work 

and create at an unprecedented rate. 

 Individuality - Each tangible asset is distinct. While as a whole, all 

forms of digital assets  are considered software, tangible digital assets may 167

be distinguished from one another. Individual files may be manipulated and 

stored independent of each other. In fact, they may be organized, stored, 

arranged, and manipulated in a manner similar to traditional forms of 

documentation. Letters or documents may are put into corresponding folders 

and filed into their respective [categorized] file cabinets. Similarly, they may 

be created, edited, or deleted independently. Movie files stored on a 

computer are likewise stored and organized in a manner that mimics a shelf 

 Premiere Pro is a software created by Adobe while Final Cut is created by Apple. These pieces of 166

software are designed to edit video clips and are an essential part for editing movies together. Mov and Avi 
files are final rendered video formats. If one was to create an analogy with old technology, Premiere Pro 
and Final Cut would be the literal cutting of the film in the editing room, while Mov and Avi files would be 
the film reel itself.

 See: Haworth’s classification of digital assets in Chapter 1.167
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of DVDs, VHS tapes, or other mediums. The individuality of assets may 

readily be seen through the images provided below. 

 Picture taken from https://www.labnol.org/internet/update-files-in-

google-drive/28928/. 
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 Screenshot from: https://www.google.com/gmail/about/ 

 Susceptibility of being appropriated - Tangible digital assets always 

trace their genesis to intellectual creation.  That is, there is always one 168

person who has put in the effort to create the file or asset in question. 

Alternatively, a tangible digital asset, prior to being created, may trace its 

origin to an actual file, such as a book published before the advent of pdfs. 

As parts of computer software that can be individually manipulated, and the 

principal author having discretion as regards its distribution, sometimes for a 

fee, tangible digital assets are clearly susceptible to the appropriations and 

actions of man. They are capable of being appropriated [by man] precisely 

because they are creations of man. 

 See: [CIVIL CODE], Art. 712168
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 Real and Personal Rights of Digital Assets - ISPs as Platforms, the 

Contract of Commodatum 

 Thus far, what has been established is the real right of an owner over 

his tangible digital assets. An owner may enforce his rights against the whole 

world. As to the first requisite, the subject and object in question are the 

creator or uploader and the his tangible digital assets, respectively. Second, it 

bears reiterating that there is a vinculum juris between the creator or 

uploader and his assets effectively recognized by the TOCs of each ISP. 

Thus, there is a general obligation   for other persons in general, and ISPs in 

particular, to respect this relation. Lastly, laws have effective actions to 

protect this relation to some degree. One such law is the Cybercrime 

Prevention Act of 2012. Section 4 defines the acts that are punishable by 

law. Section 4(a) is of note. It defines offenses that undermine the 

confidentiality, integrity, and availability of computer data and systems  - 169

in effect protecting the rights of the owner of such assets. Meeting all the 

requisites for real rights, these are the reasons that the creator or uploader is 

called the owner of his files. 

 Additionally, too, there exists a personal right between the owner and 

the ISP. Meeting the first characteristic, the owner stands to be the active 

subject, while the ISP stands to be the passive subject. By reason of the 

TOCs, the ISPs are bound to host, store, make accessible, transmit messages 

of the owner through their proprietary platforms. Clearly, the provision of 

cloud services, eMails, and the like falls under the prestation of “to do”. 

Second, there is a general obligation on the part of third persons to respect 

 [CYBERCRIME PREVENTION ACT] § 4(a).169
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this relation. Third persons must respect the privacy and ownership of the 

assets stored online (on the ISP’s service platform), and owners (as account 

holders) agree to take measures to preserve the security of their accounts.  170

Third, TOCs require ISPs to make their services readily available to the user 

and take all necessary measures to safeguard and preserve the data stored on 

their platform, but will not be liable for lost profits, revenue, data etc.  171

 A Contract of Commodatum? 

 This contractual arrangement between owner and ISP draws a close 

parallel to the relationship of a bailor-bailee, respectively. Scholars have 

concluded that the service contract, in effect, is one of commodatum. 

American courts have already recognized that intangible property, such as 

 One such stipulated measure is that users agree to keep their access information confidential. Sharing of 170

account name and other necessary login information constitute a violation of the TOCs.

 See: Google Warranties and Disclaimers and Liability for Our Services 171

“We provide our Services using a commercially reasonable level of skill and care and we hope that you will 
enjoy using them. But there are certain things that we don’t promise about our Services…WHEN 
PERMITTED BY LAW, GOOGLE, AND GOOGLE’S SUPPLIERS AND DISTRIBUTORS, WILL NOT 
BE RESPONSIBLE FOR LOST PROFITS, REVENUES, OR DATA, FINANCIAL LOSSES OR 
INDIRECT, SPECIAL, CONSEQUENTIAL, EXEMPLARY, OR PUNITIVE DAMAGES.” (https://
policies.google.com/terms?hl=en&gl=US#toc-warranties-disclaimers)  

DropBox “Services As Is” and “Limitation of Liability” - We strive to provide great Services, but there are 
certain things that we can't guarantee. TO THE FULLEST EXTENT PERMITTED BY LAW, DROPBOX 
AND ITS AFFILIATES, SUPPLIERS AND DISTRIBUTORS MAKE NO WARRANTIES, EITHER 
EXPRESS OR IMPLIED, ABOUT THE SERVICES. THE SERVICES ARE PROVIDED "AS IS." WE 
ALSO DISCLAIM ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NON-INFRINGEMENT. Some places don't allow the disclaimers in this paragraph, so 
they may not apply to you…WE DON'T EXCLUDE OR LIMIT OUR LIABILITY TO YOU WHERE IT 
WOULD BE ILLEGAL TO DO SO—THIS INCLUDES ANY LIABILITY FOR DROPBOX'S OR ITS 
AFFILIATES' FRAUD OR FRAUDULENT MISREPRESENTATION IN PROVIDING THE SERVICES. 
IN COUNTRIES WHERE THE FOLLOWING TYPES OF EXCLUSIONS AREN'T ALLOWED, WE'RE 
RESPONSIBLE TO YOU ONLY FOR LOSSES AND DAMAGES THAT ARE A REASONABLY 
FORESEEABLE RESULT OF OUR FAILURE TO USE REASONABLE CARE AND SKILL OR OUR 
BREACH OF OUR CONTRACT WITH YOU. THIS PARAGRAPH DOESN'T AFFECT CONSUMER 
RIGHTS THAT CAN'T BE WAIVED OR LIMITED BY ANY CONTRACT OR AGREEMENT. https://
www.dropbox.com/terms2016.
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contents of a letter, are holdable in bailment.  There is reasonable thinking, 172

then, to extend the rule to digital assets. One must be cautioned, though, 

because the American notion of a bailment is inconsistent with the 

Philippine context. In the American context, an agreement for bailment 

arises “when the owner, while retaining general title, delivers personal 

property to another for some particular purpose upon an express or implied 

contract to redeliver the goods when the purpose has been fulfilled.”  173

Kupler uses the examples of dropping clothes at the dry cleaner and storing 

jewels in a safety deposit box.  Immediately, this arrangement is 174

incompatible with the Philippine context because it fuses together two 

distinct contracts under the Civil Code - commodatum and deposit. 

 The Civil Code defines commodatum as a contract where “The bailee 

in commodatum acquires the used of the thing loaned but not its fruits; if any 

compensation is to be paid by him who acquires the use, the contract ceases 

to be a commodatum. (1941a).”   175

 This shows that a contract of commodatum is not on all fours with the 

TOCs governing intangible digital assets. Article 1935 requires that a 

contract of commodatum is essentially gratuitous. The fact that the services 

 Noam Kutler, Protecting Your Online You: A New Approach to Handling Your Online Persona A er 172

Death , 26 BERKELEY TECH. L.J. 1642, 1659 (2011) citing Liddle v. Salem Sch. Dist., 619 N.E.2d 530, 533 
(Ill. App. Ct. 1993) (holding that information contained within a letter is still subject to bailment rules).

 Id at 1659 citing The Ninth Court in Maulding v. United States, 257 F.2d 56, 60 (9th Cir. 1958).173

 Id at 1659.174

 [CIVIL CODE] Art. 1935; Articles 1936-1952 also provide for other characteristics of commodatum - 1. 175

Ordinarily not consumable (must return the exact same thing), 2. Ownership is not transferred to the bailee, 
3. Gratuitous by nature, 4. Involves real or personal property, 5. Contract is personal in character, 6. loss is 
ordinarily suffered by the bailor, 7. contract for the purposes of use or temporary possession, 8. In case of 
urgent need, bailor may demand the return prior to the expiration of the period.
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offered by the ISPs, by default, are free to use may qualify it as gratuitous, 

putting it within the ambit of Article 1935. Yet, after a certain extent, the 

service no longer becomes free, making the contract onerous ; and under 176

the Civil Code, the agreement ceases to be a contract of commodatum if any 

compensation is paid by him.  Still, a bailor-bailee relationship is more apt, 177

as opposed to a contract of deposit , because ISPs also stipulate that, when 178

applicable, they may use the assets stored on their platforms for purposes 

that further their operations and goals as a company.  In this light, ISPs do 179

not merely store the assets as in a contract of deposit. 

 Layers of Property Rights 

 Nevertheless, one immediately observable distinction between digital 

assets and traditional property is that tangible digital assets cannot exist 

independently by themselves. For a tangible digital asset to come to life and 

 If the amount of free storage is exceeded by the user, the user must pay for the storage on a monthly or 176

annual basis.

 [CIVIL CODE] Art. 1935.177

 [CIVIL CODE] Art.  1962.  A  deposit  is  constituted  from  the  moment  a person  receives  a  thing  178

belonging  to  another,  with  the obligation of safely keeping it and of returning the same. If the  
safekeeping  of  the  thing  delivered  is  not  the  principal purpose of the contract, there is no deposit but 
some other contract. (1758a); A deposit is principally for the purpose of safekeeping and is generally 
gratuitous. It may be onerous if there is an agreement that it be so, or the depositary is engaged in the 
business of storing goods.

 See: Google Terms of Service “When you upload, submit, store, send or receive content to or through 179

Google Drive, you give Google a worldwide license to use, host, store, reproduce, modify, create derivative 
works (such as those resulting from translations, adaptations or other changes we make so that your content 
works better with our services), communicate, publish, publicly perform, publicly display and distribute 
such content. The rights you grant in this license are for the limited purpose of operating, promoting, and 
improving our services, and to develop new ones. This license continues even if you stop using our services 
unless you delete your content. Make sure you have the necessary rights to grant us this license for any 
content that you submit to Google Drive.”; https://www.google.com/drive/terms-of-service/ (last 
accessed August 15, 2018).
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maintain its existence, it presupposes the use or presence of a physical 

computer.  A computer is further divided into hardware and software. 180

Hardware refers to the physical components comprising the computer, while 

software refers to the interface that allows for human interaction.  181

Deconstructing the components of a computer allows one to realize that 

more than one property right is involved. The hardware, as a physical entity, 

is movable property as contemplated by Article 416 of the Civil Code.  182

The software, as a creation of technological companies or independent 

developers, is a product covered by relevant intellectual property laws.  183

Noticeably, patents, copyrights, and trademarks are all present in a single 

software product.  When a user purchases software, he acquires the license 

to use the same. Lastly, tangible digital assets, having been established that 

they conform with the requisites of property, are covered by both the Civil 

Code and intellectual property laws.  

  A “Computer” is not only understood as desktops or laptops. It is now a wide-ranging term covering all 180

devices that are capable of running software. Thus, smartphones, tablets, smartwatches, etc. are all 
considered computers.

 Software may likewise be subdivided into the main interface and subprograms or more commonly 181

known as applications (apps). The main interface refers to the Operating System that makes it possible for 
humans to manipulate the computer. Commonly known Operating Systems are Windows, Macintosh, and 
Linux (Ubuntu). Applications, on the other hand, are pieces of software that run within the Operating 
System, for the manipulation of tangible digital assets. These range from Word Processors (Microsoft 
Word) to Music Players (Spotify, VLC), Calculators, Web Browsers, and many more. There also exists a 
computer component called Firmware. It is simply understood as a program designed to integrate or bridge 
the hardware and the software. It is a purposely hidden automated process, independent of human 
interact ion. See: http: / /cs.sru.edu/~mul l ins/cpsc100book/module02_introduct ion/
module02-03_introduction.html.

 [CIVIL CODE] Art. 416.182

 Linux is an exception to this statement. Linux is free and open-source software.183
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 Still, caution must be made in simply designating that tangible digital 

assets as property and may therefore be acquired by an heir through 

succession. Privacy issues prevent the wholesale transfer of such assets. 

[See: Chapter 5]. The provisions on Civil Code on property that provide for 

the rights, obligations, and remedies of an owner cannot be seen to be 

applicable to digital assets.

 Transferability of and the Distinction Between the Copyright and 

Materiality of the Object 

 A question may be posed regarding successional transfer of tangible 

digital assets whose intellectual property belongs to another. Put in question 

form: What about tangible digital assets whose licenses or copyright belong 

to another? Section 181 of the Intellectual Property Code provides a clear 

answer.  184

 This is akin to a physical copy of a book that has been reproduced 

multiple times. The owner of the book written by another author, has 

ownership over the specific copy of the book, but the copyright remains with 

the author. The owner of the book and his heirs must respect the copyright of 

the author. This scenario is no different from a file downloaded online. 

Downloading produces a duplicate copy of the master file, just like another 

copy of a book. The copyright is retained by the creator of the file, but the 

enjoyment of the specific copy, subject to the rules restricting its use, is 

 [INTELLECTUAL PROPERTY CODE] Section 181. Copyright and Material Object. - The copyright is 184

distinct from the property in the material object subject to it. Consequently, the transfer or assignment of 
the copyright shall not itself constitute a transfer of the material object. Nor shall a transfer or assignment 
of the sole copy or of one or several copies of the work imply transfer or assignment of the copyright. (Sec. 
16, P.D. No. 49).
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owned by the person who downloaded it, and in the future, his heirs who 

come into possession of such files.  

 Noting that the copyright of the files transfers to the heirs intestate , 185

it would be a legal absurdity to create a divergence [upon successional 

transfer] between the copyright and the very thing (material object) that 

encapsulates it. If the intellectual property is inheritable, then so should the 

object where it is embodied. However, if the copyright belongs to a person 

other than the decedent, then an uncoupling would be viable and warranted. 

Upon transfer, the heirs only acquire the vinculum juris to the asset itself, 

while the intellectual property remains with the creator, or his assigns.

 Ainsley’s Case - Applying the Principles of Property to the 

Hypothetical Scenario 

 In the main hypothetical case presented by this thesis, it can be 

concluded that the files and emails belong to the deceased, Ainsley. These 

include all of his music, both released and unreleased, his lyrics saved in 

various file formats, manuscripts, sheet music in pdf format, pictures, 

videos, eMail messages and many more. Having died without a will, and 

with all his assets stored on the cloud (Google Drive, DropBox, OneDrive, 

iCloud, and Yahoo!), his heirs must request for these files from each ISP. 

Without designating tangible digital assets as property, it is unclear if the 

heirs have a cause of action against the ISPs. Instead, they are left at the 

mercy of the varying TOCs. Each ISP has its own set of rules and policies 

governing this type of situation, and may or may not result in the recovery of 

the assets. In fact, an ISP may stipulate that assets are purely personal and 

 [INTELLECTUAL PROPERTY CODE] Section 180 & 181.185
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non-transmissible. A user may be completely unaware of such a condition 

because rarely does anyone read the TOCs in full. The TOCs are 

nevertheless considered valid because they are “clickwrap agreements”. 

Classifying tangible digital assets as property establishes a clear rule of law. 

The heirs have a cause of action against the ISPs for the transfer of the 

assets, because such a classification has established a legal right, subject to 

the rules and policies of data privacy. The heirs have no right against the 

account itself because it is a personal right established by the service 

agreement. It necessarily extinguishes upon death. 

Chapter 5 

Privacy Issues of the Deceased Upon Transfer of Assets

 While it is easy to simply extend the concept of property under the 

Civil Code to digital assets as a premise for their transmissibility, 

straightforwardly doing so would put privacy issues - the wishes of the 

deceased in particular - at grave risk. Two issues are identified. The first is 

whether the deceased is afforded [posthumous] privacy protection, and 

whether disclosure of information or assets against his wishes would be a 

violation of such. The second is providing for a manner of transfer without 

violating the decedent’s wishes, both for testate and intestate succession. In 

fine, then, it is easy to see that the problem is not the classification of the 

assets per se, but rather, how the right to privacy of the deceased is 

protected in the transfer of these assets upon succession. 
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 Temporarily diverging from this thesis’ main hypothetical case - 

Imagine a military man who had an extra-marital affair with his superior 

officer.  The union resulted in the birth of a child. Through a brief 186

exchange of emails, both parties agreed that no one should know the real 

father of the child. The man was deployed in the Middle East and was killed-

in-action. His family then filed a petition in court seeking a copy of his 

emails for memorial purposes.  Should the family succeed in acquiring the 187

eMail messages, then the discovery of the child’s real father would be 

inevitable. This hypothetical situation is a slight variation to the real case of 

Ellsworth.  188

 The Ellsworth case involves United States Marine Justin Ellsworth 

who died in 2004 because of a roadside bomb in Fallujah.  As his father 189

and surviving heir, John Ellsworth requested Yahoo! access to Justin’s email 

for the purpose of compiling and creating a memorial.  Yahoo! complied 190

with the request only after being served with an order by the court.  As per 191

their Terms of Service and Privacy Policy, “survivors have no rights to 

access the e-mail accounts of the deceased; under a section entitled “No 

 This hypothetical case is lifted from Barwick, Supra at Note 71, at 598; 615.186

 See: Chapter 3, p. 35.187

 Inventory, In re Estate of Ellsworth, No. 2005-296, 651-DE (Mich. Prob. Ct. Apr. 20, 2005).188

 Darrow & Ferra, Who Owns a Decedent's E-Mails: Inheritable Probate Assets or Property of the 189

Network?, 10 NEW YORK UNIVERSITY JOURNAL OF LEGISLATION AND PUBLIC POLICY (2007), http://
www.nyujlpp.org/wp-content/uploads/2012/11/DARROW-FERRERA-WHO-OWNS-A-DECDENTS-
EMAILS-INHERITABLE-PROBATE-ASSETS-OR-PROPERTY-OF-THE-NETWORK.pdf (last visited 
Jan 3, 2018).

 Id.190

 Id.191
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Right of Survivorship and Non-Transferability,” account holders must agree 

that the “contents within [their] account[s] terminate upon . . . death.”. This 

case brought to light the need to resolve the ownership and property status of 

email. 

 It must be noted that the Ellsworth case was decided in 2005, prior to 

any enactment of any law on the  matter of digital estates or fiduciary 

access; The Serrano case, decided in 2016,  serves as an update applying 

provisions of the then recently enacted New York Estates, Powers, and 

Trusts Law, a version of the Uniform Law Commission’s Revised Uniform 

Fiduciary Access to Digital Assets Act.  192

 In Serrano, the fiduciary requested access to the spouse’s Google 

Mail, contacts, and calendar information for the purposes of informing 

friends of the decedent’s passing and closing any unfinished business. In 

deciding the case, Surrogate Mella split the Google Account into two - non-

content material and content material. Non-content material involved the 

contacts and calendar, while content material pertained to the very 

communications enshrined in the eMail account. As a summary, the 

Fiduciary Act provides for immediate access, upon request, to non-content 

material. On the other hand, content material can only be given if the 

 Harper, Matter of Serrano New York Trusts & Estates Litigation (2017), https://192

www.nyestatelitigationblog.com/tags/matter-of-serrano/ (last visited Jan 3, 2018);  

“In 2016, the New York Legislature enacted a version of the Uniform Law Commission’s Revised Uniform 
Fiduciary Access to Digital Assets Act in Article 13-A (“Article 13-A”) of the Estates, Powers and Trusts 
Law (“EPTL”) (see Matter of Serrano, 2017-174, NYLJ 1202790870327 [Sur Ct, New York County June 
14, 2017]). Article 13-A seeks to balance the tension that may exist between (a) the well-settled notion that 
the fiduciary of a decedent’s estate stands in the decedent’s shoes after the decedent’s death, and (b) the 
public policy that favors respecting the decedent’s privacy upon the decedent’s demise (see Legislative 
Memorandum in Support of Article 13-A).”
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decedent has provided for any will of some sort, whether in its traditional 

formulation, or via an online tool, for the same.  193

 Serrano, along with the hypothetical case propounded in the 

beginning of this chapter highlight the balancing act that must be made 

between privacy and successional rights in the transfer of tangible digital 

assets. Hence, the question now becomes “How are the assets transferred to 

the heirs without violating privacy policies and the decedent’s wishes?”. 

 The two approaches for the legal basis of succession have already 

been analysed in the previous chapters - the Contract Approach in Chapter 3, 

and the Property Approach in Chapter 4.  

 To address the privacy issue, one legal scholar is of the view that 

“When a person leaves digital assets intestate, courts should destroy those 

assets unless a potential beneficiary can demonstrate the deceased’s 

 Id; Surrogate Mella’s basis, as annotated by the New York Estate Litigation Blog is reproduced: 193

 “With respect to the content of electronic communications (i.e., the text of e-mails), Article 13-A 
provides that, where a deceased user has consented to, or a court orders, “disclosure of the contents of 
electronic communications of the [deceased] user,” the custodian of electronic records “shall disclose to the 
executor, administrator or personal representative of the estate of the [deceased] user the content of” the 
deceased user’s electronic communications, if the fiduciary of the deceased user’s estate provides the 
following to the custodian: (a) a written request for such disclosure; (b) a copy of the deceased user’s death 
certificate; (c) a certified copy of the letters appointing the fiduciary (or a small-estate certificate or court 
order); and (d) “unless the [deceased] user provided direction using an online tool, a copy of the [deceased] 
user’s will, trust or other record evidencing the user’s consent to disclosure of the content of [the deceased 
user’s] electronic communications” (see EPTL § 13-A-3.1[a]-[d]).[1] A custodian of electronic records may 
request: (a) the username for the deceased user’s account, among other identifying information; (b) 
“evidence linking the account to the [deceased] user”; or (c) a judicial determination that (i) the deceased 
user “had a specific account with the custodian”, (ii) “disclosure of the content of [the deceased user’s] 
electronic communications . . . would not violate [the federal Stored Communications Act, which Congress 
“enacted in 1986 as part of the Electronic Communications Privacy Act”,] or other applicable law”, (iii) 
“unless the [deceased] user provided direction using an online tool, the [deceased] user consented to 
disclosure of the content of electronic communications”; or (iv) “disclosure of the content of [the deceased 
user’s electronic communications] is reasonably necessary for administration of the [deceased user’s] 
estate” (see EPTL § 13-A-3.1[e]).”
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intent.”  The basis for his argument is that digital assets as a whole (not 194

just tangible digital assets), reveal significant personal information. He thus 

draws a parallel with the treatment of a deceased’s preserved sperm. In the 

absence of explicit intent, posthumous conception is not allowed and the 

pre-embryonic material must be disposed of.  This is further buttressed by 195

American jurisprudence, declaring that actual express consent is needed for 

the transfer of assets.  196

 The author must point out that this default rule is crude and wasteful. 

Digital assets have either inherent monetary value, or may be monetized for 

the benefit of the estate. 

 Under the contract approach, ISPs have instituted various privacy 

safeguards for the transfer of assets. Primarily, these safeguards are not 

instituted for the purpose of protecting the rights of the owner, but to evade 

liability on their part as regards the disclosure of private information. 

DropBox and GMail permit access to the account of a deceased on a case-to-

case basis.  DropBox’s TOC states that the person seeking access must 197

show “legal right to access the person’s files under applicable laws”.  The 198

 Kutler, Supra at Note 172, at 1662.194

 Id citing Kirsten Rabe Smolensky, Rights of the Dead, 37 HOFSTRA L. REV. 763, 784 (2009).195

 Michael Hellbusch, Digital Assets of the Deceased, Privacy, and the Law, (A presentation for the South 196

Bay Estate Planning Council), 12-14, available at http://sbepc.org/wp-content/uploads/2016/08/
December-presentation.pdf (last accessed August 15, 2018).

 Natasha Chu, Protecting Privacy a er Death, 13 NW. J. TECH. & INTELL. PROP. 255 , 262 (2015). 197

 Id at 263 citing Can I Access the Dropbox Account of Someone Who Has Passed Away?, supra note 44 198

(requires proof of death and proof of requestor’s legal right to access the deceased’s files); Accessing a 
Deceased Person’s Mail, GMAIL, https://support.google.com/mail/answer/14300?hl=en (last visited Feb. 
11, 2015) (involving a two-step process that requires proof of death and “additional legal documents”).
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author again highlights that this stipulation is troublesome, especially in the 

Philippines, because there is no statutory basis for another person to access 

the files of the deceased. Therefore, in the absence of legislation on fiduciary 

access and/or declaring tangible digital assets as property, there is a cloud of 

doubt as to whether the heirs have a legal right. Google, on the other hand, 

provides that an person requesting access of a deceased’s account may 

submit a form indicating a request to obtain “data from a deceased user’s 

account”.  This shall prompt a preliminary review on Google’s part, noting 199

that it is highly unlikely that Google will grant the request.  Natasha Chu 200

coherently states: 

 “Being at the mercy of the service provider’s terms is especially 

concerning when there is no clear rule of law that addresses what happens 

to an online account following the death of its owner…While perhaps 

contract law is the most obvious legal theory to apply to interpret the 

deceased’s privacy rights, it does not fully protect these rights if the 

individual dies intestate. In fact, the opposite is true: the contractual 

approach strongly favors the service provider who drafted the terms. As 

such, a deceased user’s right to privacy is at the mercy of the service 

provider’s terms under the contractual approach.”201

 Id at 11.199

 Id citing Accessing a Deceased Person’s Mail, GMAIL, https://support.google.com/mail/answer/14300?200

hl=en (last visited Feb. 11, 2015) (involving a two-step process that requires proof of death and “additional 
legal documents”); Stefanie Olsen, Yahoo  Releases  E-Mail  of  Deceased  Marine, CNET (Apr. 21, 2005, 
12:39 PM), http://news.cnet.com/Yahoo-releases-e-mail-of-deceased-Marine/2100-1038_3-5680025.html 
(discussing how Yahoo finally shared information contained in a deceased Marine’s email account with his 
father after a court order); Colin Korzec & Ethan A. McKittrick, Estate Administration in Cyberspace, 150 
TR. & EST. 61, 62 (2011) (discussing how to avoid potential conflict by obtaining a court order).

 Id at 11.201
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 In Chapter 4, the author has already established that tangible digital 

assets are in the nature of property and may therefore be transmitted to the 

heirs.  Though, it must be reiterated that the property approach alone is 202

insufficient. On its own, wholesale transfer of assets results in the possible 

violation of the privacy and wishes of the decedent.   These issues are 203

thoroughly tackled in Chapter 3. 

 Privacy Rights of the Deceased in the Philippines 

 It is elementary in Civil Law that civil personality and juridical 

capacity are extinguished upon death.  Rule 3, Section of the Rules of 204

Court emphasize this by expressing that the deceased is replaced by the 

estate during the pendency of a suit.  With this in mind, it is 205

straightforward to argue that deceased persons are not afforded privacy 

rights. 

 [CIVIL CODE] Article 776.202

 See: Chu, Supra at Note 197, at 265 “The second shortcoming of utilizing property law occurs if the 203

other extreme is taken and digital assets are viewed as real property. In the event that digital assets are 
viewed as real property, the digital assets of a person who dies intestate would pass along according to the 
rules of intestate succession. In other words, all property would pass along to the next of kin. However, if 
the deceased intended to delete his social media accounts upon his death, inheritance law would transfer 
those digital assets to next of kin rather than destroying those assets in accordance with the deceased’s 
wishes. Since most young adults are likely to die intestate, adherence to the rule of intestate succession 
could violate the deceased’s privacy if he or she would not have wanted to share access to his or her digital 
assets after death.”.

 [CIVIL CODE] Art. 37 & 42.204

 Disini & Disini Law Office, PRIVACY RIGHTS OF THE DECEASED, available at https://elegal.ph/205

privacy-rights-of-the-deceased/ citing RULES OF COURT, Rule 3, § 16.
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 Veritably, this was the ruling by the Supreme Court in Zarate v. 

Aquino III.  Zarate involves a petition for the Writ of Amparo and the Writ 206

of Habeas Data. The petitioners are members of progressive party-lists and/

or national/religious organizations, and assert that they have been identified 

as “communist front” organizations by the military and the police. Relevant 

to the discussion on privacy rights of the deceased, is the issue of legal 

standing by the heirs of Crispin Beltran. Noting that the former party-list 

representative died on May 20, 2008, the Court applied Section 6 of the Rule 

on the Writ of Habeas Data. The Court stated that the petition for the Writ of 

Habeas Data presupposes that the subject is still alive.  The rationale is that 207

the  subject sought to be protected by the extraordinary remedy no longer 

exists. Hence, the heirs have no legal standing before the Court. 

 It seems a contradiction, then, that the Data Privacy Act provides for 

the transmissibility of rights of the data subject.  Thematically, the rights 208

granted under Section 16 grant an individual the rights to - 1) be informed 

and 2) be granted access.  In relation to digital assets, the author notes that 209

 ZARATE V. AQUINO III, G.R. 220028, November 10, 2015.206

 Id -“Although the petition for a writ of habeas data may be filed by family member, or even relatives, 207

on behalf of the aggrieved party, the Habeas Data Rule presupposes that the aggrieved party is still alive as 
Section 6 of the said Rule requires the petitioner to show how the violation of the aggrieved party's right to 
privacy or threats of such violation affect the aggrieved party's right to life, liberty or security. Given the 
obtaining circumstances, petitioner Heirs of Crispin Beltran do not have the legal standing to file the 
present petition.||| (Zarate v. Aquino III, G.R. No. 220028 (Notice), [November 10, 2015])”

 [DATA PRIVACY ACT] § 16 & 17; SEC. 17. Transmissibility of Rights of the Data Subject. – The lawful 208

heirs and assigns of the data subject may invoke the rights of the data subject for, which he or she is an heir 
or assignee at any time after the death of the data subject or when the data subject is incapacitated or 
incapable of exercising the rights as enumerated in the immediately preceding section.

 [DATA PRIVACY ACT] § 16.209
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both Zarate and the Data Privacy Act pertain to personal information.  The 210

principles established may not be wholly applicable to tangible digital assets. 

Nonetheless, an individual’s digital assets, while not considered as personal 

information per se, reveal a significant amount of personal information, 

developed over time.  Thus, Zarate and the Data Privacy Act may still 211

have a degree of coverage. Such coverage, though, is purely speculative at 

this point.  In spite of the rights granted by Section 16, and transmissibility 212

of rights by Section 17, it is insufficient to declare that deceased persons 

have privacy rights. Reading the provisions of the Data Privacy Act as a 

whole, the rights granted by the law have limited application because the 

personal information being referred to are those information personal to an 

individual that are inevitably shared to others  over the course of daily life 213

 ““Personal information’” refers to any information, whether recorded in a material form or not, from 210

which the identity of an individual is apparent or can be reasonably and directly ascertained by the entity 
holding the information, or when put together with other information would directly and certainly identify 
an individual” (Republic Act. No. 10173, Ch. 1, Sec. 3). See also: [Data Privacy Act] s. 3(c) - Data subject 
refers to an individual whose personal information is processed.

 Chu, Supra at Note 197, at 265.211

 This matter deserves its own thesis. It is recommended that future research be done examining the 212

applicability of the Zarate ruling and the Data Privacy Act to tangible digital assets.

 [DATA PRIVACY ACT] Section 3(h) Personal information controller refers to a person or organization 213

who controls the collection, holding, processing or use of personal information, including a person or 
organization who instructs another person or organization to collect, hold, process, use, transfer or disclose 
personal information on his or her behalf. The term excludes: 

(1) A person or organization who performs such functions as instructed by another person or organization; 
and 
(2) An individual who collects, holds, processes or uses personal information in connection with the 
individual’s personal, family or household affairs.
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and transactions.  Therefore, tangible digital assets stored on a private 214

platform are beyond the ambit of the Data Privacy Act. 

 By default, then, the rule would seem to be that the deceased do not 

possess express privacy rights. Yet, concluding that the deceased do not have 

privacy rights does not automatically permit the wholesale transfer of 

tangible digital assets, disregarding the wishes of the deceased should there 

be any. While the deceased do not have any express privacy rights, they 

nonetheless have implied or residual privacy rights. This is manifested in 

organ donation, the disposition and following their wishes as provided for in 

a last will and testament, and more.  The wishes of the deceased, if they 215

have been sufficiently manifested, always supersedes the wishes of his 

family. 

  Precisely because tangible digital assets reveal a significant amount 

of information about a person over a period of time, then there should be 

 [DATA PRIVACY ACT] Section 3(l) Sensitive personal information refers to personal information: 214

(1) About an individual’s race, ethnic origin, marital status, age, color, and religious, philosophical or 
political affiliations; 
(2) About an individual’s health, education, genetic or sexual life of a person, or to any proceeding for any 
offense committed or alleged to have been committed by such person, the disposal of such proceedings, or 
the sentence of any court in such proceedings; 
(3) Issued by government agencies peculiar to an individual which includes, but not limited to, social 
security numbers, previous or cm-rent health records, licenses or its denials, suspension or revocation, and 
tax returns; and 
(4) Specifically established by an executive order or an act of Congress to be kept classified.

 Chu, Supra at Note 197, at 271-272.215
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even more reason to protect the privacy and dignity  of a person after 216

death. 

 “The personality of man demands respect even after death”.  217

 The problem now is how to provide for a mechanism that effectively 

filters tangible digital assets during their transfer - one that guarantees that 

the files and correspondences that the deceased wished to remain 

confidential, stay confidential - without the decedent having left a will. 

 Reasonable Expectation of Privacy 

 The author submits that the solution to this dilemma may be found in 

the concept of reasonable expectation of privacy. Drawing an analogy to 

physical property, the belongings of a deceased person who has died 

intestate are freely handled by his heirs. A notebook or journal left on top of 

a table inside the decedent’s room, for example, may freely be read by his 

heirs, even if he does not want them to. Books, DVDs, VHS tapes, LP 

Records, too, found in the decedent’s house now belong to his heirs , and 218

may be freely used by them. Now, what if the belonging in question was a 

handwritten letter? The wishes of the decedent as regards its confidentiality 

may be inferred by its location and manner of safekeeping. If it was simply 

 Id at 272: “Privacy and dignity are two separate, but closely interrelated concepts. Privacy is “about the 216

protection of human autonomy and dignity—the right to control the dissemination of information about 
one’s private life.” citing N. A. Moreham, Why is Privacy Important? Privacy, Dignity and Development of 
the New Zealand Breach of  Privacy Tort, in LAW, LIBERTY, LEGISLATION 231–248 (Jeremy Finn & 
Stephen Todd, eds., 2008), available  at  http://www.victoria.ac.nz/law/about/staff/publications-nicole-
moreham/nm-law-liberty- legislation.pdf. 

 Tolentino, Supra at Note 91, at 4 citing 1-I Enneccerus, Kipp & Wolff 548-549.217

 [Civil Code] Articles 776 & 777.218
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placed on top of his desk, then it would be reasonable to infer that the 

contents of letter are not sensitive, and that it would be alright for others to 

read. If the letter was crumpled, or slightly burnt, or found in the trash, or 

stored in a safe, it would also be reasonable to infer that the contents are 

confidential, and subsequent disclosure would require his consent. 

 In Pollo v. Constantino-David,  Justice Bersamin in his concurring 219

and dissenting opinion elaborates on the concept of privacy. First, he quotes 

torts scholar William Prosser in identifying the four types of torts in the 

invasion of privacy - “(a) the intrusion upon the plaintiffs seclusion or 

solitude, or into his private affairs; (b) the public disclosure of embarrassing 

private facts about the plaintiff; (c) the publicity that places the plaintiff in a 

false light in the public eye; and (d) the appropriation, for the defendants 

advantage, of the plaintiffs name or likeness.”.  In relation to digital assets, 220

the transfer of files that the decedent may wish to keep confidential may 

result in the second or third types of torts.  

 Citing Roe v. Wade , J. Bersamin explains the notion of “decisional 221

privacy”. In the context of Roe v. Wade, decisional privacy is broad enough 

to encompass “a woman’s decision whether or not to terminate her 

pregnancy”.  The doctrine is applicable in the Philippines as exemplified 222

 POLLO V. CONSTANTINO-DAVID , G.R. 181881, October 18, 2011 (Concurring and dissenting opinion of 219

J. Bersamin).

 Id.220

 ROE V. WADE, 410 U.S. 113 (1973). United States Supreme Court Reports Lawyers' Edition (L. Ed. or 221

L.Ed.2nd).

 POLLO V. CONSTANTINO DAVID (Concurring at Dissenting Opinion of J. Bersamin).222
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by the case of Estrada v. Escritor.  Applying this to the transfer of tangible 223

digital assets through succession, the intent of the decedent as to what assets 

(and therefore, information) are inherited by his heirs fall squarely within 

“decisional privacy”. In the absence of a will, though, it would be almost 

impossible to ascertain the decedent’s decision. This is where the 

“reasonable expectation of privacy” comes in. 

 The “reasonable expectation of privacy” test was introduced by 

Justice Harlan in Katz v. United States.  J. Harlan elucidates that the test 224

has a two-fold requirement - “1) that a person has exhibited an actual 

(subjective) expectation of privacy and; 2) that the expectation be one that 

society is prepared to recognize as reasonable.”  The author forwards that 225

this test may be used in ascertaining those tangible digital assets that are 

transmissible to the heirs, and those that must be extinguished upon death. 

As in a journal or a computer that has been left lying around the room, 

without much in the way of keeping them hidden, there can be no reasonable 

expectation of privacy on the part of the decedent. 

 The Hypothetical Military Officer Revisited 

 Establishing that tangible digital assets are a person’s property 

provides sound legal basis for their transmission. However, there are 

currently no sufficient safeguards in place, whether from private or public 

law, to protect the interests of the deceased. In the case of the hypothetical 

 ESTRADA V. ESCRITOR, AM P-02-1651, August 4, 2003.223

 KATZ V. UNITED STATES, 389 U.S. 347 (1967).224

 POLLO V. CONSTANTINO DAVID (Concurring at Dissenting Opinion of J. Bersamin).225
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marine, the eMails in question are now considered the property of his heirs. 

Still, the disclosure of the eMail that documents him as the father of the 

illegitimate child is inevitable, prejudicing the residual rights of the 

deceased. The disclosure would result in “the public disclosure of 

embarrassing private facts”. Currently, the default rule is set by the Serrano 

case. In the absence of any will or manifestation of clear intention, only the 

non-content material may be transmitted. The messages themselves (content 

material) may only be transferred if the decedent (now more appropriately 

called testator) has sufficiently manifested his intention. Thus, for the family 

of the military officer two scenarios are possible. First is the application of 

the Serrano case where they are not granted any of the eMails. The second 

scenario rests on the premise that there is already an express recognition that 

tangible digital assets are property of the decedent. In this second case, the 

family are granted all the eMails - albeit including the prejudicial 

correspondence. 

 As a basis for a more sophisticated solution, the author submits that 

the “reasonable expectation of privacy” test be incorporated in the 

determination of what assets the decedent wishes to be transmitted, and 

those he wishes to be destroyed. 
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Chapter 6 

Conclusion and Recommendation

 The myriad of legal issues pertaining to the classification and 

transmission of digital assets are all premised on two factors - 1) the lack of 

a definition and 2) the absence of provisions for a manner of transmission 

that respects the decisional privacy of the decedent. 

 The emphasis of literature on the transmissibility of digital assets has 

thus far been on the significance of estate planning and a digital executor. 

The reality, however, is that the dominant mode of succession is intestate. 

This means that the heirs, along with the digital executor, are clueless as to 

the wishes of the deceased. The digital executor, in particular, may be 

perplexed by the nature and legal implications of his duties. Without a 

declaration that digital assets are property, it is unclear whether he may be 

given access by the ISPs. Furthermore, if a decedent had planned for his 

digital estate and had given the future executor his account information, he 

would be in violation of the TOCs; and subsequent access by the digital 

executor may be a considered illegal access, punishable by the Cybercrime 

Prevention Act. The legal issues with the current state of the law may be 

summarized as follows  -  226

1. Contract Law - The TOCs are contractual agreements between the user 

and the ISP. These terms include confidentiality and non-sharing of 

access information. Even if the user is unaware of such terms, they are 

 Format derived from http://www.lawreform.justice.nsw.gov.au/Pages/lrc/lrc_current_projects/226

Digital%20assets/Background.aspx.
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nonetheless binding because of the validity of “click-wrap” agreements. 

This prevents access by a fiduciary who has been given access 

information. 

2. Criminal Law - The Cybercrime Prevention Act punishes “illegal 

access”. It has yet to be settled if access by a fiduciary would constitute 

such an offense. Without the declaration that tangible digital assets are 

property, it is uncertain if heirs have legal right to the same, which makes 

them susceptible to liability for “access without right”. 

3. Privacy Law - The Data Privacy Act does not cover personal information 

stored within tangible digital assets. The law concerns itself with 

regulation of the handling of personal information made available to 

institutions and agencies through daily transactions. It is also unclear if 

privacy protection is extended to the deceased. 

4. Property and Succession Law - In the absence of a definition of digital 

assets, (tangible digital assets specifically), there is no foundation for 

successional rights. It is unsettled if the heirs have a right to the tangible 

digital assets of the decedent.  

5. Intellectual Property Law - The copyrights embodied in a decedent’s 

assets form part of his estate. However, without the declaration that the 

tangible digital assets are property, the material object, the very object 

(file) housing the intellectual property, would be separated from the 

copyright itself. 

6. Estate Administration - The digital executor must make an inventory of 

all the decedent’s property. However, because there is no declaration that 
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tangible digital assets are property by nature, the executor is currently 

uncertain if they should be included as part of the digital estate. The 

actions that may or may not subject a digital executor to liability is also 

unresolved. There is an absence of rules that clearly define the authority 

and possible liabilities of a digital executor. Without these rules, a digital 

executor is unguided in the exercise of his powers. 

7. Conflict of Laws - Due to ISPs being multi-national corporations, and the 

inherent cross-border character of the internet, there are bound to be 

issues as to what law must be applied in certain situations. Article 16 of 

the Civil Code provides that real and personal property are subject to the 

law of the country where they are situated, but for the purposes of 

succession, the nationality rule must be applied.  Yet, the TOCs are 227

governed by their own laws. Hypothetically, what law will govern if the 

asset is habitually accessed in the Philippines by a Filipino, but stored on 

Indian servers, and owned by an American company? 

 Simply put, there is no clear rule of law. Multiple branches of law 

serve as barriers to lawful transmission of assets. A two-fold solution is 

provided by this thesis: recognition of tangible digital assets as property and 

recognition of privacy rights of the deceased.  

 First is that tangible digital assets must be recognized as property by 

nature. There is no legal barrier to this declaration because tangible digital 

assets are in conformity with the requisites of property under the Civil Code. 

However, this is only a fundamental conceptual fit. The rights, obligations, 

and remedies granted to owners in the Civil Code can not apply to tangible 

 [CIVIL CODE] Article 16.227
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digital assets because of their incompatible natures. Tangible digital assets, 

though property by nature, do not fit with the concepts of  accession, 

easements, co-ownership, usufruct, donation, and the like. These rights, 

obligations, and remedies are clearly geared towards immovable and 

movable properties defined in Article 414. The service agreement between 

an owner and the ISP, as well, may be subject to the provisions on 

commodatum. The arrangement bears all the marks of a contract of 

commodatum, except that in some cases, the arrangement is no longer 

gratuitous. There is no problem in the application of intellectual property 

laws to tangible digital assets. They clearly belong to the creator and may 

validly be bequeathed to the heirs, subject to the formalities required by law. 

Copyrights may be embedded in each asset and the intellectual property 

code is sufficient in providing for the protection of the copyrights upon 

transfer through succession. 

 Second, the privacy rights of the deceased must be expressly 

recognized, and subsequently mechanisms to protect it. Through the 

recognition of the privacy rights of the deceased,  mechanisms may be put in 

place such that the transfer of tangible digital assets through succession does 

not result in the four types of injury related to privacy torts. At least for now, 

there is sufficient legal basis to consider residual privacy rights of the 

deceased. Still, an express recognition would be a robust solution. No 

solution allowing parties to sift through assets according to their 

confidentiality or sensitivity has yet been devised. In the absence of a will, 

the “reasonable expectation of privacy” may be a suitable test to determine if 

a decedent had wanted such assets transmitted or destroyed. 
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 In fine, classifying tangible digital assets as property establishes the 

legal right of the heirs, and legislating privacy mechanisms subsequently 

protects the decisional privacy of the deceased upon transfer.

 Recommendations 

1. Congress must provide for a definition of tangible digital assets and 

designate the same as a new classification of property. Additionally, a 

Supreme Court decision extending the concept of property as to cover 

tangible digital assets may be done. However, it is equally important to 

draft a law that precisely and completely defines the rights, obligations, 

and remedies of tangible digital asset owners, regardless of succession.  

2. The provisions on commodatum may be amended or further be 

qualified. The proposed revisions to the Civil Code under numbers 

one and two are reflected in the draft bill below: 

—————————————————————————————— 

Republic of the Philippines 

Congress of the Philippines 

Metro Manila 

Eighteenth Congress 

First Regular Session 

Begun and held in Metro Manila, on Monday, the twenty-second day of 

July, two thousand nineteen. 

[Republic Act xxxx]  
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AN ACT AMENDING CERTAIN PROVISIONS OF REPUBLIC ACT 

NO. 386, OTHERWISE KNOWN AS THE “CIVIL CODE OF THE 

PHILIPPINES” AND FOR OTHER PURPOSES 

Be it enacted by the Senate and House of Representatives of the Philippines 

in Congress assembled:  

SECTION 1. Article 414 of Republic Act No. 386, otherwise known as the 

Civil Code of the Philippines, as amended, is hereby amended to read as 

follows: 

“Article 414 - All things which are or may be the subject of 

appropriation are considered either: 

iv. Immovable or real property; or 

v. Movable or personal property; or 

vi. Tangible Digital Assets 

(b) A digital asset shall be defined as “information created, generated, 

sent, communicated, received, or stored by electronic means on a 

digital device or system that delivers digital information, and includes 

a contract right, possessing personal, social, financial, or business 

utility, and may be designated as either access information, tangible, 

intangible, or metadata.”  228

 This definition incorporates draft provisions of the UFADAA of the Uniform Law Commission, as well 228

as Cahn’s and Haworth’s typology of digital assets.
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(c) “Access information” shall pertain to information used by an 

individual to gain access to a computer, online account, an encrypted 

file, or any other secured system or digital platform. 

(d) “Tangible Digital Asset” shall pertain to information in the form of 

individual files and messages that hold a definable digital form stored 

on a computer, online platform or cloud service, which may or may 

not be secured by an account, and have the potential to be converted 

or reproduced in physical format. 

 Provided, that tangible digital assets which qualify as intellectual 

property, as defined by Republic Act No. 8293, otherwise known as the 

Intellectual Property Code of the Philippines, are governed by the 

Intellectual Property Code and other applicable special laws, in relation to 

Art. 724 of this Code. 

(e) “Intangible Digital Asset” shall pertain to any action or object on the 

internet that pertain to daily human interaction which may include, 

but are not limited to: likes, comments, online profiles, reviews, 

followers. 

(f) “Metadata” shall pertain to data stored within a document, website, or 

any other type of data, providing background information about the 

document, website, or any other type of data it is stored in. 

SECTION 2. Article 1935 is hereby amended to read as follows: 

 Article 1935 - The bailee in commodatum acquires the used of the 

thing loaned but not its fruits; subject to the provisions of Article 1937, as 
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amended, if any compensation is to be paid by him who acquires the use, the 

contract ceases to be a commodatum. 

SECTION 3. Article 1937 is hereby amended to read as follows: 

 Article 1937 - Movable, or immovable property, or tangible digital 

assets may be the object of commodatum. Provided, that a tangible digital 

asset as the object of a contract of commodatum need not be part of a 

gratuitous agreement. 

SECTION 4. Article 1733 is hereby amended to read as follows: 

 Article 1733 - Common carriers, from the nature of their business and 

for reasons of public policy, are bound to observe extraordinary diligence in 

the vigilance over the goods and for the safety of the passengers transported 

by them, according to all the circumstances of each case. 

Such extraordinary diligence in the vigilance over the goods is further 

expressed in Articles 1734, 1735, and 1745, Nos. 5, 6, and 7, while the 

extraordinary diligence for the safety of the passengers is further set forth in 

Articles 1755 and 1756.  

 Internet Service Providers, or any person, whether natural or juridical, 

engaged in the business or practice of storage, protection, or utilization of 

digital assets, as defined by Article 414 of this Code, as amended, are 

likewise considered as common carriers and are bound to observe 

extraordinary diligence over the digital assets in their care. Any contractual 

stipulation modifying this standard of care, whether through clickwrap or 

browse-wrap agreements, express waiver by the owner of such assets, or any 
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other form of agreement between the parties, shall be considered null and 

void.  229

SECTION 5. Repealing Clause. – All laws, decrees, executive orders, 

issuances or regulations inconsistent which the provisions of this Act hereby 

revised or amended accordingly. 

SECTION 6. Reparability Clause.- If any part of this Act is declared 

unconstitutional or invalid such parts or provisions thereof not so declared 

shall remain valid and subsisting. 

SECTION 7. Effectivity Clause.- This Act shall take effect fifteen (15) days 

after its publication in at least two (2) Newspapers of general circulation. 

——————————————————————————————

3. Appointment of a Custodian or a Third-Party Digital Executor - 

While Article 777 of the Civil Code provides that ownership vests in the 

heirs upon death, the actual transfer of possession may be subject to a 

condition. The court may appoint a custodian or a third party digital 

executor whose primary duty is to access and audit the decedent’s  (or 

testator’s) tangible digital assets. He shall act as the mechanism for 

segregating the files and correspondences, determining which assets may 

safely be passed on to the heirs, and which ones must be extinguished 

upon death. In case the custodian or executor is unsure, he may seek 

guidance from the court. While this arrangement may be ideal, the author 

 A provision must be crafted, providing that no contractual stipulation concerning the liability and 229

standard of care required of an ISP be lowered. This is to prevent the circumvention through TOCs of 
liability through negligence of the ISPs.
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concedes that it may not be a viable or practical solution in the Philippine 

setting. 

4. The “reasonable expectation of privacy” test for files - For files stored 

on online platforms or cloud services in particular, the “reasonable 

expectation of privacy” test may be used to determine which assets the 

decedent wants transmitted or extinguished. By default, a file should 

have no reasonable expectation of privacy. However, if a particular file 

bears any marks of added layers of security, non-disclosure, or any other 

similar mark, then it is considered confidential and must be deleted. 

Added layers of security may include password protection (e.g. pdfs and 

other documents that require a password to be opened), storing them on 

secured folders (e.g. folders that require a password to open), requiring 

biometrics to gain access to a file or folder [containing files], files placed 

in a folder called “confidential”, “for your eyes only” or other similar 

terms, or other forms of encryption such as “zipping” or compressing 

files. 

5. As an alternative to the previous number: Designation and segregation 

of files by the account users themselves while still living through the 

institution of features and mechanisms by ISPs in their products - 

This proposal may simply come in the form of an active notice  to the 230

account holder stating “By default, we are obligated to transfer your files 

to your next of kin or designated representative when your account 

 It cannot be a mere background feature hidden within the settings page. It must be an active notice in 230

the sense that users are not allowed to use the service, platform, or product without having been notified of 
and subsequently agree to such feature.
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becomes inactive.  If you wish to delete your files upon termination of 231

your account, please place them in the appropriate folder. You may also 

modify and customise how your files are treated upon termination of 

your account in the account settings page.” 

6. Designation of Confidential and Non-Confidential for eMail 

messages and other correspondences - For correspondences and eMail 

messages in particular, legislation must be made at the international level, 

making it mandatory for ISPs to integrate features that require users to 

categorize their messages as either confidential or non-confidential. This 

way, ISPs no longer have to rely on the Serrano doctrine. They may 

transfer the eMails designated as non-confidential without violating 

privacy laws. 

7. Designating a Beneficiary - Alternatively, legislation may be passed, 

making it mandatory for ISPs to create features that require users to 

designate a beneficiary. In the absence of such designation, a 

presumption is created that the user did not want the assets transferred or 

disclosed. This is similar to organ donation where the organs of the 

deceased shall be donated if he has previously indicated, usually in his 

driver’s license, that he wishes to do so. In the absence of any indication, 

then the organs may not be donated. 

 The term used is inactive account, instead of death of account holder, because an inactive account 231

presumes the death of the account holder. Indeed, there are some cases where the account holder is still 
alive but his account is declared inactive. Nonetheless, the account holder is dead, as far as the ISP is 
concerned. As a disclaimer, the death is only as far as the ISP is concerned. Thus, if for any reason that the 
account holder must prove to this ISP that he or she is still living, despite the inactivity, there is no 
impediment in doing so. Such cases may involve the restoration of the inactive account, or retrieval of files 
inadvertently deleted because of the implementation of this recommendation.
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8. Legislation must be made defining the rights, obligations, and 

remedies of intangible digital asset owners - Classifying tangible 

digital assets is only a foundation for future development in property. The 

well-entrenched concepts of property in the Civil Code, especially in 

terms of rights, obligations, and remedies, are incompatible with tangible 

digital assets. The rights, obligations, and remedies of a living tangible 

digital asset owner have yet to be explored, defined, and legislated. 

9. Lastly, Section 4(a)(1) of the Cybercrime Prevention Act of 2012 may 

be amended as follows: 

—————————————————————————————— 

Republic of the Philippines 

Congress of the Philippines 

Metro Manila 

Eighteenth Congress 

First Regular Session 

Begun and held in Metro Manila, on Monday, the twenty-second day of 

July, two thousand nineteen. 

[Republic Act xxxx]  

AN ACT AMENDING SECTION 4 OF REPUBLIC ACT NO. 10175, 

OTHERWISE KNOWN AS THE “CYBERCRIME PREVENTION 

ACT OF 2012” AND FOR OTHER PURPOSES 
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Be it enacted by the Senate and House of Representatives of the Philippines 

in Congress assembled: 

Section 1. Section 4(a)(1) of Republic Act No. 10175, otherwise known as 

the Cybercrime Prevention Act of 2012, is hereby amended to read as 

follows: 

 Section 4. Cybercrime Offenses. — The following acts constitute the 

offense of cybercrime punishable under this Act: 

b. Illegal Access - The access to the whole or any part of a computer 

system without right. An individual who accesses an online account 

of another, without prior written authorization, does not incur liability 

if the following conditions are met: 

v. The account being accessed belongs to a deceased person; 

vi. The access to the account is for the purpose of lawful transfer of 

tangible digital assets; 

Provided that the individual in question has a right grounded 

on Articles 414, 776, and 777 of the Civil Code, as amended. 

Should a deceased person leave his access information for the 

purposes of succession, his authorization must be embodied in 

a will, following the formalities required by law. 

SECTION 2. Repealing Clause. – All laws, decrees, executive orders, 

issuances or regulations inconsistent which the provisions of this Act hereby 

revised or amended accordingly. 
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SECTION 3. Reparability Clause.- If any part of this Act is declared 

unconstitutional or invalid such parts or provisions thereof not so declared 

shall remain valid and subsisting. 

SECTION 4. Effectivity Clause.- This Act shall take effect fifteen (15) days 

after its publication in at least two (2) Newspapers of general circulation. 

—————————————————————————————— 

10. As a suggestion for future research, the author recommends research 

into the following areas: 

b. The transmissibility of other forms of digital assets; 

c. The rights, obligations, and remedies of digital asset owners; 

d. The Applicability or Presence of Posthumous Privacy Rights. 

Ainsley in the End 

 With this framework in place, Ainsley’s memory is honored and 

perpetuated. His files and correspondences are tangible digital assets that are 

treasured by many, especially his heirs. Intellectual Property, copyright in 

particular is given even greater effect because heirs who seek to claim the 

files from ISPs have a real right to the material object, and not just the 

copyright itself. Ainsley’s heirs, now having full legal rights to his files and 

correspondences, are able to acquire these assets without any confrontation, 

and without any risk of incurring criminal liability. The world gets to hear 

his songs, read his books, watch his films, years, or even decades beyond his 

life, in a manner that is in harmony with his wishes, protecting his honor and 
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reputation. His family is also able to continue to reap the fruits of his labor, 

Ainsley posthumously providing for his family, in a sense. His ideas 

continue to benefit those around him, whether monetary or through an 

innovative concept. 

 No [digital] asset, whether inherently monetary or intellectual 

property, is wasted. In line with the concepts of succession, there is no 

vacuum of ownership. There is absolute conclusiveness of ownership, 

providing certainty to one’s property rights. 

 He is a once in a generation talent, whose artistry is worthy of being 

heard generations after he has passed. No privacy mechanism, contractual 

stipulation, or gap in the law should ever change that. 
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Comparison between Bailment (Common Law) and Contractual Relationships provided by the 
Civil Code

Contract Bailment (American 
Law)

Commodatum (Civil 
Code)

[Voluntary] Deposit 
(Civil Code)

Relationship Bailor-Bailee Bailor-Bailee Depositor-Depositary

As to the object Generally personal 
property; But both 
tangible and 
intangible property 
(such as information 
contained in a letter) 
may be the subject of 
bailment (Liddle v. 
Salem School District, 
1993)

Movable or 
Immovable property; 
Ordinarily non-
consumable (must 
return the exact same 
thing) (Art. 1936, 1937 
NCC)

Ordinarily non-
consumable (must 
return the exact same 
thing), only movables 
may be the subject of 
deposit (Art. 1966 
NCC)

As to ownership Bailor retains general 
title; Ownership does 
not transfer

Ownership does not 
transfer; Bailor need 
not be the owner of 
the thing loaned (Art. 
1938 NCC)

Ownership does not 
transfer

As to purpose Varied purpose 
depending on the 
contract, whether 
express or implied

Temporary use by the 
bailee of the thing 
loaned (but not its 
fruits, unless agreed 
upon) (Art. 1933, 
1935, 1940 NCC)

Safekeeping and 
return of the same, 
and cannot make use 
of the thing without 
the express 
permission of the 
depositor or required 
by the nature of the 
thing (Art. 1962, 1977 
NCC)

As to manner of 
constitution

By delivery Perfected upon 
delivery (Art. 1933, 
1934 NCC)

Perfected upon 
delivery, and may be 
entered into orally or 
in writing (Art. 1963, 
1969 NCC)

As to consideration Gratuitous or onerous Essentially gratuitous 
(Art. 1935 NCC)

Gratuitous or onerous

As to character Personal or real 
depending on the 
underpinning contract

Personal (Art. 1939 
NCC)

Real
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As to who bears the 
loss

Generally the 
bailor ,subject to the 
exercise of 
reasonable care of the 
goods; The bailee is 
legally liable for the 
loss or damage to the 
property due to 
negligence.

Ordinarily suffered by 
the bailor, subject to 
exceptions (Art. 1942, 
1174 NCC)

Ordinarily suffered by 
the depositary if it was 
negligent in the care 
of the thing deposited

How extinguished Completion of 
purpose or death of 
the bailor or bailee

Death of either bailor 
or bailee (Art. 1939 
NCC); and expiration 
of the period or 
purpose (Art. 1933 
NCC)

Upon loss or 
extinguishment of the 
thing deposited or 
death of either deposit 
or depositary in cases 
of gratuitous deposit 
(Art. 1995 NCC)

Upon 
extinguishment

Returned to the bailor 
or disposed of 
according to his 
directions

Return to the bailor or 
his heirs; the cause or 
consideration of the 
lender being the right 
to demand its return 
or its equivalent (Art. 
1933 NCC); when the 
bailor may demand 
the thing loaned at 
will, it is a precarium 
(Art. 1947 NCC)

Return the thing to the 
depositor or his heirs 
or to the person 
designated in the 
contract (Art. 1972 
NCC)

Comparison between Bailment (Common Law) and Contractual Relationships provided by the 
Civil Code

Contract Bailment (American 
Law)

Commodatum (Civil 
Code)

[Voluntary] Deposit 
(Civil Code)
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“the delivery of personal property by one person to another in trust for a 

specific purpose, with a contract, express or implied, that the trust shall be 

faithfully executed, and the property returned or duly accounted for when 

the special purpose is accomplished, or kept until the bailor reclaims it.” 

Little, Brown & Co. v. Am. Paper Recycling Corp., 824 F. Supp. 

The Ninth Circuit, for example, has stated that “[a] relationship of bailor-

bailee arises when the owner, while retaining general title, delivers personal 

property to another for some particular purpose upon an express or implied 

contract to redeliver the goods when the purpose has been fulfilled, or to 

otherwise  deal  with  the  goods  according  to  the  bailor’s 

directions.” (Maulding v. United States 257 F.2d 56, 60 (9th Cir. 1958).)

“(1) the delivery of personal property by one person to another in trust for a 

specific purpose; (2) acceptance of such delivery; (3) an express or implied 

contract that the trust will be carried out; and (4) an under- standing under 

the terms of the contract that the property will be returned to the transferor 

or dealt with as the transferor directs.” Sisters of Charity of the Incarnate 

Word v. Meaux, 122 S.W.3d 428, 431 (Tex. App. 2003).

5 Sorts of Bailment according to Coggs v. Bernard, 92 Eng. Rep.  107 K.B. 

(1704),  as  modified  by  sir  William  Jones  in  An  Essay  on  The  Law  of 

Bailments (1781):
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d. Deposit (Depositum) - Bare naked bailment of goods for another man to 

keep for the use of the bailor; 

e. Commodatum - goods or chattels that are useful are lent to a friend gratis 

to be used by him;

f. Locatio et Conductio - goods left to the bailee to be used by him for hire 

(lender is called locator and the borrower, conductor)

a. Locatio rei - the bailee, as hirer, gains temporary use of the thing;

b. Locatio operis faciendi - when something is to be done of the thing 

delivered;

c. Locatio operis mercium vehendarum - when the thing is merely to be 

transported from one place to another;

g. Vadium (Pawn or Pledge) - goods or chattels delivered to another as a 

pawn, to be security to him for money borrowed of him by the bailor;

h. Mandatum  (gratuitous  Agency)  -  delivery  of  goods  or  chattels  to 

somebody,  who is  to  carry  them,  or  do  something  about  them gratis, 

without any rewards for such his work or carriage.

Another characteristic unique to digital assets that does not fit any of 

these three contracts is that possession is not necessarily surrendered to the 

bailee.  Both  bailor  and  bailee  can  simultaneously  make  use  of  the  files 

uploaded or constructively delivered.
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But  see:  In  contrast,  Massachusetts  has  adopted  the  more  liberal 

position that  a bailment relationship “by definition,  arises only upon de- 

livery of possession of the property sought to be bailed, and at least some 

degree of control over that property, to the putative bailee.” Other states 

have similarly left open the possibility that exclusive control is not required 

for  bailment.  Sewall  v.  Fitz-Inn  Auto  Parks,  Inc.,  330  N.E.2d  853,  854 

(Mass. App. Ct. 1975) (citing BLACK’S LAW DICTIONARY 179–80, 515–

16 (rev. 4th ed. 1968)); Dahl v. St. Paul Fire & Marine Ins. Co., 153 N.W.2d 

624, 626 (Wis. 1967).
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The Rights and Obligations Involved in the Debate on Access
ISPs Decedent Heirs

Interest sought to be 
protected

For the ISPs, the 
interest sought to be 
protected is to avoid 
any possible liability 
resulting from the 
grant of access to 
unauthorized persons. 

Arguably the 
decedent has no more 
express privacy rights 
by virtue of 
extinguishment of 
legal personality.

However, he may 
have interests that 
may transcend 
beyond death.

Ease of estate 
administration and 
liquidation of assets

Inheritance/Property 
rights (Art. 776, 777 
NCC, Intellectual 
Property Code)

Applicable Laws Terms and Conditions 
(Contractual 
Obligations) and the 
SCA 

2701: Offense.—
Except as provided in 
subsection (c) of this 
section whoever - 
intentionally accesses 
without authorization 
a facility through 
which an electronic 
communication 
service is provided; 
(they may be allowing 
the heirs to commit a 
violation by giving 
them access)

2702(a)(1): “a person 
or entity providing an 
electronic com- 
munication service to 
the public shall not 
knowingly divulge to 
any person or entity 
the contents of a 
communication while 
in electronic storage 
by that service.”

Residual Privacy 
Rights in general. The 
existence of express 
posthumous or post-
mortem privacy rights 
is still unsettled by 
legal literature. The 
French Digital 
Republic Act already 
provides for “The 
Rights of the 
Deceased” (Digital 
Death).

Civil Code, Intellectual 
Property Code, and 
other relevant laws.

Data Privacy Act s. 17 
- Heirs exercising the 
rights of the data 
subject.

Cybercrime 
Prevention Act s. 4 
(Illegal Access) - Heirs 
who access without 
express authorization 
may be held liable 
(parallel to s. 2701 of 
the SCA)
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Duties/Concerns Must secure and 
protect the data 
stored on their servers 

Must protect the 
integrity of the online 
account

Must follow the TOCs 

As Bailee: Upon 
extinguishment of the 
personal contract of 
commodatum or 
bailment, the bailee 
must return the thing 
loaned. If 
extinguishment is due 
to death, the bailee 
must return it to the 
heirs of the bailor, or 
dispose of it according 
to the bailor’s 
instructions/wishes.

Decisional privacy as 
first strand of residual 
privacy right: This is 
observed in 1) 
testamentary intent 
(testate) or presumed/
probable intent 
(intestate or mixed); 
2) Disposition and 
handling of his 
corpse; 3) 
Posthumous 
fertilization; 4) Organ 
donation. This is what 
American and 
German legal 
literature commonly 
refer to when they say 
residual privacy rights. 
They equate it with 
testamentary intent 
and human dignity 
respectively. The 
focus is the autonomy 
of the person. The 
Philippines similarly 
espouses these 
principles through the 
Civil Code, 
Constitution (Art. II 
sec. 11), and other 
applicable laws.

Prevention of content 
and identity theft of 
decedent

Duty to manage the 
estate 

Copyright: Obligation 
to reproduce material 
object (If decedent 
was recipient

The Rights and Obligations Involved in the Debate on Access
ISPs Decedent Heirs
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Rights Bailee: Right to mine 
the data uploaded and 
has license to create 
derivative works etc.

In order to minimize 
expenses, both 
financial and 
administrative, the 
right to delete the 
account along with its 
content if it has not 
been used for a long 
period (inactive, 
presumptive death)

Relational privacy as 
second strand of 
residual privacy right: 
nondisclosure of 
private facts 
pertaining to a 
decedent because the 
privacy rights of 
others still living may 
be invaded. 
Posthumous harms 
can retroactively harm 
the interests of ante-
mortem persons. This 
is based on the 
European Human 
Rights Legal 
Framework (Buitelaar, 
2017)

Inheritance/Property 
Rights

Inheritance and 
protection of copyright 

Copyright: Right to 
compel reproduction 
of material object (If 
decedent was the 
author)

As Heirs of the bailor: 
Right to compel the 
return of the thing 
loaned pursuant to 
their property rights.

An offshoot of 
relational 
[posthumous] privacy 
pertains to information 
that must be kept 
secret never 
transmitted even after 
death by their very 
nature (e.g. Trade/
State secrets)

The Rights and Obligations Involved in the Debate on Access
ISPs Decedent Heirs
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Darrow and Ferrera on the transfer of eMails [whose rules apply to other 

tangible digital assets]: 

 “In the long run it is probably desirable to have uniform laws addressing e-mail 

ownership and transfer. These laws should balance: (1) the privacy and ownership 

interests of account holders; (2) the interests of heirs in obtaining the property of loved 

ones; and (3) the interests of e-mail service providers in reducing liability exposure and 

administrative expenses. The creation of uniform laws, even if only achieving a non-

optimal balancing of these interests, will benefit society by allowing all parties concerned 

to adjust their behavior to achieve these goals.”  

Contractual privacy as 
third strand of residual 
privacy right: The 
decedent has a right 
to privacy as agreed 
upon depending on 
the TOCs, which may 
subsist after death. 
(Pre-Mortem 
Contracting with Post-
Mortem effect; 
Smolenksy) One must 
note, however, that 
these contractual 
privacy rights are 
geared towards 
absolving the ISP 
from liability under the 
SCA.

The Rights and Obligations Involved in the Debate on Access
ISPs Decedent Heirs



A Com
parison of Term

s and Conditions

G
oogle

O
ath (incorporating Yahoo+AO

L legacy term
s)

DropBox
Apple iCloud

M
icrosoft O

utlook & O
neDrive

Passw
ord 

Confidentiali
ty

To protect your G
oogle Account, keep your 

password confidential
You agree not to use the services to: obtain or 
attem

pt to obtain unauthorized access to the 
Services or to O

ath’s servers, system
s, network, or 

data;

Help us keep you inform
ed and Your Stuff 

protected. Safeguard your password to the 
Services, and keep your account inform

ation 
current. Don't share your account credentials or 
give others access to your account.

You are responsible for all activity that happens on 
or through your account. To protect your account, 
keep your password confidential. Do not reuse your 
account password with other services. W

ithout 
prejudice to your statutory rights, if you forget your 
password and otherwise cannot validate your 
account to O

ath, you acknowledge and agree that 
your account m

ay be inaccessible to you and that all 
data associated with the account m

ay not be 
retrievable. Legacy Term

s: “You are responsible for 
m

aintaining the confidentiality of the password and 
account and are fully responsible for all activities 
that occur under your password or account. You 
agree to (a) im

m
ediately notify Yahoo of any 

unauthorized use of your password or account or 
any other breach of security, and (b) ensure that you 
exit from

 your account at the end of each session. 
Yahoo cannot and will not be liable for any loss or 
dam

age arising from
 your failure to com

ply with this 
Section 5.”

You're responsible for your conduct. Your Stuff and 
you m

ust com
ply with our Acceptable Use Policy. 

Content in the Services m
ay be protected by 

others' intellectual property rights. Please don't 
copy, upload, download or share content unless 
you have the right to do so. W

e m
ay review your 

conduct and content for com
pliance with these 

Term
s and our Acceptable Use Policy. W

ith that 
said, we have no obligation to do so. W

e aren't 
responsible for the content people post and share 
via the Services.

As a registered user of the Service, you m
ust establish an Account. Don’t 

reveal your Account inform
ation to anyone else. You are solely 

responsible for m
aintaining the confidentiality and security of your 

Account and for all activities that occur on or through your Account, and 
you agree to im

m
ediately notify Apple of any security breach of your 

Account. You further acknowledge and agree that the Service is designed 
and intended for personal use on an individual basis and you should not 
share your Account and/or password details with another individual. 
Provided we have exercised reasonable skill and due care, Apple shall 
not be responsible for any losses arising out of the unauthorized use of 
your Account resulting from

 you not following these rules.

If any of the Services requires you to open an account, 
you m

ust com
plete the registration process by providing 

us with current, com
plete and accurate inform

ation as 
prom

pted by the applicable registration form
. You also 

will choose a password and a user nam
e. You are 

entirely responsible for m
aintaining the confidentiality of 

your password and account. Furtherm
ore, you are 

entirely responsible for any and all activities that occur 
under your account. You agree to notify M

icrosoft 
im

m
ediately of any unauthorized use of your account or 

any other breach of security. M
icrosoft will not be liable 

for any loss that you m
ay incur as a result of som

eone 
else using your password or account, either with or 
without your knowledge. However, you could be held 
liable for losses incurred by M

icrosoft or another party 
due to som

eone else using your account or password. 
You m

ay not use anyone else's account at any tim
e, 

without the perm
ission of the account holder.

Account 
Rights/
Survivorship

People expect G
oogle to keep their 

inform
ation safe, even in the event of their 

death. M
ake a request for a deceased 

person's account
W

e recognize that m
any people pass away 

without leaving clear instructions about how 
to m

anage their online accounts. W
e can 

work with im
m

ediate fam
ily m

em
bers and 

representatives to close the account of a 
deceased person where appropriate. In 
certain circum

stances we m
ay provide 

content from
 a deceased user's account. In 

all of these cases, our prim
ary responsibility 

is to keep people's inform
ation secure, safe, 

and private. W
e cannot provide passwords or 

other login details. Any decision to satisfy a 
request about a deceased user will be m

ade 
only after a careful review.

You m
ust ensure that your account inform

ation (that 
is, the inform

ation you provided when you registered 
for or subscribed to a Service) rem

ains current, 
com

plete, accurate and truthful. W
ith the exception 

of AO
L accounts, all O

ath accounts are non-
transferable, and any rights to them

 term
inate upon 

the account holder’s death. (for legacy term
s: see 

last cell)

To access the files of som
eone who has passed away, 

first look in the Dropbox folder on the person’s com
puter 

if you can. M
any Dropbox users have all of the files from

 
their account available in this folder, which syncs to their 
account online. 
If you aren’t able to access their Dropbox folder on their 
com

puter, you’ll need to request access from
 Dropbox 

directly. 
Dropbox respects the security and privacy of our 
custom

ers above all else. For this reason, requesting 
access to the account of som

eone who has passed 
away can take som

e tim
e. Please also note that we can’t 

guarantee that we'll be able to provide access. Thank 
you in advance for your patience and understanding.
To request access to the account of som

eone who has 
passed away, you'll need to provide docum

entation that:
•

The person is in fact deceased
    

        
•

You have a legal right to access the person's 
    

        files under all applicable laws To do that, please 
send the following inform

ation to us by m
ail:

•
The full nam

e of the deceased person
    

        
•

The em
ail address associated with that 

    
        person's Dropbox account

•
Your nam

e, m
ailing address, em

ail address, 
    

        and your relationship to the deceased person
•

A photocopy of your governm
ent-issued ID

    
        

•
A valid court order establishing that it was the 

    
        deceased person's intent that you have access 

to the files in their account after the person 
passed away, and that Dropbox is com

pelled by 
law to provide the deceased person's files to 
you

Unless otherwise required by law, You agree that your Account is non-
transferable and that any rights to your Apple ID or Content within your 
Account term

inate upon your death. Upon receipt of a copy of a death 
certificate your Account m

ay be term
inated and all Content within your 

Account deleted. Contact iCloud Support at https://support.apple.com
/

icloud for further assistance.

Account Use. You m
ust use your M

icrosoft account to keep it 
active. This m

eans you m
ust sign in at least once in a five-year 

period 
to 

keep 
your 

M
icrosoft 

account, 
and 

associated 
Services, active, unless provided otherwise in an offer for a 
paid portion of the Services. If you don’t sign in during this tim

e, 
we will assum

e your M
icrosoft account is inactive and will close 

it for you. Please see section 4(a)(iv)(2) for the consequences 
of 

a 
closed 

M
icrosoft 

account. You 
m

ust 
sign 

into 
your 

O
utlook.com

 inbox and your O
neDrive (separately) at least 

once in a one-year period, otherwise we will close your 
O

utlook.com
 inbox and your O

neDrive for you. You m
ust sign 

into the Xbox Services at least once in a five-year period to 
keep the gam

ertag associated with your M
icrosoft account. If 

we reasonably suspect that your M
icrosoft account is being 

used by a third party fraudulently (for exam
ple, as a result of an 

account com
prom

ise), M
icrosoft m

ay suspend your account 
until you can reclaim

 ownership. Based on the nature of the 
com

prom
ise, we m

ay be required to disable access to som
e or 

all of Your Content. If you are having trouble accessing your 
M

icrosoft 
account, 

please 
visit 

this 
w

ebsite: 
https://

go.m
icrosoft.com

/fwlink/?LinkId=238656.

And finally, Inactive Account M
anager allows 

you to give som
eone else access to parts of 

your G
oogle Account in case you’re 

unexpectedly unable to use your account. 
*Norm

ally, G
oogle doesn’t delete inactive 

accounts. But they have an internal 
arrangem

ent that instructs the deletion of 
accounts that have been inactive for 9 
m

onths or extended periods of tim
e (3rd party 

source)

No Right of Survivorship and Non-Transferability. 
You agree that your Yahoo account is non-
transferable and any rights to your Yahoo ID or 
contents within your account term

inate upon your 
death. Upon receipt of a copy of a death certificate, 
your account m

ay be term
inated and all contents 

therein perm
anently deleted. Statute of Lim

itations. 
You agree that regardless of any statute or law to 
the contrary, any claim

 or cause of action arising out 
of or related to use of the Yahoo Services or the 
TO

S m
ust be filed within one (1) year after such 

claim
 or cause of action arose or be forever barred. 

The section titles in the TO
S are for convenience 

only and have no legal or contractual effect. Yahoo 
m

ay freely assign the TO
S and all of the policies and 

other docum
ents incorporated or referenced in it 

(including all rights, licenses, and obligations under it 
or them

), in whole or in part and without notice.

In addition, Apple m
ay term

inate your Account upon 30 days’ prior notice via 
em

ail to the address associated with your Account if (a) your Account has been 
inactive for one (1) year; or (b) there is a general discontinuance of the Service or 
any part thereof.  If a device has not backed up to iCloud for a period of one 
hundred and eighty (180) days, Apple reserves the right to delete any backups 
associated with that device…

Creating an Account. You can create a M
icrosoft account by 

signing up online. You agree not to use any false, inaccurate or 
m

isleading inform
ation when signing up for your M

icrosoft 
account. In som

e cases, a third party, like your Internet service 
provider, m

ay have assigned a M
icrosoft account to you. If you 

received your M
icrosoft account from

 a third party, the third 
party m

ay have additional rights over your account, like the 
ability to access or delete your M

icrosoft account. Please 
review any additional term

s the third party provided you, as 
M

icrosoft 
has 

no 
responsibility 

regarding 
these 

additional 
term

s. If you create a M
icrosoft account on behalf of an entity, 

such as your business or em
ployer, you represent that you 

have the legal authority to bind that entity to these Term
s. You 

cannot transfer your M
icrosoft account credentials to another 

user or entity. To protect your account, keep your account 
details and password confidential. You are responsible for all 
activity that occurs under your M

icrosoft account.



Privacy, 
Copyright , 
and Data 
Protection

By using our Services, you agree that G
oogle 

can use such data in accordance with our 
privacy policies.

By using and benefitting from
 O

ath’s Services you 
recognize that personalization lies at the core of m

any of 
our services. W

e can only provide m
any of these Services 

by using your personal data to provide personalized 
content and ads. Please visit our Privacy Center to learn 
m

ore about personalization.

Account inform
ation. W

e collect, and associate with your 
account, the inform

ation you provide to us when you do 
things such as sign up for your account, upgrade to a 
paid plan, and set up two-factor authentication (like your 
nam

e, em
ail address, phone num

ber, paym
ent info, and 

physical address). Som
e of our Services let you access 

your accounts and your inform
ation via other service 

providers.
Your Stuff. O

ur Services are designed to m
ake it sim

ple 
for you to store your files, docum

ents, photos, 
com

m
ents, m

essages, and so on (“Your Stuff”), 
collaborate with others, and work across m

ultiple 
devices. To m

ake that possible, we store, process, and 
transm

it Your Stuff as well as inform
ation related to it. 

This related inform
ation includes your profile 

inform
ation that m

akes it easier to collaborate and share 
Your Stuff with others, as well as things like the size of 
the file, the tim

e it was uploaded, collaborators, and 
usage activity. O

ur Services provide you with different 
options for sharing Your Stuff.
C

ontacts. You m
ay choose to give us access to your 

contacts to m
ake it easy for you to do things like share 

and collaborate on Your Stuff, send m
essages, and 

invite others to use the Services. If you do, we’ll store 
those contacts on our servers for you to use.
U

sage inform
ation. W

e collect inform
ation related to how 

you use the Services, including actions you take in your 
account (like sharing, editing, viewing, and m

oving files 
or folders). W

e use this inform
ation to im

prove our 
Services, develop new services and features, and 
protect Dropbox users. Please refer to our FAQ

 for m
ore 

inform
ation about how we use this usage inform

ation to 
im

prove our Services.
D

evice inform
ation. W

e also collect inform
ation from

 and 
about the devices you use to access the Services. This 
includes things like IP addresses, the type of browser 
and device you use, the web page you visited before 
com

ing to our sites, and identifiers associated with your 
devices. Your devices (depending on their settings) m

ay 
also transm

it location inform
ation to the Services.

•
W

hen you create an Apple ID, apply for com
m

ercial credit, purchase a 
    

        product, download a software update, register for a class at an Apple 
Retail Store, connect to our services, contact us or participate in an 
online survey, we m

ay collect a variety of inform
ation, including your 

nam
e, m

ailing address, phone num
ber, em

ail address, contact 
preferences, device identifiers, IP address, location inform

ation and 
credit card inform

ation.
•

W
hen you share your content with fam

ily and friends using Apple 
    

        products, send gift certificates and products, or invite others to 
participate in Apple services or forum

s, Apple m
ay collect the 

inform
ation you provide about those people such as nam

e, m
ailing 

address, em
ail address, and phone num

ber. Apple will use such 
inform

ation to fulfill your requests, provide the relevant product or 
service, or for anti-fraud purposes.

•
In certain jurisdictions, we m

ay ask for a governm
ent issued ID in lim

ited 
    

        circum
stances including when setting up a wireless account and 

activating your device, for the purpose of extending com
m

ercial credit, 
m

anaging reservations, or as required by law.
•

The 
personal inform

ation we collect allows us to keep you posted on Apple’s 
latest product announcem

ents, software updates, and upcom
ing events. 

If you don’t want to be on our m
ailing list, you can opt out anytim

e by 
updating your preferences.

•
W

e also use personal inform
ation to help us create, develop, operate, 

    
        deliver, and im

prove our products, services, content and advertising, 
and for loss prevention and anti-fraud purposes. W

e m
ay also use your 

personal inform
ation for account and network security purposes, 

including in order to protect our services for the benefit of all our users. 
W

here we use your inform
ation for anti-fraud purposes it arises from

 the 
conduct of an online transaction with us. W

e lim
it our uses of data for 

anti-fraud purposes to those which are strictly necessary and within our 
assessed legitim

ate interests to protect our custom
ers and our services. 

For certain online transactions we m
ay also validate the inform

ation 
provided by you with publicly accessible sources.

•
W

e m
ay use your personal inform

ation, including date of birth, to verify 
    

        identity, assist with identification of users, and to determ
ine appropriate 

services. For exam
ple, we m

ay use date of birth to determ
ine the age of 

Apple ID account holders.
•

From
 tim

e to tim
e, we m

ay use your personal inform
ation to send 

    
        im

portant notices, such as com
m

unications about purchases and 
changes to our term

s, conditions, and policies. Because this inform
ation 

is im
portant to your interaction with Apple, you m

ay not opt out of 
receiving these com

m
unications.

•
W

e m
ay also use personal inform

ation for internal purposes such as 
    

        auditing, data analysis, and research to im
prove Apple’s products, 

services, and custom
er com

m
unications.

•
If you enter into a sweepstake, contest, or sim

ilar prom
otion we m

ay use 
    

        the inform
ation you provide to adm

inister those program
s.

M
icrosoft collects data from

 you, through our interactions 
with you and through our products. You provide som

e of 
this data directly, and we get som

e of it by collecting data 
about your interactions, use, and experiences with our 
products. The data we collect depends on the context of 
your interactions with M

icrosoft and the choices you 
m

ake, including your privacy settings and the products 
and features you use. W

e also obtain data about you 
from

 third parties.

Content 
Stored/Data 
Licensing

Som
e of our Services allow you to upload, 

subm
it, store, send or receive content. You 

retain ownership of any intellectual property 
rights that you hold in that content. In short, 
what belongs to you stays yours.

Except as otherwise provided in the specific O
ath 

product term
s or guidelines for a Service, when you 

upload, share with or subm
it content to the Services 

you retain ownership of any intellectual property 
rights that you hold in that content and you grant 
O

ath a worldwide, royalty-free, non-exclusive, 
perpetual, irrevocable, transferable, sublicensable 
license to

W
hen you use our Services, you provide us with 

things like your files, content, m
essages, contacts 

and so on ("Your Stuff"). Your Stuff is yours. 
These Term

s don't give us any rights to Your Stuff 
except for the lim

ited rights that enable us to offer 
the Services.

Except for m
aterial we m

ay license to you, Apple does not claim
 ownership of the 

m
aterials and/or Content you subm

it or m
ake available on the Service. However, 

by subm
itting or posting such Content on areas of the Service that are accessible 

by the public or other users with whom
 you consent to share such Content, you 

grant Apple a worldwide, royalty-free, non-exclusive license to use, distribute, 
reproduce, m

odify, adapt, publish, translate, publicly perform
 and publicly display 

such Content on the Service solely for the purpose for which such Content was 
subm

itted or m
ade available, without any com

pensation or obligation to you. You 
agree that any Content subm

itted or posted by you shall be your sole 
responsibility, shall not infringe or violate the rights of any other party or violate 
any laws, contribute to or encourage infringing or otherwise unlawful conduct, or 
otherwise be obscene, objectionable, or in poor taste. By subm

itting or posting 
such Content on areas of the Service that are accessible by the public or other 
users, you are representing that you are the owner of such m

aterial and/or have 
all necessary rights, licenses, and authorization to distribute it.

Your Content. M
any of our Services allow you to store or 

share Your Content or receive m
aterial from

 others. W
e 

don’t claim
 ownership of Your Content. Your Content 

rem
ains Your Content and you are responsible for it.

W
hen you upload, subm

it, store, send or receive 
content to or through our Services, you give 
G

oogle (and those we work with) a worldwide 
license to use, host, store, reproduce, m

odify, 
create derivative works (such as those resulting 
from

 translations, adaptations or other changes we 
m

ake so that your content works better with our 
Services), com

m
unicate, publish, publicly perform

, 
publicly display and distribute such content. The 
rights you grant in this license are for the lim

ited 
purpose of operating, prom

oting, and im
proving 

our Services, and to develop new ones. This 
license continues even if you stop using our 
Services (for exam

ple, for a business listing you 
have added to G

oogle M
aps). Som

e Services m
ay 

offer you ways to access and rem
ove content that 

has been provided to that Service. Also, in som
e of 

our Services, there are term
s or settings that 

narrow the scope of our use of the content 
subm

itted in those Services. M
ake sure you have 

the necessary rights to grant us this license for any 
content that you subm

it to our Services.

(a) use, host, store, reproduce, m
odify, prepare 

derivative works (such as translations, adaptations, 
sum

m
aries or other changes), com

m
unicate, 

publish, publicly perform
, publicly display, and 

distribute this content in any m
anner, m

ode of 
delivery or m

edia now known or developed in the 
future; and (b) perm

it other users to access, 
reproduce, distribute, publicly display, prepare 
derivative works of, and publicly perform

 your 
content via the Services, as m

ay be perm
itted by the 

functionality of those Services (e.g., for users to re-
blog, re-post or download your content). In som

e of 
the Services, there m

ay be specific term
s or settings 

allowing a different scope of use of the content 
subm

itted in those Services. You m
ust have the 

necessary rights to grant us the license described in 
this Section 6(b) for any content that you upload, 
share with or subm

it to the Services.

W
e need your perm

ission to do things like hosting 
Your Stuff, backing it up, and sharing it when you 
ask us to. O

ur Services also provide you with 
features like photo thum

bnails, docum
ent 

previews, com
m

enting, easy sorting, editing, 
sharing and searching. These and other features 
m

ay require our system
s to access, store and scan 

Your Stuff. You give us perm
ission to do those 

things, and this perm
ission extends to our affiliates 

and trusted third parties we work with. O
ur 

Services let you share Your Stuff with others, so 
please think carefully about what you share.

“Content” m
eans any inform

ation that m
ay be generated or encountered 

through use of the Service, such as data files, device characteristics, 
written text, software, m

usic, graphics, photographs, im
ages, sounds, 

videos, m
essages and any other like m

aterials. You understand that all 
Content, whether publicly posted or privately transm

itted on the Service 
is the sole responsibility of the person from

 whom
 such Content 

originated. This m
eans that you, and not Apple, are solely responsible for 

any Content you upload, download, post, em
ail, transm

it, store or 
otherwise m

ake available through your use of the Service. You 
understand that by using the Service you m

ay encounter Content that 
you m

ay find offensive, indecent, or objectionable, and that you m
ay 

expose others to Content that they m
ay find objectionable. Apple does 

not control the Content posted via the Service, nor does it guarantee the 
accuracy, integrity or quality of such Content. You understand and agree 
that your use of the Service and any Content is solely at your own risk.

To the extent necessary to provide the Services to you and 
others, to protect you and the Services, and to im

prove 
M

icrosoft products and services, you grant to M
icrosoft a 

worldwide and royalty-free intellectual property license to use 
Your Content, for exam

ple, to m
ake copies of, retain, transm

it, 
reform

at, display, and distribute via com
m

unication tools Your 
Content on the Services. If you publish Your Content in areas 
of the Service where it is available broadly online without 
restrictions, Your Content m

ay appear in dem
onstrations or 

m
aterials that prom

ote the Service. Som
e of the Services are 

supported by advertising. Controls for how M
icrosoft 

personalizes advertising are available on the Security & privacy 
page of the M

icrosoft account m
anagem

ent website. W
e do not 

use what you say in em
ail, chat, video calls or voice m

ail, or 
your docum

ents, photos or other personal files to target 
advertising to you. O

ur advertising policies are covered in detail 
in the Privacy Statem

ent.

G
oogle

O
ath (incorporating Yahoo+AO

L legacy term
s)

DropBox
Apple iCloud

M
icrosoft O

utlook & O
neDrive



O
ur autom

ated system
s analyze your content 

(including em
ails) to provide you personally 

relevant product features, such as 
custom

ized search results, tailored 
advertising, and spam

 and m
alware 

detection. This analysis occurs as the content 
is sent, received, and when it is stored. If you 
have a G

oogle Account, we m
ay display your 

Profile nam
e, Profile photo, and actions you 

take on G
oogle or on third-party applications 

connected to your G
oogle Account (such as 

+1’s, reviews you write and com
m

ents you 
post) in our Services, including displaying in 
ads and other com

m
ercial contexts. W

e will 
respect the choices you m

ake to lim
it sharing 

or visibility settings in your G
oogle Account. 

For exam
ple, you can choose your settings 

so your nam
e and photo do not appear in an 

ad.

You are responsible for backing up, to your own com
puter or other 

device, any im
portant docum

ents, im
ages or other Content that you store 

or access via the Service. Apple shall use reasonable skill and due care 
in providing the Service, but Apple does not guarantee or warrant that 
any Content you m

ay store or access through the Service will not be 
subject to inadvertent dam

age, corruption or loss.

M
odifying 

and 
Term

inating 
Services

W
e believe that you own your data and 

preserving your access to such data is 
im

portant. If we discontinue a Service, where 
reasonably possible, we will give you 
reasonable advance notice and a chance to 
get inform

ation out of that Service.

Unless stated differently for your country in Section 
14, we m

ay tem
porarily or perm

anently suspend or 
term

inate your account or im
pose lim

its on or restrict 
your access to parts or all of the Services at any 
tim

e, without notice and for any reason, including, 
but not lim

ited to, violation of these Term
s, court 

order, or inactivity.

You're free to stop using our Services at any tim
e. 

W
e reserve the right to suspend or term

inate your 
access to the Services with notice to you if: (a) 
you're in breach of these Term

s, (b) you're using 
the Services in a m

anner that would cause a real 
risk of harm

 or loss to us or other users, or (c) you 
don't have a Paid Account and haven't accessed 
our Services for 12 consecutive m

onths. W
e'll 

provide you with reasonable advance notice via 
the em

ail address associated with your account to 
rem

edy the activity that prom
pted us to contact you 

and give you the opportunity to export Your Stuff 
from

 our Services. If after such notice you fail to 
take the steps we ask of you, we'll term

inate or 
suspend your access to the Services.

Apple reserves the right at any tim
e to m

odify this Agreem
ent and to im

pose new 
or additional term

s or conditions on your use of the Service, provided that Apple 
will give you 30 days’ advance notice of any m

aterial adverse change to the 
Service or applicable term

s of service, unless it would not be reasonable to do so 
due to circum

stances arising from
 legal, regulatory, or governm

ental action; to 
address user security, user privacy, or technical integrity concerns; to avoid 
service disruptions to other users; or due to a natural disaster, catastrophic event, 
war, or other sim

ilar occurrence outside of Apple’s reasonable control. W
ith 

respect to paid cloud storage services, Apple will not m
ake any m

aterial adverse 
change to the Service before the end of your current paid term

, unless a change 
is reasonably necessary to address legal, regulatory, or governm

ental action; to 
address user security, user privacy, or technical integrity concerns; to avoid 
service disruptions to other users; or to avoid issues resulting from

 a natural 
disaster, a catastrophic event, war, or other sim

ilar occurrence outside of Apple’s 
reasonable control. In the event that Apple does m

ake m
aterial adverse changes 

to the Service or term
s of use, you will have the right to term

inate this Agreem
ent 

and your account, in which case Apple will provide you with a pro rata refund of 
any pre-paym

ent for your then-current paid term
. Apple shall not be liable to you 

for any m
odifications to the Service or term

s of service m
ade in accordance with 

this Section IE.

Ending your Services. If your Services are canceled 
(whether by you or us), first your right to access the 
Services stops im

m
ediately and your license to the 

software related to the Services ends. Second, we’ll 
delete 

Data 
or 

Your 
Content 

associated 
with 

your 
Service or will otherwise disassociate it from

 you and 
your M

icrosoft account (unless we are required by law to 
keep it, return it, or transfer it to you or a third party 
identified by you). As a result you m

ay no longer be able 
to access any of the Services (or Your Content that 
you’ve stored on those Services). You should have a 
regular backup plan. Third, you m

ay lose access to 
products you’ve acquired. If you have canceled your 
M

icrosoft account and have no other account able to 
access the Services your Services m

ay be canceled 
im

m
ediately.

Subject to any statutory rights you m
ight have, if 

your account is term
inated, access to your 

usernam
e, password, and all related inform

ation, 
files, and content associated with your account m

ay 
be term

inated and your usernam
e m

ay be recycled 
for use by others. If the Service is a paid service, 
please consult O

ath’s paym
ent term

s which can be 
found here.

W
e won't provide notice before term

ination where: 
(a) you're in m

aterial breach of these Term
s, (b) 

doing so would cause us legal liability or 
com

prom
ise our ability to provide the Services to 

our other users, or (c) we're prohibited from
 doing 

so by law. W
e m

ay decide to discontinue the 
Services in response to unforeseen circum

stances 
beyond Dropbox's control or to com

ply with a legal 
requirem

ent. If we do so, we'll give you reasonable 
prior notice so that you can export Your Stuff from

 
our system

s. If we discontinue Services in this way 
before the end of any fixed or m

inim
um

 term
 you 

have paid us for, we'll refund the portion of the fees 
you have pre-paid but haven't received Services 
for.

Apple m
ay at any tim

e, under certain circum
stances and without prior notice, 

im
m

ediately term
inate or suspend all or a portion of your Account and/or access 

to the Service. Cause for such term
ination shall include: (a) violations of this 

Agreem
ent or any other policies or guidelines that are referenced herein and/or 

posted on the Service; (b) a request by you to cancel or term
inate your Account; 

(c) a request and/or order from
 law enforcem

ent, a judicial body, or other 
governm

ent agency; (d) where provision of the Service to you is or m
ay becom

e 
unlawful; (e) unexpected technical or security issues or problem

s; (f) your 
participation in fraudulent or illegal activities; or (g) failure to pay any fees owed 
by you in relation to the Service, provided that in the case of non-m

aterial breach, 
Apple will be perm

itted to term
inate only after giving you 30 days’ notice and only 

if you have not cured the breach within such 30-day period. Any such term
ination 

or suspension shall be m
ade by Apple in its sole discretion and Apple will not be 

responsible to you or any third party for any dam
ages that m

ay result or arise out 
of such term

ination or suspension of your Account and/or access to the Service. 
In addition, Apple m

ay term
inate your Account upon 30 days’ prior notice via 

em
ail to the address associated with your Account if (a) your Account has been 

inactive for one (1) year; or (b) there is a general discontinuance of the Service or 
any part thereof. Notice of general discontinuance of service will be provided as 
set forth herein, unless it would not be reasonable to do so due to circum

stances 
arising from

 legal, regulatory, or governm
ental action; to address user security, 

user privacy, or technical integrity concerns; to avoid service disruptions to other 
users; or due to a natural disaster, a catastrophic event, war, or other sim

ilar 
occurrence outside of Apple’s reasonable control. In the event of such 
term

ination, Apple will provide you with a pro rata refund of any pre-paym
ent for 

your then-current paid term
. Apple shall not be liable to you for any m

odifications 
to the Service or term

s of service in accordance with this Section VIIB.

G
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W
arranties 

and 
Disclaim

ers

W
e provide our Services using a com

m
ercially 

reasonable level of skill and care and we hope that 
you will enjoy using them

. But there are certain 
things that we don’t prom

ise about our Services.
O

ther than as expressly set out in these term
s or 

additional term
s, neither G

oogle nor its suppliers 
or distributors m

ake any specific prom
ises about 

the Services. For exam
ple, we don’t m

ake any 
com

m
itm

ents about the content within the 
Services, the specific functions of the Services, or 
their reliability, availability, or ability to m

eet your 
needs. W

e provide the Services “as is”.
Som

e jurisdictions provide for certain warranties, 
like the im

plied warranty of m
erchantability, fitness 

for a particular purpose and non-infringem
ent. To 

the extent perm
itted by law, we exclude all 

warranties.

TO
 THE FULLEST EXTENT PERM

ITTED BY 
APPLICABLE LAW

, O
ATH, ITS PARENT CO

M
PANIES, 

SUBSIDIARIES, AFFILIATES, O
FFICERS, DIRECTO

RS, 
EM

PLO
YEES, CO

NTRACTO
RS, AG

ENTS, PARTNERS, 
LICENSO

RS AND DISTRIBUTO
RS (CO

LLECTIVELY 
O

ATH ENTITIES) DO
 NO

T M
AKE ANY 

REPRESENTATIO
NS, PRO

M
ISES, O

R W
ARRANTIES, 

EXPRESS O
R IM

PLIED, ABO
UT THE SERVICES. W

E 
PRO

VIDE O
UR SERVICES “AS-IS,” “W

ITH ALL FAULTS,” 
AND “AS AVAILABLE.” YO

UR USE O
F THE SERVICES, 

INCLUDING
 CO

NTENT W
ITHIN THE SERVICES, IS AT 

YO
UR O

W
N RISK AND W

E DO
 NO

T REPRESENT, 
PRO

M
ISE, O

R W
ARRANT THAT THE SERVICES W

ILL 
BE UNINTERRUPTED, TIM

ELY, SECURE, O
R ERRO

R-
FREE. YO

U UNDERSTAND AND AG
REE THAT NO

 DATA 
TRANSM

ISSIO
N O

VER THE INTERNET O
R 

INFO
RM

ATIO
N STO

RAG
E TECHNO

LO
G

Y CAN BE 
G

UARANTEED TO
 BE SECURE, AND O

ATH 
EXPRESSLY DISCLAIM

S ANY W
ARRANTIES, 

EXPRESS O
R IM

PLIED, TO
 THAT EFFECT. W

E M
AKE 

NO
 CO

M
M

ITM
ENTS, PRO

M
ISES O

R W
ARRANTIES 

ABO
UT THE CO

NTENT W
ITHIN THE SERVICES O

R 
CO

NTENT LINKED FRO
M

 THE SERVICES, THE 
SUPPO

RT W
E PRO

VIDE FO
R THE SERVICES, THE 

SPECIFIC FUNCTIO
NS O

F THE SERVICES, THE 
SECURITY O

F THE SERVICES, O
R THE SERVICES’ 

RELIABILITY, Q
UALITY, ACCURACY, AVAILABILITY, O

R 
ABILITY TO

 M
EET YO

UR NEEDS, PRO
VIDE CERTAIN 

O
UTPUTS O

R ACHIEVE CERTAIN RESULTS. SO
M

E 
JURISDICTIO

NS PRO
VIDE FO

R CERTAIN IM
PLIED 

W
ARRANTIES, SUCH AS THE IM

PLIED W
ARRANTY O

F 
M

ERCHANTABILITY, FITNESS FO
R A PARTICULAR 

PURPO
SE AND NO

N-INFRING
EM

ENT. TO
 THE 

FULLEST EXTENT PERM
ITTED BY APPLICABLE LAW

, 
W

E DISCLAIM
 ANY AND ALL IM

PLIED O
R EXPRESS 

PRO
M

ISES O
R W

ARRANTIES ABO
UT THE SERVICES.

W
e strive to provide great Services, but there 

are certain things that we can't guarantee. TO
 

THE FULLEST EXTENT PERM
ITTED BY 

LAW
, DRO

PBO
X AND ITS AFFILIATES, 

SUPPLIERS AND DISTRIBUTO
RS M

AKE NO
 

W
ARRANTIES, EITHER EXPRESS O

R 
IM

PLIED, ABO
UT THE SERVICES. THE 

SERVICES ARE PRO
VIDED "AS IS." W

E 
ALSO

 DISCLAIM
 ANY W

ARRANTIES O
F 

M
ERCHANTABILITY, FITNESS FO

R A 
PARTICULAR PURPO

SE AND NO
N-

INFRING
EM

ENT. Som
e places don't allow the 

disclaim
ers in this paragraph, so they m

ay not 
apply to you.

iCloud Backup periodically creates autom
atic backups for iO

S devices, 
when the device is screen locked, connected to a power source, and 
connected to the Internet via a W

i-Fi network. If a device has not backed 
up to iCloud for a period of one hundred and eighty (180) days, Apple 
reserves the right to delete any backups associated with that device…
The following content is not included in your iCloud backup: content 
purchased from

 the iTunes Store, App Store, or iBooks Store, m
edia 

synced from
 your com

puter, and your photo library if you have enabled 
iCloud Photo Library. Apple shall use reasonable skill and due care in 
providing the Service, but, TO

 THE G
REATEST EXTENT PERM

ISSIBLE 
BY APPLICABLE LAW

, APPLE DO
ES NO

T G
UARANTEE O

R 
W

ARRANT THAT ANY CO
NTENT YO

U M
AY STO

RE O
R ACCESS 

THRO
UG

H THE SERVICE W
ILL NO

T BE SUBJECT TO
 INADVERTENT 

DAM
AG

E, CO
RRUPTIO

N, LO
SS, O

R REM
O

VAL IN ACCO
RDANCE 

W
ITH THE TERM

S O
F THIS AG

REEM
ENT, AND APPLE SHALL NO

T 
BE RESPO

NSIBLE SHO
ULD SUCH DAM

AG
E, CO

RRUPTIO
N, LO

SS, 
O

R REM
O

VAL O
CCUR. It is your responsibility to m

aintain appropriate 
alternate backup of your inform

ation and data.

W
e strive to keep the Services up and running; however, 

all online services suffer occasional disruptions and 
outages, and M

icrosoft is not liable for any disruption or 
loss you m

ay suffer as a result. In the event of an 
outage, you m

ay not be able to retrieve Your Content or 
Data that you’ve stored. W

e recom
m

end that you 
regularly backup Your Content and Data that you store 
on the Services or store using Third-Party Apps and 
Services.

Liability for 
Services

W
hen perm

itted by law, G
oogle, and G

oogle’s 
suppliers and distributors, will not be 
responsible for lost profits, revenues, or data, 
financial losses or indirect, special, 
consequential, exem

plary, or punitive 
dam

ages.

TO
 THE FULLEST EXTENT PERM

ITTED BY 
APPLICABLE LAW

, YO
U AG

REE AND 
UNDERSTAND THAT O

ATH ENTITIES W
ILL NO

T 
BE LIABLE FO

R: ANY INDIRECT, SPECIAL, 
INCIDENTAL, CO

NSEQ
UENTIAL, TREBLE O

R 
O

THER M
ULTIPLES O

F DAM
AG

ES, EXEM
PLARY 

O
R PUNITIVE DAM

AG
ES ARISING

 FRO
M

 O
R IN 

CO
NNECTIO

N W
ITH THESE TERM

S O
R YO

UR 
USE O

F THE SERVICES. O
ATH ENTITIES ARE 

NO
T RESPO

NSIBLE FO
R ANY LO

ST PRO
FITS, 

LO
ST REVENUES, LO

ST BUSINESS 
O

PPO
RTUNITIES, DIM

INUTIO
N IN VALUE, 

INCLUDING
 ANY ALLEG

ED LO
SS O

R

W
E DO

N'T EXCLUDE O
R LIM

IT O
UR LIABILITY 

TO
 YO

U W
HERE IT W

O
ULD BE ILLEG

AL TO
 DO

 
SO

—
THIS INCLUDES ANY LIABILITY FO

R 
DRO

PBO
X'S O

R ITS AFFILIATES' FRAUD O
R 

FRAUDULENT M
ISREPRESENTATIO

N IN 
PRO

VIDING
 THE SERVICES. IN CO

UNTRIES 
W

HERE THE FO
LLO

W
ING

 TYPES O
F 

EXCLUSIO
NS AREN'T ALLO

W
ED, W

E'RE 
RESPO

NSIBLE TO
 YO

U O
NLY FO

R LO
SSES 

AND DAM
AG

ES THAT ARE A REASO
NABLY 

FO
RESEEABLE RESULT O

F O
UR FAILURE TO

 
USE REASO

NABLE CARE AND SKILL O
R O

UR 
BREACH O

F O
UR CO

NTRACT W
ITH YO

U. THIS 
PARAG

RAPH DO
ESN'T AFFECT CO

NSUM
ER 

RIG
HTS THAT CAN'T BE W

AIVED O
R LIM

ITED 
BY ANY CO

NTRACT O
R AG

REEM
ENT.

SO
M

E JURISDICTIO
NS DO

 NO
T ALLO

W
 THE EXCLUSIO

N O
F 

CERTAIN W
ARRANTIES, AS SUCH, TO

 THE EXTENT SUCH 
EXCLUSIO

NS ARE SPECIFICALLY PRO
HIBITED BY APPLICABLE 

LAW
, SO

M
E O

F THE EXCLUSIO
NS SET FO

RTH BELO
W

 M
AY NO

T 
APPLY TO

 YO
U.

APPLE SHALL USE REASO
NABLE SKILL AND DUE CARE IN 

PRO
VIDING

 THE SERVICE. THE FO
LLO

W
ING

 DISCLAIM
ERS ARE 

SUBJECT TO
 THIS EXPRESS W

ARRANTY.
APPLE DO

ES NO
T G

UARANTEE, REPRESENT, O
R W

ARRANT THAT 
YO

UR USE O
F THE SERVICE W

ILL BE UNINTERRUPTED O
R 

ERRO
R-FREE, AND YO

U AG
REE THAT FRO

M
 TIM

E TO
 TIM

E APPLE 
M

AY REM
O

VE THE SERVICE FO
R INDEFINITE PERIO

DS O
F TIM

E, 
O

R CANCEL THE SERVICE IN ACCO
RDANCE W

ITH THE TERM
S O

F 
THIS AG

REEM
ENT.

M
ICRO

SO
FT, AND O

UR AFFILIATES, RESELLERS, 
DISTRIBUTO

RS, AND VENDO
RS, M

AKE NO
 W

ARRANTIES, 
EXPRESS O

R IM
PLIED, G

UARANTEES O
R CO

NDITIO
NS 

W
ITH RESPECT TO

 YO
UR USE O

F THE SERVICES. YO
U 

UNDERSTAND THAT USE O
F THE SERVICES IS AT YO

UR 
O

W
N RISK AND THAT W

E PRO
VIDE THE SERVICES O

N AN 
"AS IS" BASIS "W

ITH ALL FAULTS" AND "AS AVAILABLE." 
M

ICRO
SO

FT DO
ESN'T G

UARANTEE THE ACCURACY O
R 

TIM
ELINESS O

F THE SERVICES. YO
U M

AY HAVE CERTAIN 
RIG

HTS UNDER YO
UR LO

CAL LAW
. NO

THING
 IN THESE 

TERM
S IS INTENDED TO

 AFFECT THO
SE RIG

HTS, IF THEY 
ARE APPLICABLE. YO

U ACKNO
W

LEDG
E THAT CO

M
PUTER 

AND TELECO
M

M
UNICATIO

NS SYSTEM
S ARE NO

T FAULT-
FREE AND O

CCASIO
NAL PERIO

DS O
F DO

W
NTIM

E 
O

CCUR. W
E DO

 NO
T G

UARANTEE THE SERVICES W
ILL 

BE UNINTERRUPTED, TIM
ELY, SECURE, O

R ERRO
R-FREE 

O
R THAT CO

NTENT LO
SS W

O
N'T O

CCUR, NO
R DO

 W
E 

G
UARANTEE ANY CO

NNECTIO
N TO

 O
R TRANSM

ISSIO
N 

FRO
M

 CO
M

PUTER NETW
O

RKS.

To the extent perm
itted by law, the total 

liability of G
oogle, and its suppliers and 

distributors, for any claim
s under these term

s, 
including for any im

plied warranties, is lim
ited 

to the am
ount you paid us to use the Services 

(or, if we choose, to supplying you the 
Services again).

DIM
INUTIO

N IN VALUE O
F PERSO

NAL 
INFO

RM
ATIO

N, O
R ANY O

THER LO
SSES 

(CO
LLECTIVELY, “LO

SSES”) ARISING
 FRO

M
 O

R 
IN CO

NNECTIO
N W

ITH THESE TERM
S O

R YO
UR 

USE O
F O

R ACCESS TO
 THE SERVICES, 

INCLUDING
, BUT NO

T LIM
ITED TO

, LO
SSES 

RESULTING
 FRO

M
 O

R IN CO
NNECTIO

N W
ITH: 

THE DELETIO
N O

F, ALTERATIO
N O

F, M
IS-

DELIVERY O
F, O

R FAILURE TO
 STO

RE DATA 
M

AINTAINED O
R TRANSM

ITTED BY THE 
SERVICES; THE LIM

ITING
, SUSPENSIO

N O
R 

TERM
INATIO

N O
F YO

UR ACCO
UNT;

IN CO
UNTRIES W

HERE EXCLUSIO
NS O

R 
LIM

ITATIO
NS O

F LIABILITY ARE ALLO
W

ED, 
DRO

PBO
X, ITS AFFILIATES, SUPPLIERS O

R 
DISTRIBUTO

RS W
O

N'T BE LIABLE FO
R: i. ANY 

INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, 
EXEM

PLARY O
R CO

NSEQ
UENTIAL DAM

AG
ES, 

O
R ii. ANY LO

SS O
F USE, DATA, BUSINESS, O

R 
PRO

FITS, REG
ARDLESS O

F LEG
AL THEO

RY.

YO
U EXPRESSLY UNDERSTAND AND AG

REE THAT THE SERVICE IS 
PRO

VIDED O
N AN “AS IS” AND “AS AVAILABLE” BASIS. APPLE AND 

ITS AFFILIATES, SUBSIDIARIES, O
FFICERS, DIRECTO

RS, 
EM

PLO
YEES, AG

ENTS, PARTNERS AND LICENSO
RS EXPRESSLY 

DISCLAIM
 ALL W

ARRANTIES O
F ANY KIND, W

HETHER EXPRESS 
O

R IM
PLIED, INCLUDING

 BUT NO
T LIM

ITED TO
 THE IM

PLIED 
W

ARRANTIES O
F M

ERCHANTABILITY, FITNESS FO
R A PARTICULAR 

PURPO
SE, AND NO

N-INFRING
EM

ENT. IN PARTICULAR, APPLE AND 
ITS AFFILIATES, SUBSIDIARIES, O

FFICERS, DIRECTO
RS, 

EM
PLO

YEES, AG
ENTS, PARTNERS AND LICENSO

RS M
AKE NO

 
W

ARRANTY THAT (I) THE SERVICE W
ILL M

EET YO
UR 

REQ
UIREM

ENTS; (II) YO
UR USE O

F THE SERVICE W
ILL BE TIM

ELY, 
UNINTERRUPTED, SECURE O

R ERRO
R-FREE; (III) ANY 

INFO
RM

ATIO
N O

BTAINED BY YO
U AS A RESULT O

F THE SERVICE 
W

ILL BE ACCURATE O
R RELIABLE; AND (IV) ANY DEFECTS O

R 
ERRO

RS IN THE SO
FTW

ARE PRO
VIDED TO

 YO
U AS PART O

F THE 
SERVICE W

ILL BE CO
RRECTED.

TO
 THE EXTENT PERM

ITTED UNDER YO
UR LO

CAL 
LAW

, W
E EXCLUDE ANY IM

PLIED W
ARRANTIES, 

INCLUDING
 FO

R M
ERCHANTABILITY, 

SATISFACTO
RY Q

UALITY, FITNESS FO
R A 

PARTICULAR PURPO
SE, W

O
RKM

ANLIKE EFFO
RT, 

AND NO
N-INFRING

EM
ENT.

G
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In all cases, G
oogle, and its suppliers and 

distributors, will not be liable for any loss or 
dam

age that is not reasonably foreseeable.

YO
UR DO

W
NLO

ADING
 O

R SHARING
 O

F 
INFO

RM
ATIO

N, INCLUDING
 PERSO

NAL 
INFO

RM
ATIO

N, VIA THE SERVICES; THE 
UNAUTHO

RIZED ACCESS TO
 YO

UR ACCO
UNT 

O
R ANY DATA M

AINTAINED O
R TRANSM

ITTED 
BY THE SERVICES; LINKS PRO

VIDED BY THE 
SERVICES O

R THIRD PARTIES TO
 EXTERNAL 

SITES O
R RESO

URCES;

O
THER THAN FO

R THE TYPES O
F LIABILITY 

W
E CANNO

T LIM
IT BY LAW

 (AS DESCRIBED IN 
THIS SECTIO

N), W
E LIM

IT O
UR LIABILITY TO

 
YO

U TO
 THE G

REATER O
F $20 USD O

R 100%
 

O
F ANY AM

O
UNT YO

U'VE PAID UNDER YO
UR 

CURRENT SERVICE PLAN W
ITH DRO

PBO
X.

APPLE DO
ES NO

T REPRESENT O
R G

UARANTEE THAT THE 
SERVICE W

ILL BE FREE FRO
M

 LO
SS, CO

RRUPTIO
N, ATTACK, 

VIRUSES, INTERFERENCE, HACKING
, O

R O
THER SECURITY 

INTRUSIO
N, AND APPLE DISCLAIM

S ANY LIABILITY RELATING
 

THERETO
.

ANY M
ATERIAL DO

W
NLO

ADED O
R O

THERW
ISE O

BTAINED 
THRO

UG
H THE USE O

F THE SERVICE IS ACCESSED AT YO
UR O

W
N 

DISCRETIO
N AND RISK, AND YO

U W
ILL BE SO

LELY RESPO
NSIBLE 

FO
R ANY DAM

AG
E TO

 YO
UR DEVICE, CO

M
PUTER, O

R LO
SS O

F 
DATA THAT RESULTS FRO

M
 THE DO

W
NLO

AD O
F ANY SUCH 

M
ATERIAL. YO

U FURTHER ACKNO
W

LEDG
E THAT THE SERVICE IS 

NO
T INTENDED O

R SUITABLE FO
R USE IN SITUATIO

NS O
R 

ENVIRO
NM

ENTS W
HERE THE FAILURE O

R TIM
E DELAYS O

F, O
R 

ERRO
RS O

R INACCURACIES IN, THE CO
NTENT, DATA O

R 
INFO

RM
ATIO

N PRO
VIDED BY THE SERVICE CO

ULD LEAD TO
 

DEATH, PERSO
NAL INJURY, O

R SEVERE PHYSICAL O
R 

ENVIRO
NM

ENTAL DAM
AG

E.

If you have any basis for recovering dam
ages 

(including breach of these Term
s), to the extent 

perm
itted by the applicable law, you agree that 

your exclusive rem
edy is to recover, from

 
M

icrosoft or any affiliates, resellers, 
distributors, Third-Party Apps and Services 
providers, and vendors, direct dam

ages up to 
an am

ount equal to your Services fee for the 
m

onth during which the loss or breach occurred 
(or up to USD$10.00 if the Services are free).

W
e recognize that in som

e countries, you 
m

ight have legal rights as a consum
er. If you 

are using the Services for a personal 
purpose, then nothing in these term

s or any 
additional term

s lim
its any consum

er legal 
rights which m

ay not be waived by contract.

YO
UR DEALING

S W
ITH O

R PARTICIPATIO
N IN 

PRO
M

O
TIO

NS O
F ADVERTISERS FO

UND O
N O

R 
THRO

UG
H THE SERVICES; O

R ANY G
O

O
D O

R 
SERVICES SO

LD BY SUCH ADVERTISERS. O
ATH 

ENTITIES W
ILL NO

T BE LIABLE FO
R PRO

BLEM
S 

CAUSED BY O
THERS, THE W

RO
NG

FUL O
R 

UNLAW
FUL ACTIO

NS O
F THIRD PARTIES, O

R AN 
ACT O

F G
O

D. THE LIM
ITATIO

NS AND 
EXCLUSIO

NS IN THESE TERM
S W

ILL APPLY 
W

HETHER O
R NO

T O
ATH HAS BEEN ADVISED 

O
F O

R SHO
ULD HAVE BEEN AW

ARE O
F THE 

PO
SSIBILITY O

F ANY LO
SSES ARISING

.

SO
M

E JURISDICTIO
NS DO

 NO
T ALLO

W
 THE EXCLUSIO

N O
R LIM

ITATIO
N 

O
F LIABILITY BY SERVICE PRO

VIDERS. TO
 THE EXTENT SUCH 

EXCLUSIO
NS O

R LIM
ITATIO

NS ARE SPECIFICALLY PRO
HIBITED BY 

APPLICABLE LAW
, SO

M
E O

F THE EXCLUSIO
NS O

R LIM
ITATIO

NS SET 
FO

RTH BELO
W

 M
AY NO

T APPLY TO
 YO

U.
APPLE SHALL USE REASO

NABLE SKILL AND DUE CARE IN PRO
VIDING

 
THE SERVICE. THE FO

LLO
W

ING
 LIM

ITATIO
NS DO

 NO
T APPLY IN RESPECT 

O
F LO

SS RESULTING
 FRO

M
 (A) APPLE’S FAILURE TO

 USE REASO
NABLE 

SKILL AND DUE CARE; (B) APPLE’S G
RO

SS NEG
LIG

ENCE, W
ILFUL 

M
ISCO

NDUCT O
R FRAUD; O

R (C) DEATH O
R PERSO

NAL INJURY.
YO

U EXPRESSLY UNDERSTAND AND AG
REE THAT APPLE AND ITS 

AFFILIATES, SUBSIDIARIES, O
FFICERS, DIRECTO

RS, EM
PLO

YEES, 
AG

ENTS, PARTNERS AND LICENSO
RS SHALL NO

T BE LIABLE TO
 YO

U FO
R 

ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CO
NSEQ

UENTIAL O
R 

EXEM
PLARY DAM

AG
ES, INCLUDING

, BUT NO
T LIM

ITED TO
, DAM

AG
ES 

FO
R LO

SS O
F PRO

FITS, G
O

O
DW

ILL, USE, DATA, CO
ST O

F PRO
CUREM

ENT 
O

F SUBSTITUTE G
O

O
DS O

R SERVICES, O
R O

THER INTANG
IBLE LO

SSES 
(EVEN IF APPLE HAS BEEN ADVISED O

F THE PO
SSIBILITY O

F SUCH 
DAM

AG
ES), RESULTING

 FRO
M

: (I) THE USE O
R INABILITY TO

 USE THE 
SERVICE (II) ANY CHANG

ES M
ADE TO

 THE SERVICE O
R ANY TEM

PO
RARY 

O
R PERM

ANENT CESSATIO
N O

F THE SERVICE O
R ANY PART THEREO

F; 
(III) THE UNAUTHO

RIZED ACCESS TO
 O

R ALTERATIO
N O

F YO
UR 

TRANSM
ISSIO

NS O
R DATA; (IV) THE DELETIO

N O
F, CO

RRUPTIO
N O

F, O
R 

FAILURE TO
 STO

RE AND/O
R SEND O

R RECEIVE YO
UR TRANSM

ISSIO
NS 

O
R DATA O

N O
R THRO

UG
H THE SERVICE; (V) STATEM

ENTS O
R CO

NDUCT 
O

F ANY THIRD PARTY O
N THE SERVICE; AND (VI) ANY O

THER M
ATTER 

RELATING
 TO

 THE SERVICE

To the extent perm
itted by the applicable law, 

you can't recover any (i) consequential losses 
or dam

ages; (ii) loss of actual or anticipated 
profits (whether direct or indirect); (iii) loss of 
actual or anticipated incom

e (whether direct or 
indirect); (iv) loss of contract or business or 
other losses or dam

ages arising from
 your use 

of the Services in a non-personal capacity; (v) 
special, indirect, incidental or punitive losses or 
dam

ages; and (vi) to the extent perm
itted by 

law, direct losses or dam
ages in excess of the 

caps specified in section 12(a) above. These 
lim

itations and exclusions apply if this rem
edy 

doesn't fully com
pensate you for any losses or 

fails of its essential purpose or if we knew or 
should have known about the possibility of the 
dam

ages. To the m
axim

um
 extent perm

itted by 
law, these lim

itations and exclusions apply to 
anything or any claim

s related to these Term
s, 

the Services, or the software related to the 
Services.

Business 
Liability

If you are using our Services on behalf of a 
business, that business accepts these term

s. 
It will hold harm

less and indem
nify G

oogle 
and its affiliates, officers, agents, and 
em

ployees from
 any claim

, suit or action 
arising from

 or related to the use of the 
Services or violation of these term

s, including 
any liability or expense arising from

 claim
s, 

losses, dam
ages, suits, judgm

ents, litigation 
costs and attorneys’ fees.

-
IF YO

U USE THE SERVICES FO
R ANY 

CO
M

M
ERCIAL, BUSINESS O

R RE-SALE 
PURPO

SE, DRO
PBO

X, ITS AFFILIATES, 
SUPPLIERS O

R DISTRIBUTO
RS W

ILL HAVE NO
 

LIABILITY TO
 YO

U FO
R ANY LO

SS O
F PRO

FIT, 
LO

SS O
F BUSINESS, BUSINESS 

INTERRUPTIO
N, O

R LO
SS O

F BUSINESS 
O

PPO
RTUNITY. DRO

PBO
X AND ITS AFFILIATES 

AREN'T RESPO
NSIBLE FO

R THE CO
NDUCT, 

W
HETHER O

NLINE O
R O

FFLINE, O
F ANY USER 

O
F THE SERVICES.

-
M

icrosoft is not responsible or liable for any 
failure to perform

 or delay in perform
ing its 

obligations under these Term
s to the extent that 

the failure or delay is caused by circum
stances 

beyond M
icrosoft’s reasonable control (such as 

labor disputes, acts of G
od, war or terrorist 

activity, m
alicious dam

age, accidents or 
com

pliance with any applicable law or 
governm

ent order). M
icrosoft will endeavor to 

m
inim

ize the effects of any of these events and 
to perform

 the obligations that aren’t affected.
About these 
Term

s
These term

s control the relationship between 
G

oogle and you. They do not create any third 
party beneficiary rights.

These Term
s control the relationship between O

ath 
and you. They do not create any third party 
beneficiary rights. If there is a conflict or 
inconsistency 

between 
the 

term
s 

in 
this 

docum
ent 

and 
the 

additional 
term

s 
associated with a particular Service, the 
additional term

s will control solely for that 
conflict or inconsistency.

These Term
s constitute the entire agreem

ent 
between you and Dropbox with respect to the 
subject m

atter of these Term
s, and supersede and 

replace any other prior or contem
poraneous 

agreem
ents, or term

s and conditions applicable to 
the subject m

atter of these Term
s. These Term

s 
create no third party beneficiary rights.

Claim
s M

ust Be Filed W
ithin O

ne Year. Any 
claim

 related to these Term
s or the Services 

m
ust be filed in court (or arbitration if section 

10(d) applies) within one year of the date you 
could first file the claim

, unless your local law 
requires a longer tim

e to file claim
s. If not filed 

within that tim
e, then it's perm

anently barred.

If you do not com
ply with these term

s, and we 
don’t take action right away, this doesn’t 
m

ean that we are giving up any rights that we 
m

ay have (such as taking action in the 
future).

The failure of O
ath to exercise or enforce 

      
any right or provision of these Term

s will 
not constitute a waiver of such right or 
provision. If any provision (or part of a 
provision) of these Term

s is found to be 
invalid, 

O
ath 

and 
you 

nevertheless 
agree to give effect to the intentions as 
reflected in the provision, and the other 
provisions of these Term

s rem
ain in full 

force and effect.

Dropbox's failure to enforce a provision is not a 
waiver of its right to do so later. If a provision is 
found unenforceable, the rem

aining provisions of 
the Term

s will rem
ain in full effect and an 

enforceable term
 will be substituted reflecting our 

intent as closely as possible. You m
ay not assign 

any of your rights under these Term
s, and any 

such attem
pt will be void. Dropbox m

ay assign its 
rights to any of its affiliates or subsidiaries, or to 
any successor in interest of any business 
associated with the Services.

G
oogle

O
ath (incorporating Yahoo+AO

L legacy term
s)

DropBox
Apple iCloud

M
icrosoft O

utlook & O
neDrive



Conflict 
Rules

The courts in som
e countries will not apply 

California law to som
e types of disputes. If 

you reside in one of those countries, then 
where California law is excluded from

 
applying, your country’s laws will apply to 
such disputes related to these term

s. 
O

therwise, you agree that the laws of 
California, U.S.A., excluding California’s 
choice of law rules, will apply to any disputes 
arising out of or relating to these term

s or the 
Services. Sim

ilarly, if the courts in your 
country will not perm

it you to consent to the 
jurisdiction and venue of the courts in Santa 
Clara County, California, U.S.A., then your 
local jurisdiction and venue will apply to such 
disputes related to these term

s. O
therwise, all 

claim
s arising out of or relating to these term

s 
or the services will be litigated exclusively in 
the federal or state courts of Santa Clara 
County, California, USA, and you and G

oogle 
consent to personal jurisdiction in those 
courts.

Entire Agreem
ent. The TO

S constitutes the entire 
agreem

ent between you and Yahoo and governs 
your use of the Yahoo Services, superseding any 
prior version of this TO

S between you and Yahoo 
with respect to the Yahoo Services. You also m

ay be 
subject to additional term

s and conditions that m
ay 

apply when you use or purchase certain other Yahoo 
services, affiliate services, third-party content or 
third-party software. Choice of Law and Forum

. You 
and Yahoo each agree that the TO

S and the 
relationship between the parties shall be governed 
by the laws of the State of California without regard 
to its conflict of law provisions and that any and all 
claim

s, causes of action or disputes (regardless of 
theory) arising out of or relating to the TO

S, or the 
relationship between you and Yahoo, shall be 
brought exclusively in the courts located in the 
county of Santa Clara, California or the U.S. District 
Court for the Northern District of California. You and 
Yahoo agree to subm

it to the personal jurisdiction of 
the courts located within the county of Santa Clara, 
California or the Northern District of California, and 
agree to waive any and all objections to the exercise 
of jurisdiction over the parties by such courts and to 
venue in such courts. W

aiver and Severability of 
Term

s. The failure of Yahoo to exercise or enforce 
any right or provision of the TO

S shall not constitute 
a waiver of such right or provision. If any provision of 
the TO

S is found by a court of com
petent jurisdiction 

to be invalid, the parties nevertheless agree that the 
court should endeavor to give effect to the parties' 
intentions as reflected in the provision, and the other 
provisions of the TO

S rem
ain in full force and effect.

Let's Try To Sort Things O
ut First. W

e want to 
address your concerns without needing a form

al 
legal case. Before filing a claim

 against Dropbox, 
you agree to try to resolve the dispute inform

ally by 
contacting dispute-notice@

dropbox.com
. W

e'll try 
to resolve the dispute inform

ally by contacting you 
via em

ail. If a dispute is not resolved within 15 
days of subm

ission, you or Dropbox m
ay bring a 

form
al proceeding. Judicial forum

 for disputes. You 
and Dropbox agree that any judicial proceeding to 
resolve claim

s relating to these Term
s or the 

Services will be brought in the federal or state 
courts of San Francisco County, California, subject 
to the m

andatory arbitration provisions below. Both 
you and Dropbox consent to venue and personal 
jurisdiction in such courts. If you reside in a country 
(for exam

ple, European Union m
em

ber states) with 
laws that give consum

ers the right to bring 
disputes in their local courts, this paragraph 
doesn't affect those requirem

ents. These Term
s 

will be governed by California law except for its 
conflicts of laws principles. However, som

e 
countries (including those in the European Union) 
have laws that require agreem

ents to be governed 
by the local laws of the consum

er's country. This 
paragraph doesn't override those laws.

Except to the extent expressly provided in the following paragraph, this 
Agreem

ent and the relationship between you and Apple shall be 
governed by the laws of the State of California, excluding its conflicts of 
law provisions. You and Apple agree to subm

it to the personal and 
exclusive jurisdiction of the courts located within the county of Santa 
Clara, California, to resolve any dispute or claim

 arising from
 this 

Agreem
ent. If (a) you are not a U.S. citizen; (b) you do not reside in the 

U.S.; (c) you are not accessing the Service from
 the U.S.; and (d) you are 

a citizen of one of the countries identified below, you hereby agree that 
any dispute or claim

 arising from
 this Agreem

ent shall be governed by 
the applicable law set forth below, without regard to any conflict of law 
provisions, and you hereby irrevocably subm

it to the non-exclusive 
jurisdiction of the courts located in the state, province or country 
identified below whose law governs:
If you are a citizen of any European Union country or Switzerland, 
Norway or Iceland, the governing law and forum

 shall be the laws and 
courts of your usual place of residence.
Specifically excluded from

 application to this Agreem
ent is that law 

known as the United Nations Convention on the International Sale of 
G

oods.

Asia or the South Pacific, unless your country is specifically 
called out below. If you live in (or, if a business, your principal 
place 

of 
business 

is 
in) Asia 

(except 
China, 

Japan, 
the 

Republic of Korea, or Taiwan) or the South Pacific, and you are 
using free portions of the Services (such as Bing and M

SN), 
you are contracting with M

icrosoft Corporation, O
ne M

icrosoft 
W

ay, Redm
ond, W

A 98052, U.S.A. If you paid to use a portion 
of the Services, or are using the free O

utlook.com
 service in 

Singapore or Hong Kong, you are contracting with M
icrosoft 

Regional Sales Corp., a corporation organized under the laws 
of the State of Nevada, U.S.A., with branches in Singapore and 
Hong Kong, having its principal place of business at 438B 
Alexandra Road, #04-09/12, Block B, Alexandra Technopark, 
Singapore, 119968; provided, that if you live in (or, if a 
business, your principal place of business is in) Australia, you 
are contracting with M

icrosoft Pty Ltd, 1 Epping Road, North 
Ryde, NSW

 2113, Australia and if you live in (or, if a business, 
your principal place of business is in) New Zealand, you are 
contracting with M

icrosoft New Zealand Lim
ited, Level 5, 22 

Viaduct Harbour Avenue, PO
 Box 8070 Sym

onds Street, 
Auckland, 1150 New Zealand. For free and paid Services, 
W

ashington State law governs the interpretation of these Term
s 

and claim
s for their breach, regardless of conflict of laws 

principles. The laws of the country to which we direct your 
Services 

govern 
all 

other 
claim

s 
(including 

consum
er 

protection, unfair com
petition, and tort claim

s). Any dispute 
arising out of or in connection with these Term

s or the Services 
besides 

Skype, 
including 

any 
question 

regarding 
their 

existence, validity, or term
ination, will be referred to and finally 

resolved by arbitration in Singapore in accordance with the 
Arbitration Rules of the Singapore International Arbitration 
Center (SIAC), which rules are deem

ed to be incorporated by 
reference into this clause. The Tribunal will consist of one 
arbitrator to be appointed by the President of SIAC. The 
language of arbitration will be English. The decision of the 
arbitrator will be final, binding, and incontestable, and it m

ay be 
used as a basis for judgm

ent in any country or region.
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