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DEDICATION 

“For my thoughts are not your thoughts, neither are your ways my ways,” 
declares the Lord. As the heavens are higher than the earth, so are my ways 

higher than your ways, and my thoughts than your thoughts.” 
 Isaiah 55:8-9 NIV 

 
  



Abstract 
 

 Technological innovations propelled by the market for Big Data 
have undeniably improved the society’s quality of life from 
healthcare, transportation, security and education. Nonetheless, these 
advancements have risked individual liberties at the cost of economic 
prosperity. For data-driven enterprises such as Facebook, the recent 
scandal with Cambridge Analytica has raised the following 
questions: 1) is user consent sufficient to protect the exploitation of 
personal data? 2) to what extent can the market for Big Data regulate 
itself to protect personal data? and 3) how can data-driven 
enterprises be held accountable for violating individual liberties in 
the offline world?  
 

To address these questions, the study shall discuss the nature 
and legal framework of the right to personal data protection vis-à-vis 
the right to privacy in order to differentiate enforcing rights online 
from the offline world. Further, the study shall explore the 
connection between the right to personal data protection and the 
market competition for Big Data. The discussion shall highlight the 
legal issues encountered in protecting personal data. Based on the 
analysis, the study proposes to integrate the right to personal data 
protection as a market factor to regulate the market for Big Data.   
  



Outline 
 

 Chapter I will provide an overview of the study. It begins by 
placing the study in the context of the digital age and society’s 
increasing dependence to devices connected to the Internet. Amidst 
its economic benefits, this chapter places the spotlight on data 
protection concerns raised by the Facebook leak with Cambridge 
Analytica.   
 

 Chapter II shall present the individual liberties being placed at 
risk in the market for Big Data. The chapter identifies the knowledge 
gap in applying the traditional notion of the right to privacy to data 
protection concerns by differentiating the traditional concept of the 
right to privacy and the right to personal data protection. With a 
deeper understanding of the right to personal protection, Chapter III 
shall examine how competition law regulates the market for Big Data 
and determine its implications to enforcing the right to personal data 
protection.  
 

Lastly, Chapter IV shall provide a legal analysis of the relevant 
literature. This chapter uncovers that the right to personal data 
protection is discussed in a vacuum without considering its 
importance as a factor in regulating competition. The study presents 
the potential advantages of including the right to personal data 
protection as a factor in evaluating the quality of a service or as a 
factor in determining whether dominant competitors have abused 
their position in the market for Big Data.  
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I. INTRODUCTION 

 

A.  BACKGROUND  

 
During the last stretch of the Second World War, former United 

States President Franklin D. Roosevelt delivered a message of hope 
that ultimately shaped the draft of the 1948 Universal Declaration of 
Human Rights (UDHR):  
 

“True individual freedom cannot exist without economic security 
and independence. ‘Necessitous men are not free men’.”1 

 
In his speech, Roosevelt included a list of economic and social rights, 
which was informally sent by the American Law Institute to the 
drafters of the UDHR, without formal endorsement.2 The proposal 
faced strong resistance, including the United States delegation led by 
President Roosevelt’s wife herself, Mrs. Eleanor Roosevelt who 
warned of the danger of State intervention in the economy.3 This 
marked the beginning of the circuitous debate on whether economic 
rights should stand on equal footing as civic and political rights.  
 

 For the advocates of the superiority of civil and political rights, 
the pursuit of economic rights requires “progressive realization”.4 
Unlike civil and political rights, economic rights cannot be 
immediately attained. Instead, the pursuit for economic rights 
requires positive action from the State, 5 clashing with the ideal laissez 
faire economy and providing “an excuse to downgrade the 

 
1  PHILIP ALSTON AND RYAN GOODMAN, INTERNATIONAL HUMAN RIGHTS: THE 

SUCCESSOR TO INTERNATIONAL HUMAN RIGHTS IN CONTEXT: LAW, POLITICS AND 

MORALS (2013) at p. 80 [Alston]. 
2 Ibid. 
3 Ibid. 
4 Id at p. 285; Committee on Economic, Social and Cultural Rights, General Comment No. 3, 

Human Rights Treaty Bodies UN Doc. E/1991/23, Annex III (1990) 
5 Alston at p. 281; Annotations on the Text of the Draft International Covenants on Human 

Rights, UN Doc. A/2929 (1955) at 7 
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importance of civil and political rights.”6 Instead, retired Chief Justice 
Artemio V. Panganiban contends that “liberty and prosperity must 
always go together; one is useless without the other.” 7  This 
philosophy presents a legal and practical challenge: to pursue 
prosperity and liberty simultaneously.  
 

The phenomenon of Big Data presents an unparalleled 
opportunity to overcome this challenge. Dubbed as the “new oil”, the 
emergence of the digital economy and the resulting improvement in 
the standard of living has been heralded as the Industrial Revolution 
4.0. 8  Recognizing this, Wolfgang Fengler, World Bank lead 
economist, created the World Poverty Clock. Using Big Data and 
predictive analytic software, the clock monitors and projects the 
world’s collective progress in achieving sustainable development 
goals in real-time.9 The clock was able to trace nuances such as the 
fact that Nigeria is now the most impoverished country in the world 
despite being the largest oil-producer in Africa.10  
 

 In addition, the analysis of Big Data has sparked the fintech 
revolution, which has fostered financial inclusion for the unbanked 
and low-income sector of the population in Asia. According to the 
World Bank, financial inclusion of the unbanked sector promotes 
economic rights: 

 
6 Alston supra note 1. 
7 Artemio V. Panganiban, Safeguard Liberty, Conquer Poverty, Share Prosperity (Part Three — for the 

Business Community), 4th Integrity Summit with the Makati Business Club and the 
European Chamber of Commerce and Industry, at Dusit Thani Hotel, Makati City, 
https://cjpanganiban.com/2014/09/19/safeguard-liberty-conquer-poverty-share-
prosperity-part-three-for- the-business-community/ (last visited 15 May 2019) 

8  European Union Agency for Fundamental Human Rights, Handbook on European Data 
Protection Law 2018 Edition available at 
http://fra.europa.eu/en/publication/2018/handbook-european-data-protection-law 
Accessed August 1, 2018 at p. 80 [Handbook] 

9 Vanessa Bates Ramirez, The Most Valuable Tool for Ending Poverty? Data, The Singularity 
Hub, https://singularityhub.com/2018/08/30/the-most-valuable-tool-for-ending-
poverty-data/ (last visited 15 May 2019) 

10  Bukola Adebayo, Nigeria Overtakes India in Extreme Poverty Ranking CNN, June 26, 2018 
https://edition.cnn.com/2018/06/26/africa/nigeria-overtakes-india-extreme-poverty-
intl/index.html (last visited 15 May 2019) 
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“As accountholders, people are more likely to use other financial 
services, such as credit and insurance, start and expand businesses, 
invest in education or health, manage risk and weather financial 
shocks, all of which can improve the overall quality of their lives.”11  

 
Through access to non-traditional financial institutions, low-income 
groups are able to enjoy economic prosperity and expand self-
autonomy simultaneously.  
 

 The success of the digital economy hinges on access to personal 
data. Personal data is sourced from human activity and when 
processed, it indicates or predicts aspects of a natural person’s 
identity such as the following:  
 

“performance at work, economic situation, health, personal 
preferences or interests, reliability or behaviour, location or 

movements.”12  
 

It is collected by personal devices such as laptops and mobile phones 
connected to the Internet or external devices such as surveillance 
cameras, ATM machines, and stoplights which contain sensory 
features such as cameras, microphones and touch through which an 
individual’s thumbprint, face and voice may be identified.13 Implicit 
in the collection process is the trust reposed to the holder of such data 
as a fiduciary.14 According to Alibaba founder, Jack Ma, the main 
challenge of digitizing payments is building and fostering trust 
between the service provider and the customer.15  

 
11 Sven Harten, Big Data for Financial Inclusion, 

https://olc.worldbank.org/system/files/WBG_BD_CS_FinancialInclusion.pdf (last 
visited 15 May 2019) 

12 Handbook supra note 8 at p. 233 
13 Id. at p. 350 
14 Balkin, Jack M., Information Fiduciaries and the First Amendment, 49 UC Davis Law Review 1183 

(April 2016) 
15 Emerge85, Alipay: A Chinese Conglomerate’s Bid to Own Your Wallet, 

https://medium.com/emerge85/alipay-a-chinese-conglomerates-bid-to-own-your-wallet-
ebaf5ab75398 (last visited 15 May 2019) 
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However, the recent Facebook data scandal would indicate 
otherwise. Before launching Facebook to the public in 2006, nineteen-
year old Mark Zuckerberg jokingly quipped that Harvard students 
trusted him with their personal data:  

 
“Zuckerberg: ‘Yeah so if you ever need info about anyone at 
Harvard, just ask. I have over 4,000 emails, pictures, addresses, 
SNS.’ 
Friend: ‘What? How’d you manage that one?’ 
Zuckerberg: ‘People just submitted it. I don’t know why. They 
‘trust me’. Dumb f*cks!’”16  

 
With the user’s trust at the center of its business model to gain profit, 
2.23 billion Facebook users have shared personal data and such data 
has been sold to buyers in the market for Big Data.17  
 

According to a report submitted to the United Nations Working 
Group on Business and Human Rights, the user’s consent does not 
satisfy the legal standard for the right to personal data protection.18 
At the forefront of the advocacy is the European Union with the 
implementation of the General Data Protection Regulation (GDPR) 
last May 25, 2018. Espousing the principle of interdependence 

 
16 Nicholas Carlson, Embarrassing And Damaging" Zuckerberg IMs Confirmed By Zuckerberg, 

The New Yorker, September 13, 2010, http://www.businessinsider.com/embarrassing-
and-damaging-zuckerberg-ims-confirmed-by-zuckerberg-the-new-yorker-2010-9 (last 
visited 24 June 2018); Andrew Orlowski, Facebook founder called trusting users dumb 
f*cks, The Register, 14 May 2010, 
https://www.theregister.co.uk/2010/05/14/facebook_trust_dumb/ (last visited 24 June 
2018). 

17 Statista, Leading countries based on number of Facebook users as of April 2018 (in millions), 
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-
facebook-users/ (last visited 24 June 2018) [Statista]. 

18  Human Rights, Big Data and Technology Project and Essex Business and Human Rights 
Project, Submission by the Human Rights, Big Data and Technology Project (‘HRBDT’) and 
the Essex Business and Human Rights Project (‘EBHR’) to the UN Working Group on 
Business and Human Rights (‘UNWG’) for the consultation process to inform its 2018 
Report to the UN General Assembly 
https://www.ohchr.org/Documents/Issues/Business/WGSUbmissions/2018/Essex.pdf 
Accessed at May 15, 2019 
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between economic rights and civil and political rights, the GDPR 
seeks to nurture economic prosperity in the digital age while 
simultaneously recognizing the threat it poses to freedom and 
privacy by seeking to address the imbalance between corporate 
business interests and individual privacy:  

 
“One of the key considerations of European data protection law is 
to provide individuals with more control over their personal data. 
Especially in the digital age, there is an imbalance between the 
power of business entities that process and have access to vast 
amounts of personal data and the power of the individuals to 
whom those personal data belong to control their information.”19  

 

B. RESEARCH QUESTION AND THESIS STATEMENT 

  
With this growing imbalance between enjoying economic prosperity 
and the legal dilemma of protecting the right to personal data 
protection, the study poses the following question:  

 
To what extent can data-driven enterprises be made 

accountable for violating the right to personal data protection? 
 

The author submits the following hypothesis:  
To hold data-driven enterprises accountable, the violation of 

the right to personal data protection must be considered as 
anticompetitive conduct in competition law. 

 

C. OBJECTIVES 

In the course of the research, this paper aims to achieve the 
following: 

1) To distinguish between the right to privacy and the right to 
personal data protection;  

 
19 Handbook supra note 8 at p. 79 
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2) To determine the relevance of the right to personal data 
protection in the market for Big Data; 

3) To determine the legal obstacles in enforcing the right to 
personal data protection;  

4) To identify the market forces which influence competitors in 
market for Big Data;  

5) To determine the legal obstacles in enforcing the right to 
personal data protection in competition law. 

 

D. SIGNIFICANCE 
 
 In the discourse on liberty and prosperity, the discussion on the 
right to personal data protection presents a novel legal framework to 
protect individual liberties online. From a practical perspective, the 
study recognizes the significant contribution and potential of using 
Big Data in the progressive realization of economic prosperity with 
limited resources. In determining the extent to which data driven 
enterprises offering can be held accountable, the study seeks to find 
the balance between nurturing economic prosperity in the digital age 
without infringing on the right to personal data protection. 
 

E. RESEARCH METHODOLOGY 

 
The following sources and research methods shall be employed 

to achieve the above-mentioned objectives: 

1) Examine court decisions and merger reviews decided by the 
European Commission on Human Rights (ECHR), US Supreme 
Court, US Federal Trade Commission (FTC) and the European 
Commission (Commission); 

2) Survey the existing laws relating to the right to privacy and 
right to personal data protection; and 

3) Conduct a comparative legal analysis of the relevant laws and 
cases.  
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F. SCOPE AND LIMITATION 
 
 The study shall focus on analyzing two individual rights in 
relation to economic prosperity: the right to privacy and the right to 
personal data protection. The study shall not delve into the impact of 
online services to other fundamental rights such as freedom of 
expression. Furthermore, the study will not delve into content related 
to freedom of expression or opinion but on Big Data related to 
aspects of natural person’s identity.  
 

G. DEFINITION OF TERMS 

 For purposes of clarity and brevity, the study adopts the 
definitions provided by the GDPR of the European Parliament and 
the Council of the European Union: 
 

1) “Personal Data means any information relating to an identified or 
identifiable natural person (‘data subject’);   

2) Processing means any operation or set of operations which is 
performed on personal data or on sets of personal data, whether or not 
by automated means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction  

3) Consent of the data subject means any freely given, specific, informed 
and unambiguous indication of the data subject's wishes by which he 
or she, by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him or her;  

4) Controller means the natural or legal person, public authority, agency 
or other body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data;   

5) Processor means a natural or legal person, public authority, agency or 
other body which processes personal data on behalf of the controller; 
and  

6) Third party means a natural or legal person, public authority, agency or 
body other than the data subject, controller, processor and persons 
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who, under the direct authority of the controller or processor, are 
authorized to process personal data.”20   

 
20 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 On 

the Protection of Natural Persons with Regard to the Processing of Personal Data and on 
the Free Movement of Such Data and Repealing Directive 95/46/EC (General Data 
Protection Regulation), Official Journal of the European Union, L 119/1-88, 4/5/2016, 
Article 4 [GDPR] 



 9 

II. RIGHT TO PRIVACY AND RIGHT TO PERSONAL DATA 
PROTECTION 

 
A. RIGHT TO PRIVACY AND LIBERTY 

 
1. Liberty of Privacy 

 
Based on the common law principle that “a man’s house is his 

castle”21, the right to privacy is an inherent right that was initially 
invoked from the fourth amendment of the United States 
Constitution.22 The amendment states: 

 
"The right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, 
shall not be violated."23 

 
In Judge Thomas Cooley’s “A Treatise on the Law of Torts” of 1880, 
he emphasized that the main purpose of the provision is “to make 
sacred the privacy of the citizen’s dwelling and person against 
everything but process.”24 Beyond protection from bodily harm or 
against unreasonable searches and seizures, the common law notion 
included liberty of privacy:  
 

“Liberty includes the right to live as one will, so long as that will 
does not interfere with the rights of another or of the public. One 
may desire to live a life of seclusion; another may desire to live a 
life of publicity; still another may wish to live a life of privacy as to 
certain matters and of publicity as to others.”25  

 

 The adoption of such an approach resulted in the development 
of privacy in tort law. Within this framework, the invasion of one’s 

 
21 Irwin R. Kramer, The Birth of Privacy Law: A Century Since Warren and Brandeis, 39 Cath. U. 

L. Rev. 703 (1990) [Kramer]. 
22 Ibid. 
23 U.S. Const., amendment XIV. 
24 Weimer v. Bunbury, 30 Mich. 201, 208 (Mich. 1874). 
25 Pavesich v. New England Life Insurance Co. et. al, 122 Ga. 90 (1905) [Pavesich]. 
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privacy was considered as a legal wrong or injury from which relief 
may be claimed based on the premise that “if the law authorizes a 
recovery of damages for wounded feelings in other torts of a similar 
nature, such damages would be recoverable in an action for a 
violation of this right.”26  

 

In Manola v. Stevens decided by the Supreme Court of New 
York in 1890, the court granted a permanent injunction to restrain the 
defendant from using a photograph that was taken of the plaintiff 
who was a Broadway actress without her consent.27  Similarly, in 
Schuyler v. Curtis decided by the Supreme Court of New York in 1892, 
the court granted an injunction to restrain the public exhibition of a 
statute of a deceased person considering the embarrassment and 
disgrace that the relatives would experience and that such act would 
have been libelous to the deceased.28 The Pavesich case cemented the 
invasion of privacy in tort law when it ruled that the publication of 
picture without the person’s consent violates such right.29  
 

 The development of the right to privacy also sprung from the 
failure of libel cases to reconcile the absolute defense of the truth of 
the contents of a publication and the violation of the individual’s 
privacy even if the matters published were true.30 According to the 
observation of Warren and Brandeis in the Harvard Law Review 
article that called for the express recognition of the right to privacy, 
technological innovations such as the printing press and cameras, 
threatened such right: “what is whispered in the closet shall be 
proclaimed in the house-tops."31 Warren and Brandeis emphasized 
that in slander and libel cases, the courts ignored wounded feelings 
and the moral damages caused by the publication of private matters 

 
26 Ibid. 
27 Kramer, supra note 21.  
28 Schuyler v. Curtis, 148 NY 754 (1896). 
29 Kramer, supra note 21.  
30 Pavesich, supra note 25. 
31 Samuel D. Warren and Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890). 
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even if it were true. Consequently, the plaintiff was barred from 
obtaining relief from the invasion of his privacy if the matters 
published were true.32  
 

 In support of Warren and Brandeis, the Pavesich case contended 
that right of privacy should impose a limitation to exercising the 
freedom of speech and of the press when it constitutes a legal 
wrong.33 Hence, the truth may be recognized as a valid defense in 
libel cases. However, it does not completely absolve the defendant 
from the consequent damage of violating privacy rights.34 Therefore, 
the delicate balance between both rights must be maintained.35  
 

 Lastly, the notion of liberty of privacy also served as a 
springboard for the development of decisional privacy or the 
individual right to make personal decisions without external 
government influence. The cases that grew from this notion provided 
a philosophical perspective on the importance of such right. In Union 
Pacific Railway v. Botsford decided by the US Supreme Court in 1891, 
Justice Horace Gray affirmed the lower court’s decision to deny the 
respondent’s request to compel the plaintiff to undergo surgical 
examination to determine her injuries without her consent based on 
the right to privacy.36 From a philosophical perspective, Justice Gray 
emphasized the importance of privacy in developing one’s 
personality:  
 

“No right is held more sacred or is more carefully guarded by the 
common law than the right of every individual to the possession 
and control of his own person, free from all restraint or interference 
of others unless by clear and unquestionable authority of law.” 

 

 
32 Kramer, supra note 21.  
33 Pavesich, supra note 25.  
34 Ibid.  
35 Ibid. 
36 Union Pacific Railway Co. v. Botsford, 141 U.S. 250 (1891). 
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Through the space to think freely, freedom of expression, 
peaceful assembly and association and access to information bear 
fruit. 37  UN Special Rapporteur Joseph Cannataci identifies these 
rights as the “tripod of enabling rights”.38 Thus, the protection of the 
right to privacy safeguards the process of formulating one’s identity 
and how one chooses to relate himself to others in the society: “our 
personhood must remain inviolate: that is what privacy protects; that 
is its principle.”39  
 

The philosophical connection of the right to privacy and 
freedom from the external government intervention served as the 
main theme of several cases in the US. Primarily, in Griswold v. 
Connecticut decided by the US Supreme Court in 1965, the right to 
privacy was described metaphorically as being “penumbral” or 
peripheral to the rights specified in the constitution such as freedom 
of speech, freedom of religion and freedom of the press.40 In Griswold, 
the right to privacy was invoked to protect marital life from 
government intervention.41 The Court reversed the conviction of a 
licensed physician and medical doctor for prescribing contraceptives 
to a married couple for the purpose of preventing conception. 42 
Justice Douglas emphasized that the right to privacy protects the 
freedom to make marital decisions without government 
intervention.43  
 

Similarly, the right to privacy protected the individual liberty of 
parents to decide how to raise their children without government 
intervention. In Pierce vs. Society of Sisters, an Oregon statute required 

 
37  Human Rights Council, Report of the Special Rapporteur on the Right to Privacy, 

A/HRC/37/62 (28 February 2018). 
38  Human Rights Council, Report of the Special Rapporteur on the Right to Privacy, 

A/HRC/31/64 (8 March 2016). 
39  Jed Rubenfeld, e-Right of Privacy, Faculty Scholarship Series paper 1569 available at 

http://digitalcommons.law.yale.edu/fss_papers/1569 Accessed August 14, 2018. 
40 Griswold v. Connecticut, 381 U.S. 479 (1965) 
41 Ibid. 
42 Ibid. 
43 Ibid. 
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children to attend public school and the law was challenged by 
private school owners.44 The Court explained that the right to privacy 
protects the liberty of parents to make decisions in the interest of 
their children. Adopting the same approach, the right to privacy was 
used to protect the individual decision to marry and who to love. In 
Loving v. Virginia decided by the US Supreme Court in 1967, the right 
to privacy was invoked to challenge the constitutionality of a law 
prohibiting interracial marriage.45  
 

a. Philippine Case Law 
 

Liberty of privacy in the form of decisional privacy also 
influenced the Philippine legal system. The judicial branch also 
adopted the Griswold case in Morfe v. Mutuc. 46  Citing Professor 
Emerson, Justice Enrique Fernando explained that the right to 
privacy protects individual dignity from forces, which intrude into 
one’s private life such as the government and technology. 

 

In Ople v. Torres, Justice Reynato Puno also adopted the same 
rhetoric in Griswold to invalidate Administrative Order No. 308 or the 
Adoption of a National Computerized Identification Reference 
System. Justice Puno anticipated the potential harm of collecting 
biometric data or even personal data into a single collective data 
repository without any proper safeguards:  
 

“The ability of a sophisticated data center to generate a 
comprehensive cradletograve dossier on an individual and 
transmit it over a national network is one of the most graphic 
threats of the computer revolution…Once extracted, the 
information is putty in the hands of any person. The end of privacy 
begins.”47  

 
44 Pierce v. Society of Sisters, 268 U.S. 510 (1925) [Pierce]. 
45 Loving v. Virginia, 388 U.S. 1 (1967). 
46 Morfe v. Mutuc, G.R. No. L-20387, January 31, 1968, 22 SCRA 424 (1968). 
47 Ople v. Torres [Supreme Court] G.R. No. 127685, July 23, 1998, available at 

www.sc.judiciary.gov.ph, August 20, 2018.  
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Likewise, in the concurring opinion of Justice Francis Jardeleza in 
Cadiz v. Brent, he echoed the same rhetoric by arguing that a woman’s 
freedom to choose to marry and raise a child out of wedlock without 
government intrusion is protected by the right to privacy. 48 
Decisional privacy was also discussed in comparison with the notion 
of informational privacy in the case of Disini v. Secretary of Justice 
decided by the Philippine Supreme Court in 2014 by Justice Roberto 
Abad , one of the provisions which allowed the government to collect 
real-time traffic data of internet users with due cause was rendered 
unconstitutional for violating informational privacy. Justice Abad 
recognized that informational privacy is composed of 2 aspects: 1) the 
right to non-disclosure of private information and 2) protection 
against government surveillance and interference.49   
 

b. EU Case Law  
 

At the outset, the right to privacy was expressly stated as a 
fundamental right in Europe. Article 8 of the European Convention 
provides for the right to privacy: 
 

"1. Everyone has the right to respect for his private and family life, 
his home and his correspondence. 
 
2. There shall be no interference by a public authority with the 
exercise of this right except such as is in accordance with the law 
and is necessary in a democratic society in the interests of national 
security, public safety or the economic well-being of the country, 
for the prevention of disorder or crime, for the protection of health 
or morals, or for the protection of the rights and freedoms of 
others."50 

 

 
48 Cadiz v. Brent, G.R. No. 187417, February 24, 2016 (Jardeleza, J., Concurring Opinion). 
49 Disini v. Secretary of Justice, [Supreme Court] G.R. No. 203335, February 11, 2014 available at 

www.sc.judiciary.gov.ph, January 29, 2019. 
50  Council of Europe, Convention for the Protection of Human Rights and Fundamental 

Freedoms, United Nations Treaty Series 213 p. 221, 04/11/1950, Article 8. 
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With an express provision, Article 8 has been invoked in numerous 
cases spanning from family life 51 , education 52 , gender identity 53 , 
sexual activities 54  and euthanasia 55 . A survey of these cases also 
illustrate that the right to privacy cultivates more freedom. Similar to 
the cases adopting decisional privacy, these cases also focus on 
whether government intervention in private decisions was unlawful.  
 

The right to privacy was first invoked in the Belgian Linguistics 
case, in which a minority group of French-speaking parents 
challenged the validity of legislation that segregated educational 
language based on whether a region is unilingual or bilingual.56 The 
European Court of Human Rights (ECHR) recognized that laws 
governing the right to education infringes on the right to privacy if it 
causes “ grave disturbances in private or family life”.57  
 

B. RIGHT TO PERSONAL DATA PROTECTION 
 

1. In Relation to the Liberty of Privacy 
 

In international law, the right to personal data protection was 
not expressly provided in the UDHR or in the ICCPR. Nonetheless, 
the interpretation of Article 12 of the UDHR and Article 17 of the 
ICCPR indicate that personal data protection is subsumed under the 
right to privacy. In the absence of an express provision, General 
Comment 16 described the right to personal data protection in 
relation to the right to privacy in this manner:  

 
51 Evans v. United Kingdom, Application no 6399/05 (2006). 
52 Case “Relating to Certain Aspects of the Laws on the Use of Languages in Education in 

Belgium” v. Belgium, Application no 1474/62; 1677/62; 1691/62; 1769/63; 
1994/63; 2126/64 (1968) at para.21. 

53 X v. Germany, Application 6699/74 (1977). 
54 Dudgeon v. United Kingdom, Application no 7525/76 (1981). 
55 Pretty v. United Kingdom, Application no 2346/02 (2002). 
56 Case “Relating to Certain Aspects of the Laws on the Use of Languages in Education in Belgium” v. 

Belgium, Application no 1474/62; 1677/62; 1691/62; 1769/63; 1994/63; 2126/64 (1968) 
[Belgian Linguistics]. 

57 Ibid. 
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“In order to have the most effective protection of his private life, 
every individual should have the right to ascertain in an intelligible 
form, whether, and if so, what personal data is stored in automatic 
data files, and for what purposes. Every individual should also be 
able to ascertain which public authorities or private individuals or 
bodies control or may control their files.”58  

 

Within the international community, the right to personal data 
protection initially developed as a response to the conduct of 
government surveillance and mass collection of personal data. In UN 
Resolution 68/167 passed last December 2013, the General Assembly 
initiated a movement to protect and promote rights originally 
established offline, in the digital world.59 According to the report of 
the UN High Commissioner for Human Rights (UNHCHR), social 
media platforms have incidentally facilitated the ability of 
governments to conduct mass surveillance as the society becomes 
increasingly dependent on such technology in their daily life.60 The 
report expressed serious concerns on the consumer’s level of 
awareness about the true extent of how personal data is processed 
and whether it was completely anonymous: “a reality of big data is 
that once data is collected, it can be very difficult to keep 
anonymous.” 61  Innovations are focused on improving data 
processing rather than enhancing privacy safeguards in the business 
of big data.62 Even if the data collected was not used, the report 
explained that the mere storage poses a potential harm to the right to 
privacy.63  Furthermore, the mere possibility of collecting personal 

 
58 Human Rights Committee, General Comment 16, Human Rights Treaty Bodies U.N. Doc. 

HRI/GEN/1Rev.1 at 21 (1994) at para. 10 [General Comment 16].  
59 UN General Assembly, Resolution adopted by the General Assembly The Right to Privacy in 

the Digital Age, A/RES/68/167 (21 January 2014). 
60 Human Rights Council, Report of the Office of the United Nations High Commissioner for 

Human Rights: The Right to Privacy in the Digital Age, A/HRC/27/37 (30 June 2014) at 
para. 2. 

61 Ibid at para. 18. 
62 Ibid. 
63 Ibid. 
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data creates a “potential chilling effect on rights, including those to 
free expression and association.64 
 

 Thus, at the international level, the right to personal data 
protection referred to a branch of related rights to protect one’s 
privacy online. It generally referred to maintaining control over one’s 
personal data and systemic protection from arbitrary or unlawful 
surveillance. In contrast to the traditional notion of the right to 
privacy, the right to personal data protection seeks to protect one’s 
anonymity in the online world and to enable a person to control how 
such data is processed by those to whom it is voluntarily shared. 
 

In contrast, the right to personal data protection developed as a 
distinct and separate right from the right to privacy in the European 
Union (EU). Unlike the UN, the EU legal framework on personal data 
protection established that not all violations of the right to personal 
data protection violated the right to privacy:  

 
“Data protection concerns all kinds of personal data and data 
processing, irrespective of the relationship and impact on 
privacy.”65  

 
Further, the application of the rules on data protection does not 
require a prior violation of the right to privacy.66 Within the EU, data 
protection applies from “any operation involving the processing of 
data”.67  Thus, the right to personal data protection can be solely 
invoked without the need to establish any violation of the right to 
privacy.  
 

 
64 Id. at para. 20. 
65 Handbook supra note 8 at p. 18. 
66 Ibid. 
67 Ibid. 
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 As a separate and distinct right, the right to personal data 
protection is expressly provided under Article 8 of the Charter of 
Fundamental Rights of the EU (Charter):  

 
“1. Everyone has the right to the protection of personal data 
concerning him or her.  
 
2. Such data must be processed fairly for specified purposes 
and on the basis of the consent of the  person concerned or 
some other legitimate basis laid down by law. Everyone has the 
right of access to data, which has been collected concerning him 
or her, and the right to have it rectified. 
 
3. Compliance with these rules shall be subject to control by an 
independent authority.”68  

 
Article 8(1) establishes that the right to personal data protection is a 
fundamental human right.69 Article 8(2) refers to related rights under 
the right to personal data protection such as the right to be informed 
of the purpose of processing personal data, the right to object to the 
use of personal data, right to access one’s own personal data and 
right to rectify or correct one’s own personal data.70 Lastly, Article 
8(3) requires Member States to install an independent oversight 
mechanism to monitor data protection regulation.71  
 

 The principles laid out in Article 8 were based on the principles 
long established under Convention 108 of the Council of Europe and 
the Data Protection Directive 95/46 by the European Union. 72 
According to the framers of the Charter, the right to personal data 
protection deserved a separate provision as it referred to a different 

 
68 Charter of the Fundamental Rights of the European Union, Official Journal of the European 

Union C 364/1, 2000C 264/01, 18/12/2000, Article 8. 
69 Ibid. 
70 Ibid. 
71 Ibid. 
72 EU Network of Independent Experts on Fundamental Rights, Commentary of the Charter of 

Fundamental Human Rights of the European Union available at 
https://sites.uclouvain.be/cridho/documents/Download.Rep/NetworkCommentaryFina
l.pdf Accessed August 7, 2017. 
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set of privacy issues:  

“…since Article 7 of the Charter on respect for private and family 
life covers a particularly wide range of issues, extending from 
private life and family life to inviolability of the home and secrecy 
of communications, the compilers of the Charter devoted a specific 
article to the protection of personal data in order to give it an 
appropriate treatment.”73  

 
Adopting the same principles, the GDPR repealed Data Protection 
Directive 95/46 when it was promulgated on May 25, 2018. 
 

2. Nature of the Right 
 

Under the EU legal framework, the right to personal data 
protection is a fundamental right that stands on equal footing with 
other fundamental rights such as the right to privacy and freedom of 
opinion and expression. In the same manner that the protection of a 
fundamental human right cannot infringe on other fundamental 
rights, the GDPR provides that the protection of personal data cannot 
infringe on other rights, including the right to privacy:  

 
“The right to the protection of personal data is not an absolute 
right; it must be considered in relation to its function in society and 
be balanced against other fundamental rights, in accordance with 
the principle of proportionality.”74  

 
In contrast, the legal framework established under international law 
describes that the protection of personal data is subsumed under the 
right to privacy not as a right that may infringe on the right to 
privacy.75  

 

 Another distinction between the right to personal data 
protection and the right to privacy is the scope of the subject matter. 

 
73 Ibid at p. 90. 
74 GDPR, supra note 20 at para. 4. 
75 General Comment 16, supra note 62. 
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The right to privacy is concerned with issues pertaining to an 
individual’s private life, family life, correspondence and individual 
decisions. In contrast, the subject matter of the right to personal data 
protection covers the protection of personal data as a response to 
technological advancements and the significant increase in the 
exchange of personal data across borders.76  
 

  Another distinct aspect is the inclusion of the element of 
consent. According to Article 6 of the GDPR, data processing is 
lawful if the data subject gave his or her consent for a specified 
purpose.77 While consent may be an element in violating the right to 
privacy, the privacy issues center on the deprivation of making a 
choice without government intrusion or the right to be let alone. In 
the Belgian Linguistics case, the minority French speaking families 
contested a law that established unilingual educational systems in 
certain regions for depriving them of the right to choose the 
educational language of their children in unilingual areas.78  They 
argued that even if they complied with the law and sent their 
children to learn in Dutch instead of French, the right to privacy in 
family life was still infringed for restricting their right to choose 
which language their children should be taught.79  
 

In comparison, the processing of personal data without the 
consent of the data subject would not necessarily deprive the person 
to make decisions without outside interference, but may still be 
considered unlawful, due to lack of consent. In the case of Rynes 
decided by the Court of Justice of the European Union, the 
installment of a video surveillance system for security purposes in 
which a portion of the public sidewalk can be seen was considered 
unlawful processing of personal data because the consent of those 

 
76 GDPR, supra note 20 at paras. 5-6, 9.  
77 Ibid at para. 6. 
78 Belgian Linguistics, supra note 56. 
79 Ibid. 
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who passed by was not obtained.80 Thus, unlawful processing due to 
lack of consent does not necessarily constitute a deprivation of the 
right to make an individual decision.   
 

Furthermore, the principles and legal standards established to 
protect personal data is a continuing requirement even if the 
processing of personal data was initially lawful for having obtained 
the consent of the data subject. According to the GDPR, processing 
personal data extends beyond the collection of data as it also involves 
the following:   
 

“‘recording, organisation, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction”81 

 
From the moment that any aspect of processing occurs, the data 
controller must comply with six main principles for the processing of 
personal data to prevent any violation to the right to personal data 
protection. These principles are stated under Article 6(1) of the 
GDPR:  
 

“Personal data shall be: 
a) processed lawfully, fairly and in a transparent manner in 

relation to the data subject (‘lawfulness, fairness and 
transparency’);   

 
b) collected for specified, explicit and legitimate purposes and not 

further processed in a manner that is incompatible with those 
purposes; further processing for archiving purposes in the 
public interest, scientific or historical research purposes or 
statistical purposes shall, in accordance with Article 89(1), not 
be considered to be incompatible with the initial purposes 
(‘purpose limitation’);   

 
c) adequate, relevant and limited to what is necessary in relation 

 
80 Rynes v. Urad Pro Ochranu Osobnich Udaju, C-212/13 (2014). 
81 GDPR, supra note 20 at Article 4(2). 
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to the purposes for which they are processed (‘data 
minimisation’);  

 
d) accurate and, where necessary, kept up to date; every 

reasonable step must be taken to ensure that personal data that 
are inaccurate, having regard to the purposes for which they are 
processed, are erased or rectified without delay (‘accuracy’);  

  
e) kept in a form which permits identification of data subjects for 

no longer than is necessary for the purposes for which the 
personal data are processed; personal data may be stored for 
longer periods insofar as the personal data will be processed 
solely for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes in 
accordance with Article 89(1) subject to implementation of the 
appropriate technical and organisational measures required by 
this Regulation in order to safeguard the rights and freedoms of 
the data subject (‘storage limitation’);  
 

f) processed in a manner that ensures appropriate security of the 
personal data, including protection against unauthorised or 
unlawful processing and against accidental loss, destruction or 
damage, using appropriate technical or organisational measures 
(‘integrity and confidentiality’).”82  

 
Each principle shall be discussed in the succeeding subsections. 

 

a. Principle of Lawfulness, Fairness and 
Transparency 

 
The principle of lawfulness in processing personal data refers to 

the requisite that any aspect or stage of processing data must be in 
accordance with the law. 83  Under Article 6 of the GDPR, the 
processing of personal data is lawful if any of the following 
conditions are present: 

 
82 Ibid at Article 6. 
83Bundeskartellamt, Competition Law and Data, available at 

https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Berichte/Big%20Data%
20Papier.pdf?_blob=publicationFile&v=2 Accessed August 8, 2018 [Bundeskartellamt]. 



 23 

 
“ a) consent of the data subject;   
b) necessity to enter a contract;   
c) a legal obligation;   
d) necessity to protect the vital interests of the data subject 

or of another person;   
e) necessity for performing a task in the public interest;   
f) necessity for the legitimate interests of the controller or a 

third party, if they are not overridden by the interests 
and rights of the data subject.”84   

 

The processing of personal data must simultaneously comply 
with the fairness principle. It refers to the obligation of the data 
controller to sufficiently inform and demonstrate to the data subject 
that the data was processed in accordance with the law.85 In K.H. and 
Others v. Slovakia, the ECHR overruled the decision of the municipal 
court, which prohibited Slovakian women from obtaining a copy of 
their full medical records, in order to prevent abuse. In reversing the 
decision, the ECHR explained that there is no abuse in accessing 
one’s own personal data and held that the prevention of abuse was 
not a sufficient compelling reason to deny access to their medical 
data.86   

 

The transparency principle requires the data controller to keep 
the data subject informed before and during the processing of 
personal data.87 Article 12 of the GDPR provides that the controller 
must explain the information in a “concise, transparent, intelligible 
and easily accessible form, using clear and plain language, in 
particular for any information addressed specifically to a child”.88 
According to the CJEU, the right to be informed of how such data is 
being processed does not necessarily require the controller to provide 
a copy of the document itself as it may comply with the principle of 

 
84 Ibid. 
85 Handbook, supra note 8.  
86 K.H. and Others v. Slovakia, Application no 32881/04 (2009). 
87 Bundeskartellamt, supra note 83.  
88 GDPR, supra note 20 at Article 12. 
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transparency by providing a summary in a form that can be plainly 
understood by the data subject.89 In this manner, the data subject can 
still review the data and exercise other related rights such as the right 
to rectify or assess the accuracy of the data recorded.90 
 

b. Principle of Purpose Limitation 
 

The principle of purpose limitation refers to two requirements: 
1) the purpose must be specific and lawful and 2) the purpose must 
be stated before the data is processed.91 The rationale behind this 
requirement is to enable the data subject to promote legal certainty in 
data processing and to enable the data subject to exercise other 
related rights to protect his or her personal data including the right to 
object under Article 21 of the GDPR.92 As a continuing requirement, 
compliance to the principle of purpose limitation also requires that 
any additional purpose for processing the same set of personal data 
must be related to the original purpose.93  
 

c. Data Minimization Principle 
  

The principle of data minimization requires that scope of data 
that is processed is limited to what is adequate and relevant to 
achieve the specific purpose.94 It also requires that the processing 
does not violate other fundamental rights. 95  As illustrated in the 
Digital Rights case decided by the CJEU, the stated purpose may be 
lawful but the scope of the data processed may already be infringing 
on other rights. In this case, Digital Ireland was telecommunications 
company, which challenged the validity of Directive 2006/24. The 

 
89 Minister voor Immigratie v. M, C-141/12; C372/12 (2014). 
90 Ibid. 
91 Handbook, supra note 8.  
92 Ibid. 
93 GDPR, supra note 20 at Article 5(1)(b). 
94 Council of Europe, Convention for the Protection of Individuals with regard to Automatic 

Processing of Personal Data, European Treaty Series- No. 108, 28/1/1981 [Convention 
108]. 

95 Handbook, supra note 8.  
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law required telecommunications companies to retain 
communications traffic and location data for a specified period to 
enable the government to investigate and prosecute criminals. 
Despite the law’s legitimate purpose, the law did not specify the 
scope of data that will be retained for processing which enabled the 
government to process the location of a call, the IP address, the 
duration of phone calls, identity of subscribers, email and other 
personal data. 96  The CJEU held that the retention of such data 
without the consent of subscribers violated the right to privacy and 
freedom of expression.97 Thus, the law was excessive. To comply with 
the data minimization principle, the CJEU explained: 
 

“the Directive requires retention of all traffic data concerning fixed 
telephony, mobile telephony, internet access, internet e-mail and 
internet telephony – i.e. all means of electronic communication, the 
use of which is very widespread and of growing importance in 
people’s everyday lives…therefore entails an interference with the 
fundamental rights of practically the entire European population, 
without a need for a link to crime.”98  

 

d. Data Accuracy Principle 
 

Under this principle, the GDPR requires that the processing of 
personal data must be correct and if inaccurate, the data subject has 
the right to rectify or delete the inaccurate data. 99  According to 
Convention 108, the accuracy of the personal data must be 
considered in relation to the specified purpose and extends not only 
to the collection of personal data but also to the storage and retention 
of such personal data.100 Thus, even if such personal data is merely 

 
96 Ibid. 
97 Digital Rights Ireland Ltd. v. Ireland, C-293/12; C-594/12 (2014) at paras. 52-56. 
98 Ibid. 
99 Handbook, supra note 69; GDPR, supra note 20 at Article 5.  
100 Council of Europe, Explanatory note to the Convention for the Protection of Individuals with 

regard to Automatic Processing of Personal Data, European Treaty Series- No. 108, 
28/1/1981. 
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being stored, it must remain accurate in order to prevent any 
negative consequences to the data subject. 

 

e. Storage Limitation Principle 
 
The storage of data is also part of data processing, even if the 

data controller is not using such data. Nonetheless, this principle 
limits the storage period of personal data in relation to the specified 
purpose. The storage limitation principle requires that personal data 
cannot be stored for a period longer than what the specified purpose 
requires.101  Unless the personal data is stored for public interest, 
scientific, statistical or a historical purpose, it cannot be stored 
permanently. 102  According to Article 25 of the GDPR, each data 
controller must implement data protection safeguards that limit the 
personal data processed for a specific purpose, which includes 
imposing a limited storage period.103  

 

f. Data Security Principle 
 

The data security principle requires that data controllers and 
processors implement measures to secure personal data and prevent 
unauthorized access.104 The GDPR specifies four measures that must 
be implemented to secure personal data, when appropriate: 
 

“a) pseudonymisation and encryption of personal 
data;  
b) ability to ensure the ongoing confidentiality, 

integrity, availability and resilience of processing 
systems and services;  

c) ability to restore the availability and access to 
personal data in a timely manner in the event of a 
physical or technical incident;  

 
101 GDPR, supra note 20 at Article 5e. 
102 Ibid. 
103 GDPR, supra note 20 at Article 25. 
104 Handbook, supra note 8.  
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d) a process for regularly testing, assessing and 
evaluating the effectiveness of technical and 
organisational measures for ensuring the security 
of the processing.105 

 
In the Worten case decided by the CJEU, these security measures 
must also consider mechanisms that prevent unauthorized access and 
specify that only those authorized to process should respond to a 
request for access by a third party.106  
 

g. Accountability Principle 
 

The accountability principle contains two aspects. Primarily, it 
refers to the obligation of data controllers and processors to comply 
with data protection rules.107 The second aspect refers to the ability to 
demonstrate that measures have been implemented.108 According to 
the Working Party on the Data Protection Directive on the 
accountability principle, the objective of the accountability principle 
is to build trust between the data subject and the data controller.  
 

In the Client Earth case, the CJEU reiterated that transparency in 
data processing operations improves the ability of data subjects to 
hold data controllers accountable for any violations. In turn, these 
measures enhance and strengthen the legitimacy of the data 
controller and its data processing operations as transparency 
measures foster trust between the data subject and the data 
controller.109 
 

 To enable data subjects to hold data controllers and processors 
liable, Article 79 of the GDPR grants the data subject the right to 

 
105 GDPR, supra note 20 at Article 32. 
106 Worten Equipamentos para o Lar Sa v. ACT, C-342/12 (2013). 
107 Ibid. 
108 Handbook, supra note 69.  
109 Client Earth et. al v. EFSA, C-615/13 (2015). 
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resort to the court for a judicial remedy against data controllers and 
processors for infringing on the right to personal data protection.  
 

 C. CONCLUSION  
  

As the cases illustrate, the development of personal data in the 
European Union has established the right to personal data protection 
as a separate fundamental human right from the right to privacy. In 
relation to liberty, the right to privacy refers to the right to be let 
alone and to make individual choices without government intrusion. 
In contrast, while the right to personal data protection does protect 
the right to privacy, the right to personal data protection is concerned 
with finding a balance between protecting fundamental rights 
including the right to privacy while maintaining the free flow of 
information in the market. 110  In the EU legal framework, the 
relevance of the right to personal data protection is not limited to 
privacy violations committed by government authorities but obtains 
a transcendental quality beyond liberty but also economic prosperity. 
The EU Charter on Fundamental Human Rights, Convention 108, 
Data Protection Directive and the GDPR have all emphasized that the 
central focus of protecting personal data is balancing two ultimate 
goals—to ensure that fundamental rights are respected in processing 
personal data and to ensure the free flow of information in the 
market for economic prosperity.111 
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III. BIG DATA AND ECONOMIC PROSPERITY IN THE 
DIGITAL AGE 

 

 This chapter shall explore the forces driving the market for Big 
Data, the competitive advantage and consumer risks posed by such 
competition.  
 

A. CHARACTERISTICS OF BIG DATA 
 

Primarily, the concept of Big Data must be distinguished from 
data in general. According to the Merriam-Webster Dictionary, data 
is defined as “ information in digital form that can be transmitted or 
processed”.112 On the other hand, Big Data is a description of the 
technological phenomenon in the digital age and has four main 
characteristics: Volume, Velocity, Variety and Value.113  
 

Volume refers to the quantity of data that is collected, stored, 
analyzed and used.114 According to the Organization for Economic 
Cooperation and Development (OECD), the high volume of data that 
is processed today is due to the rapid generation of data from online 
activity.115  On a technical perspective, the ability to generate and 
process high volumes of data was facilitated by the increase in the 
number of transistors on a chip of an integrated circuit or more 
commonly referred to as Moore’s Law.116 In 1965, Intel co-founder 
Gordon Moore predicted that the amount of transistors placed on a 

 
112 Merriam-Webster Dictionary. Definition of Data. (August 5, 2018), https://www.merriam-

webster.com/dictionary/data. 
113 White House Executive Office of the President, Big Data: Seizing Opportunities, Preserving 

Values, available at 
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t_may_1_2014.pdf Accessed June 24, 2018 [White House]; Bundeskartellamt supra note 83. 

114 Organisation for Economic Co-operation and Development, Big Data: Bringing Competition 
Policy to the Digital Era, DAF/COMP(2016)14 (27 October 2016) [OECD]. 
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chip would doubly increase every year. 117  With this innovation, 
smaller and more efficient chips were produced improving 
smartphones and making the Internet more accessible by phone.118 
As a result, the market for Big Data was borne out of the increasing 
volumes of data generated from increased online activities facilitated 
by the introduction of smartphones in the market.119   

 

In relation to Moore’s Law, another characteristic of Big Data is 
velocity. Velocity refers to the exponential increase in the speed of 
processing high volumes of data as a result of the production of 
smaller and more efficient chips. 120  Through this innovation, the 
speed of processing data has enabled devices to analyze and predict 
events in real-time or ‘now-casting’.121 Real-time analysis of data has 
enabled governments to accurately predict the weather, determine 
the fastest traffic routes, and analyze real-time market trends.122  

 

Another characteristic of Big Data as a technological 
phenomenon is variety. The variety of data that may be processed 
today is a result of the existence of multiple sources to collect data. 
Some sources of data include public records, websites, online 
payment transactions, sensors, mobile applications, social media 
activity and email. 123  For example, the types of data that can be 
collected from a user’s activity on Facebook include “volunteered 
data such as name, date of birth, gender, residence, nationality, past 
residence, friends, schools attended, relationship status, family 
members, job title, past places that a user has been to, and 

 
117Investopedia. Definition of Moore’s Law. (August 5, 2018), 
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employment history.” 124  Furthermore, likes, pages visited, search 
activity and websites that contain a Facebook cookie may also be 
collected.125 The endless variety of data that may be collected also 
indicates the degree of substitutability of a particular data. For 
example, online shopping behavior on Amazon may also be obtained 
from other shopping platforms like Ebay.126 

 

Lastly, the Big Data phenomenon is also characterized to 
provide value. From processing high volumes of data at a rapid rate, 
data-driven information extracted from analyzing the relevant data 
has resulted in the improvement of healthcare services, efficiencies in 
the distribution chain, economies of scale and more technological 
innovations.127  
 

B. DATA AS MARKET POWER 
 

In a data-driven economy, the competition for market power 
revolves around the collection, storage and analysis of data as an 
input in the production of a good or service.128 According to the 
Organization for Economic Cooperation and Development (OECD), 
companies are designing business models centered on collecting data 
as an input to gain a competitive advantage against rival 
competitors.129  

 

From the traditional understanding, the OECD defined 
competition as “a situation in a market in which firms or sellers 
independently strive for the patronage of buyers in order to achieve a 
particular business objective, e.g., profits, sales and/or market 

 
124 Harry van Til, Katelyn Price, and Nicolai van Gorp, Big Data and Competition available at 
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share.”130 In relation, market power is referred to as the “position of 
economic strength enjoyed by an undertaking…by affording it power 
to behave to an appreciable extent independently of its competitors, 
its customers, and ultimately its consumers.” 131  Thus, from the 
traditional notions of these concepts, market power is measured 
through profits and extent of market share in the relevant market of 
the good or the service being sold by the competitor. 
 

From a consumer standpoint, competition among rival 
companies for the acquisition and use of Big Data is ultimately 
beneficial as competition drives the price down, increases the variety 
of goods and services to choose from, serves as an incentive to 
innovate and improves economies of scale. In conjunction, 
competition law aims to protect the consumer by maintaining a 
competitive environment and preventing anti-competitive conduct 
through regulation.132 In a survey across different jurisdictions, the 
OECD identified two core objectives of competition law: “1) 
promoting and protecting the competitive process and 2) attaining 
greater economic efficiency.”133  

 

Unlike the classical notion of a single-market economy where 
competition is based on price, the market for Big Data is unique as 
data-driven businesses compete not based on price because they 
provide zero-price services.134 Instead, competitors in this market for 
zero-price services compete based on non-price related factors such 
as the sale of information extracted from data collected from 
consumers who used the free service to target sponsored ads or 
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further extract useful information from the generation of Big Data 
obtained from monitoring online activity. 135  Therefore, unlike the 
traditional measures of assessing market power such as market share, 
sales and profit, “market power is better measured by shares of 
control over data than shares of sales or any other traditional 
measures.”136 

 

In the market for Big Data, the control over data as the 
appropriate measure of market power may be influenced by one or a 
combination of these factors: 1) barriers to entry, 2) substitutability of 
data, 3) switching costs and 4) network effects.  
 

1. Barriers to Entry 
 

In zero-priced services, new entrants into the market for Big 
Data may be excluded because they are unable to collect the specific 
data, a high volume of data or the kind of data is not available for 
sale in the market. 137  The exclusivity of the data may be due to 
several factors: 1) the refusal of an existing competitor to grant access 
to the data collected from the use of the free service, 2) competitors 
are not allowed to share data to third parties due to exclusivity 
clauses, or 3) the existing competitor has a competitive advantage 
against the new entrants because they have immediate access to the 
data needed to enter the market whilst the new entrant has to 
gradually collect the relevant data needed to compete in the 
market.138  

 

In platform services such as Facebook, new entrants offering a 
similar free service will have access to a smaller amount of data 
because it will initially have a smaller number of users to collect data 

 
135 Ibid. 
136 Id. at para. 49. 
137 Bundeskartellamt, supra note 83. 
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from.139 As a result, the smaller competitors are isolated from the 
larger competitors.140  Further, the option to buy such data in the 
market is limited due to existing data protection laws such as Article 
9 of the GDPR, which prohibits the processing of personal data 
including the sale of such data without the consent of the data subject 
or other exceptions provided by law.  
 

The US Ninth Circuit Court of Appeals judgment in Facebook vs. 
Power Ventures decided in 2016 illustrates a clear example of how 
entry barriers exclude and gradually foreclose rival competitors in 
the market for Big Data, specifically for zero-price services.141 In this 
case, Power Ventures created a social networking website called 
Power.com. The website enabled its users to manage all its social 
media accounts by using the website as a central hub.142 To promote 
traffic, Power launched a campaign to attract Facebook users by 
placing a message on its website which users could share to their 
Facebook friends as a message, photo, status or an event. The 
message read: “First 100 people who bring 100 new friends to 
Power.com win $100.” 143  Moreover, Facebook automatically 
generated emails if Power users shared the promotion as an event. 
The heading and the email indicated that the promotional message 
came from Facebook, not Power.144  

 

During the appeal proceedings, it was revealed that Facebook 
placed high entry barriers for smaller rival competitors. Primarily, 
Facebook prohibited third-party developers and websites to access 
the personal data of its users unless it agreed with the Developer 
Terms of Use Agreement even if the data subject allowed Power to 
send messages to Facebook contacts.145 To access data, the agreement 
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required third parties to enroll in a paid service called Facebook 
Connect. 146  Furthermore, Facebook blocked Power’s access to the 
Facebook website after discovering the promotional campaign.147 In 
2011, Power.com left the market due to such isolation. 148  Thus, 
Facebook effectively excluded a rival competitor like Power from the 
market by imposing high entry barriers through refusal of access to 
personal data even if the data subject allowed Power to send 
messages to the data subject’s contacts.149    
 

2. Substitutability of Data 
 

Another factor, which influences the capability of a competitor 
to obtain market power, is the substitutability of data. Simply put, if 
the data cannot be obtained through alternative means, then the 
competitor with exclusive access to such data has market power.  In 
US vs. Bazaarvoice, although the same data can be collected from 
websites and online retailers, the consumer insight or value obtained 
by the seller through Bazaarvoice’s Ratings & Reviews platform was 
not substitutable due to the volume and value extracted from such 
data.150  

 

In contrast, in the case of Google/Doubleclick, the European 
Commission held that the merger of Google and Doubleclick, a 
company that provides ad-serving tools, was not anticompetitive.151 
The Commission found that the ad tools provided by Doubleclick did 
not compete with Google’s bundled ad solutions because competing 
publishers and advertisers could still sell and purchase ad space 
without Google and Doubleclick by dealing directly with each other 
or through other competitors like Adsense for Doubleclick and 
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Yahoo! for Google in selling advertising space.152 Hence the value 
extracted from the data collected y Google and Doubleclick was 
substitutable and could be provided by other competitors.  

 

Therefore, the level of substitutability of data depends on the 
whether the value extracted from such data can also be obtained by 
other competitors. It does not depend on the exclusivity or 
availability of the data itself but on whether alternative sources exist 
to obtain the same value or information extracted from such data. 
 

3. Switching Costs 
 

Another determinant of market power is the cost of switching 
to an alternative product or service imposed to the consumer.153 High 
switching costs to the consumer would indicate that the dominant 
competitor has control over the user’s data by preventing its 
interopability with other rival services or by requiring the consumer 
to invite his network to switch to the alternative service.154 On the 
other hand, low switching costs for the consumer indicate the 
existence of a healthy competition among rival businesses, which 
ultimately benefit the consumer.155  

 

The review of Microsoft/Skype merger conducted by the 
European Commission provides a clear example. Microsoft initially 
acquired 100% of Skype shares and both parties have developed 
separate communication services software for messaging.156 Through 
this acquisition, the European Commission reviewed the possible 
effects to competition on three possible strategies that 
Microsoft/Skype may adopt after the merger: 1) degrading the 
interopability of Skype to non-Microsoft users, 2) tying the Skype 
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software with all Microsoft computers and 3) bundling the Skype 
software with Microsoft software.157  

 

In its analysis, the merger was not anti-competitive.158 The main 
factor that limited anti-competitive effects was the low switching 
costs in the market for communications services. 159  Hence, users 
could easily switch to another messaging service. In terms of 
interoperability, Microsoft had no incentive to limit the 
interoperability of Skype exclusively to Microsoft users because it 
would significantly lose non-Microsoft customers.160 Since there are 
existing competitors such as Apple and Google offering the same 
services, consumers will likely switch to an alternative 
communications service if Skype could only be operated by Microsoft 
users.  

 

In the same vein, there is also no incentive to tie Microsoft 
products with Skype because the cost of switching to other 
competitors is low.161 Further, the Commission observed that in this 
particular market, the consumers tend to use multiple 
communications services across multiple platforms.162 Lastly, there is 
no incentive for Microsoft and Skype to offer a commercial bundle 
package in the market. Since Skype is a free service with low 
switching costs, the consumers are highly sensitive to price and will 
most likely switch to another competitor offering free services instead 
of paying for a commercial bundle that included Skype.163   

 

Thus, the cost of switching to an alternative service is a useful 
indicator to measure a competitor’s market power. As illustrated 
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from the Microsoft/Skype merger, low switching costs indicate that 
the neither Microsoft nor Skype has control over the data needed to 
compete in the market for communication software services. 
 

4. Network Effects 
 

Lastly, the network effects of a good or service in the market for 
Big Data is also useful in determining market power. A network 
refers to a group of users of the same product or service.164 Within 
this network, the value of the product or service to its consumers 
depend on the amount of users in the same group or direct network 
effects.165 Hence, the more consumers using the same service, the 
more valuable the service becomes. In contrast, indirect network 
effects refers to the notion that the benefit of one consumer group 
depends on the number of users of the same service in a different 
consumer group.166 Network effects create “positive self-reinforcing 
feedback loop” as the network of the service expands.167 In other 
words, as more users join the network, the more its existing network 
will find the service valuable. 

 

On the other hand, network effects may also be anti-
competitive as larger networks may cause market tipping. 168  In 
market tipping, larger networks become more valuable to users 
because of the number of consumers using the same service, 
excluding competitors with a smaller network.169 Services with larger 
networks increase the switching costs for the consumer, pose a 
temporary high entry barrier for competitors with smaller networks 

 
164  Bundeskartellamt, Working Paper: Market Power, Platforms and Networks, available at 
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and the services with a larger network have access to a larger dataset 
to extract value for innovations and further improvements.170 
 

 In the Commission’s review of Facebook’s acquisition of 
Whatsapp (WA), direct network effects were considered as a factor in 
assessing the market power of each party. Primarily, the size of the 
network was compared. Facebook Messenger (FM) had 
approximately 250-350 million users and WA reported that it had 
approximately 600 million users worldwide.171  
 

In assessing the direct network effects within each network, the 
Commission considered that beyond the size of the network, the 
value of the service depends on whether the user wants to 
communicate with another user within the same network. 172  The 
Commission evaluated direct network effects based on two factors: 
“(i) a larger network implies that it is more likely that existing 
contacts will already be using a consumer communications app; and 
(ii) a larger network will afford greater opportunities for contact 
acquisition and discovery.”173  Thus, a larger network increases the 
probability that another user is using the same service and improves 
the chances that a user will find an existing contact in the same 
network.174  
 

 Based on its analysis, the Commission held that the combined 
networks of FM and WA will not exclude either service from 
competitive pressure from other rival consumer communication 
services for the following reasons: 1) entry to barrier and switching 
costs are low, 2) a user commonly has more than one communication 
service and 3) users are not exclusively tied to any communication 
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service. 175  The Commission described that the consumer 
communication services market has low entry barriers because it has 
short innovation cycles and cited Blackberry Messenger’s decline due 
its unavailability in other smartphones.176 Telegram, a new entrant in 
the market, was able to gain 35 million users worldwide in a span of 
one month due its response to the customer’s need for strict privacy 
policies.177  
 

Also, switching costs are low because the services are offered 
for free.178 Consequently, users download multiple messaging apps 
because it is free. Furthermore, the competitors do not have control 
over the operating systems of mobile phones to lock-in the user to 
exclude other competitors.179 Due to the presence of these factors, the 
Commission held that the merger of both networks would not cause 
market tipping since continuous competitive pressure diffuses the 
control over data in the market for communication services. 
 

C. CONCLUSION 
 

Based on the discussion above, the market for Big Data is not 
traditionally characterized as one-sided economy in which market 
power is measured by market shares. Instead, competition is driven 
by any or a combination of non-price factors such as barriers to entry, 
substitutability, switching costs, and network effects. These factors 
indicate the extent of a competitor’s market power and control over 
data that provides a competitive advantage for a competitor. 
Furthermore, the cases illustrate how considering these factors can 
facilitate the regulation of the market which would ultimately benefit 
the consumer.  
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IV. ANALYSIS AND RECOMMENDATIONS 
 

A. THE ARGUMENT FOR GOVERNMENT INTERVENTION 
 

The existing literature on competition for Big Data has 
developed in a vacuum without consideration of its impact to the 
consumer’s right to personal data protection. Even if considered, it is 
widely presumed that the market will correct itself through 
competition. Consequently, the prevalent policy is to discourage 
government intervention in the market for Big Data.  
 

To illustrate, the Commission’s analysis of the 
Facebook/Whatsapp merger showed that concerns on personal data 
protection drove consumers to download other messaging 
applications and incidentally resulted in the emergence of Telegram 
as a new entrant in the market for online messaging services. 180 
Hence, the Commission concluded that the merger was not 
anticompetitive. It was beyond its authority to address personal data 
protection concerns despite the direct impact on consumer behavior:  

 
“Any privacy-related concerns flowing from the increased 
concentration of data within the control of Facebook as a result of 
the Transaction do not fall within the scope of the EU competition 
law rules but within the scope of the EU data protection rules.”181  

 
Thus, the Commission effectively dismissed the notion that concerns 
on personal data protection should be further regulated through 
government intervention.  
 

More importantly, the Commission overlooked that the 
market’s ability to self-regulate data protection concerns through 
competition is limited and severely insufficient. As discussed in 
Chapter III, the access to relevant data leads to increased market 
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power. In the market for Big Data, market power refers to the power 
to control online behavior. 182  Prior to the merger, Whatsapp 
prioritized its policy to protect the personal data of subscribed or 
paying users by its vehement refusal to sell data to third parties.183 
Subsequently, the Commission ruled that the merger with Facebook 
was not anticompetitive because users simultaneously use different 
messaging applications or “multi-homing”. 184  Hence, it may be 
reasonably inferred that the merger was used as a means to disguise 
the acquisition of relevant data of Whatsapp users without consent 
despite the assurance that both applications would operate 
independently. By acquiring Whatsapp user data, Facebook has 
increased its market power to control online behavior. Thus, without 
government intervention, mergers may be abused to circumvent 
violations of personal data protection. At present, Facebook has 
announced plans to integrate with the messaging platforms of 
Whatsapp and Instagram that has triggered data protection concerns 
anew.185 
 

 Similarly, the insufficiency of the market to regulate personal 
data protection concerns without government intervention is 
illustrated in the Google/Doubleclick merger. Primarily, the 
Commission ruled that the merger would not be anticompetitive 
because other competitors would maintain competitive pressure on 
both parties in the market for intermediation services. 186  The 
Commission also noted that in the market for intermediation 
services, publishers and advertisers both maintain strong 
confidentiality policies because data on consumer behavior is part of 

 
182 Hoffman, supra note 139. 
183 Cutherbertson, Anthony, Why Facebook Might Be About to Ruin Whatsapp available at: 

https://www.independent.co.uk/life-style/gadgets-and-tech/features/facebook-
whatsapp-change-privacy-encryption-messaging-app-jan-koum-a8330626.html Accessed 
April 20, 2019.   

184 Facebook/Whatsapp, supra note 171 at para. 102. 
185  Hern, Alex, Facebook to integrate Instagram, Messenger and WhatsApp available at: 

https://www.theguardian.com/technology/2019/jan/25/facebook-integrate-instagram-
messenger-whatsapp-messaging-platforms Accessed April 21, 2019.  

186 Google/Doubleclick, supra note 151 at para. 278. 



 43 

their business model and would not want their competitors to access 
such data.187 
 

Nonetheless, the dissenting statement of FTC Commissioner 
Pamela Jones Harbour expressed the lack of transparency in mergers: 

 
“The truth is, we really do not know what Google/DoubleClick can 
or will do with its trove of information about consumers’ Internet 
habits. The merger creates a firm with vast knowledge of 

consumer preferences, subject to very little accountability.”188  

 
Further, Google not only collects data on consumer preferences but 
also personal data through other services such as Google Mail, 
Google Talk, and Google Checkout.189 The Commissioner also noted 
that in similar mergers where both entities gain access to each other’s 
database, the ultimate business motive is to influence online 
consumer behavior: “Consumers deserve a clear explanation from 
Google/DoubleClick, so they can shape their Internet behavior and 
determine how much information they are willing to reveal.”190  
 

Based on analysis of Big Data mergers, there is a high 
probability that the presence of the following factors in a merger will 
not be characterized as anticompetitive: 1) the parties belong to 
different markets, 2) either or both parties possess relevant data that 
is not accessible by the other, and 3) the merger includes a provision 
that each application will operate independent of each other. 
Through the presence of these elements, the competition authority 
will approve the merger despite violations of data protection rights 
by purporting the flawed argument that the market will self-regulate 
and address such concerns through the change in consumer behavior. 
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Without government intervention in mandating the incorporation of 
data protection rights in merger contracts, corporations in the 
business of using Big Data will continue to use mergers as a means to 
circumvent data protection rights.  
 

B. CASE STUDY: ENFORCING DATA PROTECTION RIGHTS 

THROUGH COMPETITION POLICY 
 

In December 2017, the Bundeskartellamt or the German Data 
Protection Authority analyzed Facebook’s market position in 
Germany by incorporating data protection rights. It concluded that 
Facebook had a dominant position as a social network in the relevant 
geographic market in Germany based on three market factors: 1) 
market share, 2) high barriers to entry and 3) direct network effects.191  

 

Primarily, Facebook controlled 90% of the relevant market.192 In 
addition, it was difficult for new entrants to successfully challenge 
Facebook’s market power due to network effects.193 An entrant does 
not have the sufficient amount of user base to attract advertising 
sponsors. Furthermore, users found it difficult to switch to other new 
entrants as most of the users in Germany depend on Facebook to 
communicate and connect with their friends and family. 194  This 
indicated control over personal data and consequently, online 
behavior: 

 
“Facebook has superior access to the personal data of its users 

and other competition-relevant data. Because social networks are 
data-driven products, access to such data is an essential factor for 
competition in the market. The data are relevant for both, the 
product design and the possibility to monetize the service. If other 
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companies lack access to comparable data resources, this can be an 
additional barrier to market entry.”195  

 
Thus, without government intervention, the violation of data 
protection rights fostered anticompetitive behavior in the market.  
 

Bundeskartellamt applied data protection laws to analyze 
whether Facebook has abused its dominant position or posed 
exploitative conduct against users. 196  The analysis adopted the 
perspective of the user and his control over his own personal data: 

 
“The damage for the users lies in a loss of control: they are no 

longer able to control how their personal data are used. 
Facebook's users are oblivious as to which data from which sources 
are being merged to develop a detailed profile of them and their 
online activities. On account of the merging of the data, 
individual data gain a significance the user cannot foresee. 
Because of Facebook's market power users have no option to 
avoid the merging of their data, either.”197  

 
From this method, the analysis demonstrates that the violation of 
data protection rights determined from user’s loss of control may 
cause anticompetitive conduct. In this case, the forms of market 
abuse included price increase, high switching costs, imposing high 
entry barriers as a direct result of being in a dominant position.  

 

C. RECOMMENDATIONS 
  

Based on the discussion, the challenge of transparency and 
accountability in the Big Data market are rooted from 1) the 
misconception that the right to personal data protection is subsumed 
under the right to privacy and 2) the misguided notion that the 
market will regulate itself to address violation of data protection 

 
195 Bundeskartellamt, supra note 83. 
196 Ibid. 
197 Ibid. 



 46 

rights without government intervention. The author proposes 
following measures to prevent the violation of data protection rights 
in mergers of data-driven enterprises:  

 
1) Use the violation of data protection rights as an indicator of 

anticompetitive conduct by using the following elements to 
determine the user’s extent of control over his personal data: 

a. User’s knowledge or awareness of the kind of data 
initially disclosed to the business,  

b. User’s knowledge or awareness of whether such data 
is shared by the business to third parties, and  

c. Ability of the user to foresee the significance of 
merging his individual data with merging data; 
 

2) Adopt the framework that the user’s loss of control over his 
personal data based on the three indicators above results in 
the abuse of a dominant position; and 
 

3) During the negotiation stage of a merger contract, each 
party, as fiduciaries of the individual data collected from its 
paid users should notify its users of the possibility of sharing 
and combining data after the perfection of the merger 
contract.   

  
~~~ 
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