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ABSTRACT 

 
Terrorism is certainly one of the most serious threats to international 

peace and security. The spread of terrorist organizations and the significant rise 

of terrorist attacks over the past decades have contributed to the growing fragility 

of States. In response to this problem, States across the world have intensified 

their efforts to prevent, suppress and eliminate terrorist acts by implementing 

anti-terrorism laws. With this, States are being confronted with a dilemma--on 

one hand, States have the primary duty to take effective counter-terrorism 

measures to ensure its security, but on the other hand, States are equally obligated 

to strictly comply with their duties under the International Human Rights Law 

(IHRL) to protect and promote liberty. 

 

 This paper examines the legal definition of terrorism provided under the 

domestic anti-terrorism laws of States, particularly, the United States (US), 

United Kingdom (UK) and the Philippines (PH). This study thereafter makes a 

comparative analysis as to the salient provisions of these anti-terrorism laws 

within the framework of IHRL. Where liberty and prosperity are constantly being 

threatened by the very existence of terrorism, this dissertation explores how the 

rule of law strikes a balance between the enforcement of counterterrorism 

legislations and the protection of basic human rights under the IHRL. 
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PART I. 

INTRODUCTION 

“Terrorism has become a festering wound. 

It is an enemy of humanity.” 1 

Terrorism, in all its forms and manifestations, is certainly one of the most 

serious threat to peace and security2 in the international community. It 

undermines territorial integrity of many states, destabilizes legitimate 

governments, and jeopardizes political, social, and economic development of 

every society. 

Terrorism is a plague from which no continent or country is 

immune.3 From the horrible Munich Massacre during the 1972 Summer 

Olympics in Vienna, bombing of Air India Flight 182 in 1985, Beslan School 

Hostage Crisis in 2004 and Yazidi Communities bombings in 2007 to the 

appalling Paris attacks and Charlie Hebdo shootings in 2015, Orlando Nightclub 

shooting in 2016 and the recent New York attack in 2017,4 the human costs and 

material losses of these terrible terrorist attacks have been felt in every corner of 

the world. “It is indeed a persistent global problem that knows no border, 

nationality, or religion.”5 

The growing fragility of States, alongside the spread of terrorist 

organizations and the significant rise of terrorist attacks over the past decades, 

demands for hefty measures to rein in the existing threat of terrorism. 

“Faced with this situation, governments have not simply remained on the 

sidelines”.6 

 
1 Address to the Nation by the Prime Minister of India, Shri Atal Bihari Vajpayee on Independence Day 

(August 15, 2002). 
2 Elisabeth Kardos Kaponyi, Upholding Human Rights in the Fight Against Terrorism, Society and Economy, Vol. 29, 

No. 1, (April 2007), 11. [hereinafter Kaponyi (2007)] 
3 Michèle Coninsx, Tackling the World’s Multiple Challenges Simultaneously: The Role of the United Nations, UN 

Chronicle, United Nations, (n.d.), https://www.un.org/en/chronicle/article/tackling-worlds-multiple-
challenges-simultaneously-role-united-nations. 

4 Terrorism Timeline, Since 9/11, (n.d.), https://since911.com/explore/terrorism-timeline#jump_time_item_399. 
5 North Atlantic Treaty organizations, Countering terrorism, (2021), 

https://www.nato.int/cps/en/natohq/topics_77646.htm 
6 Gilbert Guillaume, Terrorism and International Law, The International and Comparative Law Quarterly, 

Cambridge University Press, Vol. 53, No. 3, (July 2004), 538. [hereinafter Guillaume (2004)] 
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The 9/11 Tragedy 

The magnitude of the 9/11 attacks in the World Trade Centre in New 

York and the Pentagon in Washington, D.C., which claimed nearly 3,000 

innocent lives and caused massive destruction to properties, had shown how 

terrorism morphed into a global phenomenon.7 The world felt that the attacks 

were “not only against the United States, but humanity itself and the life and 

freedom shared by all.”8 It pushed States to reexamine their international 

response against terrorism. The tragic event triggered wide-ranging discussions 

on how the world in general, and democracies in particular, should address 

security concerns in this new age of terror.9  

In the immediate aftermath of the 9/11 attacks, US President George W. 

Bush declared a war against terrorism. In his address to the nation, he stressed 

that the War on Terror “will not end until every terrorist group of global reach has 

been found, stopped and defeated.”10 This resulted to a 360-degree shift in the 

US anti-terrorism policy—from deterrence to preemptive use of military force 

against foreign terrorist groups—generally referred to as the “Bush Doctrine.”11 

This campaign involved rallying the international community to support its 

global war on terrorism and forwarded the notion, “If you are not with us, you 

are against us.”12 

Unity In Response 

The fight against terrorism became the top priority of all States as a result 

of the unprecedented act of aggression that plunged the entire world into fear 

and uncertainty. It was time for the international community to redouble and 

intensify their efforts with greater commitment in preventing, suppressing, and 

eliminating terrorist acts. 

 
7 Mike Smith, Securing Our Future: A Decade of Counter-terrorism Strategies, UN Chronicle, United Nations (n.d.), 

https://www.un.org/en/chronicle/article/securing-our-future-decade-counter-terrorism-strategies. 
8 UNSC, Resolution 1368, Document S/RES/1368 (2001). 
9 Sundaresh Menon, International Terrorism and Human Rights, Asian Journal of International Law, Vol. 4, Issue 

No. 1, (20 January 2014), 2. [hereinafter Menon (2014)] 
10 Full Text of President Bush’s address to a Joint Session of Congress and the nation, The Washington Post, (2001), 

https://www.washingtonpost.com/wp-
srv/nation/specials/attacked/transcripts/bushaddress_092001.html. 

11 Raphael Perl, International Terrorism: Threat, Policy and Response, Congressional Research Service Report for 
Congress, (January 2007), https://sgp.fas.org/crs/terror/RL33600.pdf, 1. 

12 The Bush Doctrine, Carnegie Endowment for International Peace, (7 October 2002). 
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The United Nations Security Council (UNSC), following the 9/11 attacks, 

unanimously adopted Resolution 1373 “with the aim of strengthening the legal 

framework for international cooperation in the struggle against terrorism and 

implementing more effective counter-terrorism measures at the national level.”13 

It created the Counter-Terrorism Committee (CTC) which served as a 

“monitoring body to supervise the enforcement of these measures. Common 

approaches have also been developed within regional organizations, including 

the Organization of American States (OAS) and the European Union (EU), 

among others.”14 

Subsequently, the General Assembly (GA) adopted Resolution 60/288 

that set out the United Nations Global Counter-Terrorism (CT) Strategy, a 

common strategic approach and framework to combat terrorism. Its primary 

objective is to enhance the international, regional, and national efforts to counter 

terrorism, highlighting the individual and collective actions between and among 

States. The work around the UN CT Strategy with an annexed Plan of Action 

was built on four key cornerstones: “(1) addressing the conditions conducive to 

the spread of terrorism; (2) measures to prevent and combat terrorism; (3) 

measures to build states’ capacity to prevent and combat terrorism and to 

strengthen the role of the United Nations system in that regard; and (4) measures 

to ensure respect for human rights for all and the rule of law as the fundamental 

basis for the fight against terrorism.”15 But despite its significance and many 

achievements, the UN CT Strategy has yet to achieve its full potential in practice 

and figure out the best way to translate its objectives and goals into regional or 

national law and policy. 

The 9/11 attacks proved that the existing anti-terrorism laws were 

inadequate and evident of the State’s ineffective method to gather intelligence, 

to apprehend and arrest, and to try and convict suspected terrorists. Then again, 

with the adoption of the UNSC Resolution 1373 and GA Resolution 60/288, 

member States worked together and “resolved to cooperate fully in the fight 

 
13 United Nations Office of the High Commissioner for Human Rights, Fact Sheet No. 32, Human Rights, 

Terrorism and Counter-terrorism, (July 2008), https://www.refworld.org/docid/48733ebc2.html, 14. 
[hereinafter Fact Sheet No. 32 (2008)] 

14 Ibid.   
15 UNGA, Resolution 60/288, Document A/RES/60/288, (2006). 
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against terrorism.”16 Since then, “there has been a proliferation of counter-

terrorism initiatives throughout the world.” “The emergence of anti-terrorism 

policies at the domestic level is mainly a reflection of a parallel development at 

the international arena.”17 

The Dilemma 

 Without doubt, terrorism poses a major challenge in the interest of 

preserving the security of the international community as a whole. However, an 

even greater challenge is the contentious issue on how States could best protect 

human rights amid their responses to terrorism. This creates the dilemma “faced 

by governments when their societies are being threatened by terrorism.”18 

 On one hand, States have the primary duty to take effective counter-

terrorism measures in order to ensure the safety of their citizens against the threat 

of terror attacks, but on the other hand, States are equally obligated to adhere to 

internationally agreed legal standards and principles, and strictly comply with 

their obligations, including those pertaining under the regime of International 

Human Rights Law (IHRL). Confronted with this predicament, Walter 

Schwimmer, the Council of Europe Secretary General, pointed out that: 

“The temptation for governments and parliaments in countries suffering from 

terrorist action is to fight fire with fire, setting aside the legal safeguards that 

exist in a democratic state. But let us be clear about this: while the State has 

the right to employ its full arsenal of legal weapons to repress and 

prevent terrorist activities, it may not use indiscriminate measures 

which would only undermine the fundamental values they seek to 

protect.”19 (emphasis added) 

This attitude has been supported by the Inter-American Commission on 

Human Rights (IACtHR) which strongly emphasized the unconditional “respect 

for fundamental human rights and freedoms, democratic values, and the rule of 

 
16 United Nations Office on Drugs and Crime, International cooperation and the United Nations Counter-Terrorism 

Strategy, Education for Justice University Module Series on Counter-Terrorism, (2018). [hereinafter 
UNODC (2018)] 

17 Daniel Moeckli, The Emergence of Terrorism as a Distinct Category of International Law, University of Zurich, 
Switzerland, (18 March 2009), https://www.corteidh.or.cr/tablas/R22414.pdf. [hereinafter Moeckli 
(2009)] 

18 Menon (2014), supra note 9 at 16. 
19 Council of Europe, Guidelines on human rights and the fight against terrorism, (June 2004). [hereinafter CoE (2004] 
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law as an integral part of any counter-terrorism strategies. Article 15 of the Inter-

American Convention against Terrorism (IACAT) provides that:” 

“1. The measures carried out by the state parties under this Convention 

shall take place with full respect for the rule of law, human rights, and 

fundamental freedoms. 

2. Nothing in this Convention shall be interpreted as affecting other 

rights and obligations of states and individuals under international law, 

in particular the Charter of the United Nations, the Charter of the 

Organization of American States, International humanitarian law, 

international human rights law, and international refugee law.”20 

This dilemma remains to be a burden to the effective implementation and 

enforcement of the anti-terrorism policies underpinning the duty of the States to 

respect, protect and promote basic human rights and freedoms under the IHRL.  

With the foregoing considered, this then begs the question: How do States 

resolve the growing tension between security and liberty? 

CONTEXTUAL BACKGROUND 

The US foreign policy approach to terrorism had substantially influenced 

States, including those situated in the Asia Pacific region, to implement proactive 

measures to suppress and eradicate acts of terrorism at the domestic level and 

employ new strategies to safeguard national security.  

The strongest support for the US-led global campaign against terrorism 

came from the Philippines (PH). Former President Gloria Macapagal Arroyo was 

known to be the first Asian leader to enlist in the International Coalition Against 

Terrorism.21 The country expressed its commitment to fully back the US in its 

global war on terror by providing military troops and offering the use of its naval 

bases.22 

 
20 Organization of American States General Assembly, Resolution AG/RES, 1840 (XXXII-O/02), Inter-American 

Convention Against Terrorism, (June 2002). [hereinafter OAS GA]. 
21 Alfred McCoy, Policing America’s Empire: The United States, the Philippines, and the Rise of the Surveillance State, 

Ateneo de Manila University Press, (2011). 
22 Carla P. Rivera, U.S.-Philippine Cooperation on Terrorism: The Fight Against the Abu Sayyaf Group since 9/11, 

Georgetown University Washington, D.C. (1 May 2012); Rommel C. Banlaoi, The Role of Philippine-
American Relations in the Global Campaign Against Terrorism: Implications for Regional Security, Contemporary 
Southeast Asia, Vol. 24, No. 2, (2 August 2002). 
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The Birth of Counter-terrorism Legislation in the PH 

In view of the counter-terrorism cooperative efforts, the PH was under 

pressure from the US and other Western countries to adopt a stricter anti-terror 

legislation due to the presence of Islamic extremists in the southern part of the 

country, particularly the Abu Sayyaf Group with links to Jemaah Islamiyah and 

Al Qaeda terrorist network.23 Their existence and operation was used as a 

justification for making PH as the “second front” of the so-called War on Terror.24 

It served as an opportunity for the US-PH alliance on counterterrorism which 

eventually gave birth to the Republic Act No. 9372 or also referred to as the 

“Human Security Act (HSA) of 2007”. 

However, various civil society leaders, human rights groups and religious 

figures “criticized the law. The UN Special Rapporteur on Human Rights and 

Counterterrorism called on the PH Congress to repeal or revise the Act in order 

to comply with human rights standards.”25 Six petitions were filed before the 

Supreme Court to question its constitutionality, arguing that it may be used to 

crack down political dissenters and may potentially lead to human rights abuses. 

Despite that, the Supreme Court, in its 2010 decision in the case of 

Southern Hemisphere Engagement Network, et. al. vs. Anti-Terrorism Council, et. al., 

unanimously upheld the constitutionality of the HSA of 2007. It ruled that the 

petitioners had no legal standing because they failed to demonstrate any direct 

and specific interest in the outcome of the controversy as no specific charge or 

proscription under the said law has been charged against them.26 In other words, 

there was no actual incident that would warrant judicial intervention. 

From the time the HSA came into force in July 2007, security analysts 

have noted that “the law has never been fully utilized, having been implemented 

only twice since its” “enactment—the first time was to proscribe the Abu Sayyaf 

 
23 Darryl John Esguerra, Antiterror bill becomes law, Philippine Daily Inquirer, (3 July 2020), 

https://newsinfo.inquirer.net/1301426/breaking-duterte-signs-anti-terror-bill-into-law. 
24 Jayson S. Lamcheck, Counterinsurgency and the ‘War on Terror’ in the Philippines, In Human Rights-Complaint 

Counterterrorism: Myth-making and Reality in the Philippines and Indonesia, Cambridge University 
Press, (2018), 55. 

25 Philippines: New Terrorism Law Puts Rights At Risk, Human Rights Watch, (17 July 2007), 
https://www.hrw.org/news/2007/07/17/philippines-new-terrorism-law-puts-rights-risk. 

26 Southern Hemisphere Engagement Network, Inc. vs. Anti-Terrorism Council, G.R. Nos. 178552, 178554, 178581, 
178890, 179157 & 179461, (5 October 2010). 
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Group as a terrorist organization,”27 while the second was the lone conviction of 

Nur Supian, the leader of the rebel group Hukbong Federal involved in the Marawi 

siege.28 Senator Panfilo “Ping” Lacson went as far as saying that HSA is a dead 

letter of law as it “has proved to fail in terms of its efficacy as an anti-terrorism 

measure.”29 

The Enactment of Anti-Terrorism Act of 2020 

It bears stressing, however, that “the terrorist threat has taken a bloody 

evolution—from killings, kidnappings, and armed attacks in the past, to 

increased use of improvised explosive devices in the last decade, and more 

recently in the last few years a deadly ramp up of suicide bombings.”30 “Between 

July 2018 and November 2019, six suicide bombings took place in the country 

particularly in the Sulu archipelago which were all claimed by the Islamic State 

(IS).” Recently in May 2016, home-grown terrorists who sought to align with the 

IS attempted to seize Marawi City, provoking a five-month siege. These events 

had driven the country to enact a stronger anti-terrorism law intended to curb 

and prevent the number of terror attacks that have been constantly increasing 

throughout the years. 

On July 3, 2020, “PH President Rodrigo Duterte signed into law the 

Republic Act No. 11479,” otherwise known as “The Anti-Terrorism Act (ATA) 

of 2020” which effectively repealed the HSA of 2007. The Act reaped extensive 

criticisms across different sectors, including the human rights advocates, student 

and youth organizations, academe, churches, and civil society, among others. Its 

passage into law triggered a number of online and street protests organized by 

various human rights groups and activists. Although the “law seeks to prevent, 

prohibit, and penalize terrorism, it is said to have embodied a vague and overly 

broad definition of terrorism.” 

In less than a week after its passage into law, thirty-seven (37) petitions 

have been filed by opposing human rights organizations, lawyers, journalists, and 

other groups before the Supreme Court challenging its constitutionality, making 
 

27 Ronald Mendoza and Dion Romano, The Philippines Anti-Terrorism Act: Who Guards the Guardians?, The 
Diplomat, (6 July 2020), https://thediplomat.com/2020/07/the-philippines-anti-terrorism-act-who-
guards-the-guardians/. [hereinafter Mendoza & Romano (2020)] 

28 Marita Moaje, Lacson, Esperon cite weakness of Human Security Act, Philippine News Agency (17 June 2020), 
https://www.pna.gov.ph/articles/1106241. 

29 Ibid. 
30 Mendoza & Romano (2020), supra note 27. 
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it now the most highly contested law31. While some of the petitions move to 

strike down the Anti-Terrorism Act in its entirety, some of the petitions merely 

seek to nullify specific provisions, particularly the definition of “terrorism” or 

the acts that constitute “terrorism”.32 

STATEMENT OF THE PROBLEM 

 Based on reports, the PH government, along with its law enforcement 

authorities and their inter-agency forces, has falsely accused “activists, 

indigenous leaders, farmers, trade union leaders, local journalists, and other 

progressive groups of being communists or communist sympathizers, or 

members and supporters, or front organizations of the New People’s Army 

(NPA)—the armed wing of the Communist Party of the Philippines (CPP).”33  

Moreover, the UN Human Rights Office in Geneva released on June 4 

last year a report that detailed the widespread and systematic extra-judicial 

killings, arbitrary arrests and detention and the persistent impunity in the PH. 

The said report has documented “at least 248 human rights defenders, legal 

professionals, journalists, and trade unionists being killed between 2015 and 

2019,”34 apart from those who were continuously harassed and threatened. 

This is where the problem lies. 

A closer inspection into this gruesome reality would reveal the ATA of 

2020 was passed in the context of ongoing human rights violations, with recent 

instances of red-tagging and judicial harassment against human rights advocates. 

From the perspective of human rights, this raises a more important question: Did 

the lawmakers take into account the State’s obligations under the IHRL while in the process 

of creating the law? or stated otherwise, Is the law compliant with the State’s human rights 

obligations?  

 
31 Tetch Torres-Tupas, 37 Petitions vs Anti-Terrorism Act now pending before Supreme Coirt, Philippine Daily Inquirer, 

(23 October 2020), https://newsinfo.inquirer.net/1351678/37-petitions-vs-anti-terrorism-act-now-
pending-before-supreme-court. 

32 Philippine New Anti-Terrorism Law Enacted, Zico Law, (11 August 2020), 
https://www.zicolaw.com/resources/alerts/philippine-new-anti-terrorism-law-enacted/. 

33 Human Rights Watch, Philippines: New Anti-Terrorism Act Endangers Rights, (5 June 2020), 
https://www.hrw.org/news/2020/06/05/philippines-new-anti-terrorism-act-endangers-rights. 

34 United Nations Human Rights Council, Philippines: UN Report details widespread human rights violations and 
persistent impunity, (4 June 2020), 
https://www.ohchr.org/EN/HRBodies/HRC/Pages/NewsDetail.aspx?NewsID=25924&LangID=E. 
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Even though States are the principal actors in implementing and enforcing 

counterterrorism efforts, they voluntarily consent to be bound by the standards 

and principles found in human rights treaty instruments. One specific issue 

worthy of note thus relates to the consistency of the domestic counter-terrorism 

legislation enacted by States with their human rights obligations arising under the 

IHRL.35 

“Terrorism” as defined under the ATA of 2020 is said to be unclear and 

sweeping which, according to the PH Commission on Human Rights (CHR), 

“paves the road for possible abuse.”36 As opposed to the old anti-terrorism 

law that “enumerates specific predicate crimes for terrorism (e.g. piracy, 

rebellion, coup d’etat, hijacking, murder, etc.), the acts constituting terrorism under 

the ATA of 2020”37 are deemed to be very broad which grants the government 

almost free rein in determining suspected terrorists. 

This then raises more human rights concerns. 

The danger therefore rests with the possibility that the government and 

its law enforcement authorities can potentially construe legitimate acts of dissent 

or political opposition within these definitions.38 The Human Rights Watch has 

characterized the Act as “a human rights disaster in the making.”39 

Any issue as to the implementation of the counter-terrorism legislation, 

first and foremost, springs from the term “terrorism” and how is it defined under 

the law. With a vague and overly broad definition, law enforcers are therefore 

granted an “unbridled discretion to select the targets of the anti-terror law.” On 

that occasion, basic civil rights and liberties, due process, and the rule of law will 

be placed at a considerable risk. 

 
35 UNODC (2018), supra note 18. 
36 Cliff Venzon, The Philippines’ Anti-Terrorism Act of 2020: Five things to know, NIKKEI Asia, (10 June 2020), 

https://asia.nikkei.com/Politics/The-Philippines-Anti-Terrorism-Act-of-2020-Five-things-to-know. 
[hereinafter Venzon (2020)]. 

37 International Service for Human Rights, Philippines|Anti-Terrorism Law further threatens the safety of human rights 
defenders, (22 July 2020), http://www.ishr.ch/news/philippines-anti-terrorism-law-further-threatens-
safety-human-rights-defenders. 

38 Lian Buan, Explainer: Comparing dangers in old law and anti-terror bill, Rappler News, (5 June 2020), 
https://www.rappler.com/newsbreak/in-depth/explainer-comparison-old-law-dangers-anti-terror-bill. 
[hereinafter Buan (2020)] 

39 Venzon (2020), supra note 36. 



BALANCING SECURITY AND LIBERTY: 
A Comparative Study on Domestic Anti-Terrorism Laws vis-à-vis 
Human Rights Obligations of States under International Human Rights Law 

 

10 
 

QUESTIONS PRESENTED 

Receptive to the existing criticisms directed at the new anti-terror law, this 

study seeks to propose possible amendments to the ATA of 2020 to ensure that 

it is compliant with its human rights obligations under the regime of IHRL. 

In doing so, this study shall endeavor to answer the following preliminary 

questions: 

(1) What constitutes the legal basis of a State’s obligation to directly 

incorporate human rights obligations into its domestic counter-

terrorism legislation? 

 

(2) What is the nature and extent of such obligation/s? 
 

(3) How should States approach their counterterrorism efforts 
without denying their human rights obligations? 

After answering the preceding questions, this study will look into the 

definition of terrorism as provided under the domestic counter-terrorism 

legislations of two other States namely, United States (US) and United Kingdom 

(UK). 

Arguably, the US and UK are “two of the world’s oldest liberal 

democracies, whose political institutions have evolved and changed numerous 

times in response to profound historical events and developments” at the 

national and international levels.40 Both countries share the same struggle and 

experiences that are particularly related to domestic terrorism, making them the 

frontrunners in drawing a blueprint across a variety of policy areas designed to 

combat terrorism. 

Considering that these two States have long history of exercising their 

powers and authority to counter terrorism, this study deems it appropriate to 

scrutinize their relevant anti-terror laws in comparison with that of the PH for 

the three reasons: 

 
40 Todd Landman, Imminence and Proportionality: The U.S. and U.K. Responses to Global Terrorism, CWSL Scholarly 

Commons (2007).  
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Firstly, US and UK usually fall victim to recent violent terror attacks;  

Secondly, this study factored in the inspiration of PH in enacting anti-

terrorism laws as it is heavily influenced by the US;  

Lastly, there exists regional mechanisms, such as the Inter-American Court 

of Human Rights (IACtHR) and the European Court of Human Rights (ECtHR) 

which serve as the monitoring body that ensures the compliance of their 

respective domestic counter-terrorism legislations to their human rights 

obligations under the IHRL.  

With that, this study will proceed in comparing PH anti-terror law as 
against the US and UK within the framework of IHRL and answer the following 
questions accordingly: 

(4) How did the States, subject of this comparative study, define 
terrorism in their respective anti-terrorism laws? 

 

(5) Applying the human rights standards in dissecting the 
provisions of the domestic counterterrorism legislations, is the 
PH anti-terror law consistent with its human rights obligations 
in comparison with US and UK? 

OBJECTIVE OF THE STUDY 

 The main objective of this study is to assess whether the PH anti-terror 

law poses more danger to human rights under the IHRL standards as compared 

to US and UK and ultimately, propose amendments to the law itself, should there 

be provisions that may potentially perpetuate noncompliance with its human 

rights obligations, particularly under the International Covenant on Civil and 

Political Rights (ICCPR). 

 Specifically, this study will examine the obligations of States under the 

regime of IHRL to integrate human rights norms and standards in enacting laws 

and other measures relevant to combating domestic terrorism. In the process 

thereof, it will discuss the tests in imposing limitations on the exercise of human 

rights to determine whether the restrictions placed under the domestic counter-

terrorism legislations of the States are valid. 
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 This study will thereafter make a comparative analysis as to the legal 

definition of terrorism provided under the domestic counter-terrorism 

legislations of the three States. It will venture in providing key observations as to 

their similarities and differences in terms of their understanding as to what is 

terrorism and what constitutes terrorist acts. 

 Finally, this study will examine the salient provisions in each of the States’ 

anti-terror laws which are relevant to specific human rights potentially at stake in 

the context of counterterrorism. This will aid the study in framing its analysis to 

be able to suggest appropriate amendments to the ATA of 2020 that are more 

fitting to human rights standards. 

SIGNIFICANCE OF THE STUDY 

This study will invest on the value of a rule of law-based counter-terrorism 

legislation with the aim of striking a balance between the State’s obligations to 

respect, protect and fulfill human rights while combatting terrorism. 

Consequently, this study will benefit the following: 

To the international community, this study will shed light on the importance of 

upholding the duty to protect human rights in the context of counterterrorism. 

To States, this study will aid them in maintaining an effective domestic 

counter-terrorism legislation that does not sacrifice human rights in the name of 

preventing, suppressing, and eliminating terrorism. 

To legislators and decision makers, this study will provide a guide in 

formulating anti-terrorism laws and measures that conform with the State’s 

human rights obligations. 

To the academe, considering that the anti-terror law of the PH has been 

recently enacted and is currently facing constitutional challenges, this study will 

contribute to the limited comparative literature on domestic counterterrorism 

legislations and their compliance to human rights obligations under the IHRL. 

To legal researchers and law students, this study will provide a novel technique 

in ascertaining whether the provisions contained in domestic counter-terrorism 

legislations are consistent with the human rights obligations of the States. 
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METHODOLOGY AND RESEARCH DESIGN 

In addressing the questions identified and meet the objectives of this 

study, the following approaches will be used: 

Black Letter Approach 

 This methodology “focuses on the letter of the law rather than the law in 

action”.41 Using this method, a descriptive and detailed analysis of the legal rules 

found in primary sources is provided. 

Consistent with the approach, this study will conduct a critical examination and 

qualitative analysis of the following primary and secondary sources: 

• Universal Declaration of Human Rights 

• International Covenant on Civil and Political Rights (ICCPR) 
and its two Optional Protocols 

• 19 International Legal Instruments against Terrorism 

• UN Security Council and General Assembly Resolutions 

• Reports by UN bodies 

• Other declarations and guidelines of UN organs and entities 

• Judicial decisions of regional human rights courts, i.e., IACtHR 

and ECtHR 

Comparative Approach 

This legalistic approach has been used in research studies to identify, 

examine, analyze, and explain similarities and differences of legal rules and norms 

found in various legislations, frameworks, and other legal sources between 

different countries.42 

 
41 Legal Dissertation: Research and Writing Guide, Maurer School of Law, (2019), 

https://law.indiana.libguides.com/dissertationguide; See also Mike McConville and Wing Hong Chui, 
Research Methods for Law, Edinburgh University Press, (2017), 
https://edinburghuniversitypress.com/pub/media/resources/9781474404259_Research_Methods_for_
Law_-_Introduction_and_Overview.pdf. 

42 Linda Hantrais, Comparative Research Methods, Social research Update, (1995), 
https://sru.soc.surrey.ac.uk/SRU13.html. 

https://law.indiana.libguides.com/dissertationguide
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Adopting this method, this study will make a comparison between the 

anti-terrorism law of the PH, specifically the Anti-Terrorism Act of 2020 and the 

corpus of domestic counter-terrorism legislations of US and UK:  

 US Primary and Secondary Counterterrorism Legislation: 

• “Uniting and Strengthening America by Providing Appropriate 

Tools” Required to Intercept and Obstruct Terrorism (USA 

Patriot) Act of 2001 

• “Intelligence Reform and Terrorism Prevention Act of 2004” 

• “National Intelligence Reform Act of 2004” 

• “Terrorist Penalties Enhancement Act of 2004” 

• “Detainee Treatment Act of 2005” 

• “USA Patriot Improvement and Reauthorization Act of 2006” 

•  USA Patriot Act Additional Reauthorizing Amendments Act 

of 2006 

•  Secure Fence Act of 2006 

• “Habeas Corpus Restoration Act of 2007” 

•  Foreign Intelligence Surveillance 2005 

•  United States Code Annotated (USCA) 

UK Primary and Secondary Counterterrorism Legislations: 

•   Terrorism Act 2000 

• “Anti-Terrorism, Crime and Security Act of 2001” 

• “The Prevention of Terrorism Act 2005” 

• “Terrorism Act 2006” 

• “Terrorism Prevention and Investigation Measures Act 2011”” 

• “Protection of Freedoms Act of 2012” 

• “Counter-Terrorism and Security Act 2015” 

• “Counter-Terrorism and Sentencing Act 2021” 

SCOPE AND LIMITATION OF THE STUDY 

This study mainly focuses on the comparative analysis of the statutory 

provisions of the existing domestic counter-terrorism legislations in the US, UK, 
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and PH and their compliance with human rights obligations of States under the 

IHRL. 

Specifically, it only covers substantive human rights enumerated under the 

ICCPR that are particularly concerned with the rights of persons or groups of 

persons who may be subjected under the law for committing any violation, in 

other words, to whom the law is directed at. Furthermore, these rights are thoroughly 

identified in this study which it deems to be relevant in every stage of a criminal 

proceeding in relation to the criminalization of terrorism at the domestic level: 

(1) Prevention; (2) Detention; (3) Prosecution; (4) Conviction. 

This study also restricts itself on the implications of the definition of 

terrorism provided under the anti-terrorism legislations of the three States to 

human rights that are potentially at stake in the context of counterterrorism. 

While the determination of whether States are compliant with their human 

rights obligations necessarily involves an examination of the implementation or 

enforcement of their domestic laws by law enforcement authorities, this study, 

however, narrows itself within the confines of the textual provisions of the 

domestic counter-terrorism legislations and not with its application on the 

ground. 

Moreover, this study will not deal with questions of constitutionality 

regarding the provisions of the anti-terrorism laws or as to the issue on the 

acquisition of jurisdiction in cases of breach nor enforcement of judgment by the 

victims of terrorist attacks. 

REVIEW OF RELATED LITERATURE 

 The 9/11 terrorist attacks made a significant impact not only in 

developing counter-terrorism strategies but also in expanding the study of 

terrorism itself. 

Prior to the 9/11 attacks, a robust body of literature has been dedicated 

into understanding the root causes of terrorism in attempt to answer the 

question, why does terrorism occur. The prevailing discussion of these studies is 

heavily focused on the socio-political and psychological aspect of analyzing a 

variety of stimuli that may have driven a particular individual or group to behave 

in such manner or perpetuate acts of terrorism. 
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Two decades later or twenty-years after, studies have shifted its attention 

to the difficulty in reaching an agreement as to the common definition of 

terrorism which has been the source of contention in academic and policy 

research despite the extensive international counterterrorism measures adopted 

by States under international law. 

Customary Definition of Terrorism 

Terrorism is not a new phenomenon.43 According to Gilbert Guillaume, 

in his study Terrorism and International Law, the term terrorism, in its most general 

sense, denotes an “extreme fear, usually stemming from a vaguely perceived, 

relatively unknown and largely unforeseeable threat.”44 This may relate to “any 

criminal activity involving the use of violence in circumstances likely to cause a 

bodily harm or a threat to human life, in connection with an enterprise whose 

aim is to provoke terror.”45 For Guillaume, there are three conditions that must 

be complied with: 

“(a) the perpetration of certain acts of violence capable of causing death, or at 

the very least severe physical injury; (b) an individual or collective enterprise 

that is not simply improvised, in other words, an organized operation or 

converted plan reflected in coordinated efforts to achieve a specific goal; (c) 

the pursuit of an objective: to create terror among certain predetermined 

persons, groups, or more commonly, the public at large.”46 

Meanwhile, Peter Weiss in his work Terrorism, Counterterrorism and 

International Law, came up with two principal characteristics of Terrorism: “(1) it 

is intended to inflict death or seriously bodily harm upon civilians or other 

persons not taking part in hostilities; and (2) its purpose is to intimidate a 

population or persuade a government or international organization” to adopt a 

certain policy.47 In essence, “Weiss asserts that it is possible to determine 

characteristics frequently associated with incidents of terrorism that provide 

sufficient parameters within which states may identify and evaluate in relation to 

terrorist violence.” 

 
43 Kaponyi (2007), supra note 2 at 1. 
44 Gillaume (2004), supra note at 540. 
45 Ibid. 
46 Ibid. 
47 Peter Weiss, Terrorism, Counterterrorism and International Law, Arab Studies Quarterly, Vol. 24, No. 2/3, 

SPECIAL DOUBLE ISSUE: Terrorism: State Practice and Freedom Struggles (2002), Pluto Journals, (19 
October 2015). 
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The Special Tribunal for Lebanon (STL) in its Interlocutory Decision on the 

Applicable Law pointed out that terrorism has “crystallized to form a distinct 

international crime” and “has existed within customary international law:” 

“As we shall see, a number of treaties, UN resolutions, and the legislative and 

judicial practice of States evince the formation of a general opinio juris in the 

international community, accompanied by a practice consistent with such 

opinio, to the effect that a customary rule of international law regarding the 

international crime of terrorism, at least in time of peace, has indeed emerged. 

This customary rule requires the following three key elements: (i) the 

perpetration of a criminal act (such as murder, kidnapping, hostage-taking, 

arson, and so on), or threatening such an act; (ii) the intent to spread fear 

among the population (which would generally entail the creation of public 

danger) or directly or indirectly coerce a national or international authority to 

take some action, or to refrain from taking it; (iii) when the act involves a 

transnational element.”48 

 As opposed to Gillaume and Weiss, this study will not attempt to 

conceptualize its own definition of terrorism based on UN counterterrorism 

policies, practices, and norms under international law, rather, this study will 

examine the existing definition of terrorism laid down in domestic counter-

terrorism legislations. 

Absence of a Conclusive Definition and its Implications 

 There is a widespread concurrence that the absence of a precise and exact 

definition of terrorism is an issue. Although the term terrorism has been liberally 

used since the 9/11 attacks, most states only have a vague impression of what it 

really means.49  

In his study International Terrorism and Human Rights, Sundaresh Menon 

provided three plausible explanations as to why this definitional problem is 

prevalent. Firstly, terrorism is a “heavily contested concept, over which political, 

legal, social and popular notions wildly diverge.”50 Secondly, the term terrorism 

implies a moral judgment51 which is perfectly illustrated by the famous phrase 

 
48 Special Tribunal for Lebanon, Interlocutory Decision on the Applicable Law: Terrorism, Conspiracy, Homicide, 

Perpetration, Cumulative Charging, STL-11-01/1, (16 February 2011). 
49 Menon (2014), supra note 9 at 5. 
50 Ibid. 
51 Ibid. 
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cited by Boaz Ganor, “One man’s terrorist is the other man’s freedom fighter.”52 

Lastly, “there are many types of terrorism, and the term has in fact undergone 

significant changes in meaning and connotation over more than two centuries.”53  

Elisabeth Kardos Kaponyi in her work Upholding Human Rights in the Fight 

Against Terrorism, Society and Economy stressed that “the lack of a global definition 

of terrorism causes several serious problems including the hindrance of legal 

harmonization of counterterrorist measures and the shortage of uniform 

interpretation of the term.”54 

The “absence of a universal legal definition of terrorism may, for all 

intents and purposes, result to politicization and misuse of the term to curb non-

terrorist or non-criminal acts which would sanction states to violate the rights of 

their own or other State’s citizens in the course of their counter-terrorism 

efforts.”55 Another implication is that domestic laws will suffer from ambiguity 

as to their full reach and meaning in terms of the activities to be criminalized 

which may potentially offend the principle of legality and the rule of law.56 

This study acknowledges that the failure to define terrorism seriously 

impedes the effectiveness of domestic counterterrorism measures and affect 

their consistency with human rights law, however, this study will not delve into 

the reasons behind such failure but attempt to remedy its implications on the 

human rights obligations of States under the IHRL. 

The UN Legal Definition of Terrorism 

Although they are not generally intended to suggest the existence of an 

agreed legal definition of terrorism, several existing UN declarations, resolutions, 

and universal “sectoral” treaties relating to terrorism define certain acts and its 

core elements. “In 1994, the General Assembly’s Declaration on Measures to 

Eliminate International Terrorism laid out criminalized acts that are considered 

“terrorist” in nature regardless of any stated motive:” 

 
52 Boaz Ganor, Defining Terrorism: Is One Man's Terrorist another Man's Freedom Fighter?, The International Policy 

Institute for Counter-Terrorism, (2010). [hereinafter Ganor (2010)] 
53 Ibid. 
54 Kaponyi (2007), supra note 2 at 3. 
55 UNODC (2018), supra note 18. 
56 Ibid. 
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“Criminal acts intended or calculated to provoke a state of terror in the general 

public, a group of persons or particular persons for political purposes are in 

any circumstance unjustifiable, whatever the considerations of a political, 

philosophical, ideological, racial, ethnic, religious or any other nature that may 

be invoked to justify them.”57 

In 2001, following the 9/11 terrorist attacks, the Security Council 

evidently became extensively involved in terrorism-related issues with the 

creation of Counter-Terrorism Committee (CTC) supported by the Counter-

Terrorism Committee Executive Directorate (CTED).58 By 2004, the Security 

Council, in its Resolution 156, which aimed to assist States in complying their 

obligations under UNSC Resolution 1373 to undertake domestic legislative 

measures, referred “terrorism” as: 

“…criminal acts, including against civilians, committed with intent to cause 

death or serious bodily injury, or taking of hostages, with the purpose to 

provoke a state of terror in the general public or in a group of persons or 

particular persons, intimidate a population or compel a government or an 

international organization to do or to abstain from doing any act, which 

constitute offences within the scope of and as defined in the international 

conventions and protocols relating to terrorism, are under no circumstances 

justifiable by considerations of a political, philosophical, ideological, racial, 

ethnic, religious or other similar nature, and calls upon all States to prevent 

such acts and, if not prevented, to ensure that such acts are punished by 

penalties consistent with their grave nature.”59 

Subsequently, the Secretary-General’s High Level Panel on Threats, Challenges 

and Change described terrorism as any action that is “intended to cause death or 

serious bodily harm to civilians or non-combatants, when the purpose of such 

an act, by its nature or context, is to intimidate a population, or to compel a 

Government or an international organization to do or to abstain from doing any 

act.”  

The Search for a Universal Definition of Terrorism 

While negotiations have been taking place for years, no consensus as to a 

universal definition of terrorism has been reached. At best, “the international 

 
57 UNGA, Resolution 73/211, Document A/RES/49/60, (1995). 
58 UNSC, Resolution 1267, Document S/RES/1267 (1999) most recently extended to ISIL under UNSC, 

Resolution 2235, Document S/RES/2253, (2015). 
59 UNSC, Resolution 1566, Document S/RES/1566, (2004). 
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community has identified certain acts of violence that are generally considered 

to constitute particular forms of terrorism,” (e.g., taking of hostages, seizure and 

destruction of civilian aircraft, terrorist bombings and financing terrorism). 

States were nevertheless able to respond to existing forms of terrorism 

through the multi-faceted legal regime outlined in a number of universal 

counterterrorism legal instruments. However, they strongly “believe that it would 

be further strengthened with the adoption of a multilateral, universally accepted 

treaty which would embrace a universal agreement on how to define terrorism 

and could assist in ensuring increased international cohesion and consistency in 

approach.”60 

 The importance of a Draft Comprehensive Convention on International Terrorism 

was also acknowledged by the UN Global CT Strategy which urged States, “to 

become parties without delay to the existing international conventions and 

protocols against terrorism, and implement them, and to make every effort to 

reach an agreement on and conclude a comprehensive convention on 

international terrorism.”61 

 In 2000, India informally circulated a revised draft treaty text for a 

comprehensive convention originally submitted to the Ad Hoc Committee on 

International Terrorism.62 Since then, Member States have made substantial 

progress in terms of negotiations on the text and drafting of the articles for the 

Comprehensive Convention. The draft Preamble condemns “all acts, methods, 

and practices of terrorism as criminal and unjustifiable, wherever and by 

whomever committed.”63 Draft Article 2(1) governing criminal offense reads as 

follows: 

“1. Any person commits an offence within the meaning of the present 

Convention if that person, by any means, unlawfully and intentionally, causes:   

a) Death or serious bodily injury to any person; or 

 
60 UNODC (2018), supra note 18. 
61 UNGA, Resolution 60/288, Document A/RES/60/288, (2006). 
62 UNGA, Resolution 54/110, Document A/RES/54/110, (1999); UNGAOR (55th Session), Ad Hoc 

Committee Report, (2000), Suppl. 37 (A/55/37); See also Ben Saul, Attempts to Define “Terrorism” in 
International Law, (2005). 

63 UNGA, Letter dated 3 August 2005 from the Chairman of the Sixth Committee addressed to the President of the General 
Assembly, Document A/59/894, Appendix II Draft Comprehensive Convention against International 
Terrorism, (12 August 2005). 
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b) Serious damage to public or private property, including a place of 
public use, a State or government facility, a public transportation 
system, an infrastructure facility or to the environment; or 

c) Damage to property, places, facilities or systems referred to in 
paragraph 1 (b) of the present article resulting or likely to result in 
major economic loss; 

when the purpose of the conduct, by its nature or context, is to intimidate a 

population, or to compel a Government or an international organization to do 

or to abstain from doing any act.”64 

The Draft Comprehensive Convention, although not intended to supersede nor 

render them redundant, would serve as an umbrella over the existing universal 

instruments yet filling in gaps, notably in relation to defining terrorist acts, both 

its material and mental elements.65 The challenge now is to arrive a final 

agreement. 

Counterterrorism Policies at the Domestic Level 

The emergence of an anti-terrorism regime at the international level is 

mainly a reflection of a parallel development at the national level.66 Democratic 

countries, in particular, are entitled to adopt legislations and take extraordinary 

measures if faced with the threats of terrorism as visible signs of their 

commitment to protect the public.  

 John Finn, in his article in The Consequences of Counterterrorism, identified 

specific acts of legislations adopted by several countries and examined their 

effects on the constitutional norms and rules of accountability, transparency and 

deliberation, and proportionality. Finn further considered the similarities and 

differences between these various counterterrorism policies in terms of their 

scope and breadth, the element of motive as part of the definition of the offense, 

the permanence or temporariness of a particular anti-terrorism legislation as part 

of the public law armature and the use of regular or specialized courts.67 

 
64 UN, Draft comprehensive convention on international terrorism : working document / submitted by India, Document 

A/C.6/55/1, (2000). 
65 UNODC (2018), supra note 18. 
66 Moeckli (2009), supra note 17. 
67 John E. Finn, Counterterrorism Regimes and the Rule of Law: The Effects of Emergency Legislation on Separation of 

Powers, Civil Liberties and Other Fundamental Constitutional Norms, The Consequences of Counterterrorism, 
Russel Sage Foundation, (2010).   
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 On the other hand, “James Simeon in The Evolving Common Law 

Jurisprudence Combatting the Threat of Terrorism in the United Kingdom, United states, and 

Canada, dealt with the converging trends in legal principles that underlie court 

judgments relating to terrorism.”68 

This study, however, differs from Finn and Simeon for two reasons. First, 

this study will focus mainly on the definition of domestic terrorism and what 

constitutes terrorist acts under US and UK primary counter-terrorism legislations 

in comparison with the anti-terror law of PH. Second, on the basis of such 

comparison, this study will further analyze the relevant provisions of these 

counter-terrorism laws in relation to their human rights obligations within the 

framework of the IHRL. 

 
68 James C. Simeon, The Evolving Common Law Jurisprudence Combatting the Threat of Terrorism in the United Kingdom, 

United States, and Canada, Multidisciplinary Digital Publishing Institute, (2019). 
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PART II. 
HUMAN RIGHTS PROTECTION IN THE FACE OF “TERROR” 

 “If we destroy human rights and rules of law 
in the response to terrorism, they have won.” 69 

“Human rights are universal values and legal guarantees that protect 
individuals and groups against actions and omissions primarily by State agents”70 
but with the looming presence of terrorism, these rights and freedoms are under 
constant threat. 

Terrorism aims at the very destruction of human rights, democratic 
principles, and the rule of law.71 Its destructive impact on the enjoyment of 
fundamental human rights and freedoms has been recognized at the highest 
bodies of the UN. In fact, the events of 9/11, and the subsequent US declaration 
of war against terrorism, have led some to predict the end of an “era of human 
rights.”72 This study, however, does not share the same despairing view. It 
maintains the assertion that while States have a duty to protect its citizens in the 
face of terror, all measures taken must comply with their obligations under the 
regime of IHRL. 

To this end, an examination of the human rights obligations in the context 
of counter-terrorism efforts requires a consideration of conventional and 
customary rules and principles under the IHRL as well as the framework of 
international instruments designed primarily for the purpose of preventing, 
suppressing and eradicating terrorism.” 

 This chapter provides a general overview of the obligation of states and 
the affirmation of the duty to protect human rights in enacting measures to 
combat terrorism which, in turn, will provide a basis for the comparison and 
analysis of the definition of terrorism as wells as the salient provisions under the 
domestic anti-terrorism legislations of US, UK and PH in relation to specific 
human rights obligations of States under the IHRL that are particularly relevant 
in the fight against terrorism in Parts III and IV. 

 
69 Statement of Joichi Ito, a Japanese-American Activist, (27 January 2016). 
70 UN, Charter of the United Nations, 1 U.N.T.S. XVI (1945), art. 55 (c); See also UNGA, Universal Declaration of 

Human Rights, (1948) [hereinafter UDHR]. 
71 Fact Sheet No. 32 (2008), supra note 13 at 7. 
72 Menon (2014), supra note 9 at 11. 
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[A] 
INCORPORATING IHRL INTO DOMESTIC LEGISLATION 

“IHRL is a set of international rules, established by treaty or custom, on 
the basis of which individuals and groups can expect and/or claim certain rights 
and freedoms”73 as well as establish general and specific obligations which States, 
and its actors are bound to respect. Within the IHRL framework, individuals and 
groups are the rights holders while governments and its law enforcement 
authorities are considered the principal duty bearers.74 

IHRL is reflected in a number of international human rights treaties such 
as the Universal Declaration of Human Rights (UDHR) which laid the ground for the 
development and adoption of subsequent core universal human rights treaties, 
including the International Covenant on Civil and Political Rights (ICCPR) and its two 
Optional Protocols, and the International Covenant on Economic, Social and Cultural Rights 
(IESCR), among others. “These treaties provide an agreed set of human rights 
standards and establish measures to monitor compliance.” 

IHRL, however, is not limited to the enumeration of rights within those 
treaties identified as it also includes those rights that have become part of the 
customary international law which binds all States regardless of whether they are 
not party to a particular treaty. Many of the rights and freedoms laid down in the 
UDHR are widely regarded to hold such character.75  Several rights under the 
ICCPR also reflect norms of customary international law as observed by the 
Human Rights Committee in its General Comments No. 24 and No. 29.76 

Obligation to Adopt Human Rights Norms 

 By signing and ratifying international human rights treaties, States obliged 
themselves to refrain from discharging acts that would defeat the object and 
purpose77 of these international legal instruments, and voluntarily accepted the 
obligation to be bound by these treaties and perform such obligations in good 
faith.78  

 
73 International Committee of the Red Cross, What is the difference between IHL and Human Rights law?, (22 January 

2015), https://www.icrc.org/en/document/what-difference-between-ihl-and-human-rights-law 
74 Human Rights Advocacy and the History of International Human Rights Standards, Government Obligations, 

Regents of University of Michigan, (n.d.), 
http://humanrightshistory.umich.edu/accountability/obligationr-of-governments/ 

75 Fact Sheet No. 32 (2008), supra note 13 at 4. 
76 Ibid. 
77 UN, Vienna Convention on the Law of Treaties, 1155 U.N.T.S. 331 (1969), art. 18. [hereinafter VCLT] 
78 VCLT, art. 26. 
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One of the “fundamental obligations of State parties to the ICCPR, for 
instance, is to guarantee the enjoyment of rights enumerated in the Convention” 
by incorporating them in domestic laws. Article 2(2) of the ICCPR mandates 
states “to adopt such laws or other measures as may be necessary to give effect 
to the rights recognized in the present Convention.”79 Other human rights 
convention, notably, Article 2 of the Convention on the Elimination of All 
Forms of Discrimination against Women (CEDAW),80 Article 4 of the 
Convention on the Rights of the Child (CRC)81 and Article 4 of the Convention 
on the Rights of Persons with Disabilities (CRPD)82 require State parties to pass 
domestic laws to provide flesh to the rights set forth in the respective treaties. 
The process of human rights treaty incorporation, however, may vary according 
to each State’s constitutional and legal systems. 

 While “States undertake to put into place domestic measures and 
legislations compatible with their treaty obligations and duties under the 
IHRL,”83 thereby ensuring meaningful translation of international human rights 
norms into national-level action,84 human rights treaties generally do not 
prescribe specific requirements as to “how states should implement human rights 
standards, leaving it to each state to decide how these substantive obligations are 
to be realized at the domestic level.” Stated otherwise, “States are free to choose 
their own modalities for effectively implementing their international legal 
obligations, and for bringing domestic law into compliance with these 
obligations.”85 

[A.1] 
GENERAL OBLIGATIONS OF STATES UNDER IHRL 

 By becoming parties to the universal human rights legal instruments and 
adhering to customary international law, States, along with its organs and agents, 

 
79 UNGA, International Covenant on Civil and Political Rights, 999 U.N.T.S. 171 (1966), Article 2(2). [hereinafter 

ICCPR]. 
80 UN, Convention on the Elimination of All Forms of Discrimination against Women, 1249 U.N.T.S. 13 (1988). 
81 UNCHR, Convention on the Rights of the Child, E/CN.4/RES/1990/74, (7 March 1990). 
82 UN, Convention on the Rights of Persons with Disabilities, 2515 U.N.T.S. 3 (2006). 
83 UNOCHR, International Human Rights Law, 

https://www.ohchr.org/en/professionalinterest/pages/internationallaw.aspx. 
84 Janet E. Lord & Michael Ashley Stein, The Domestic Incorporation of Human Rights Law and the United Nations 

Convention on the Rights of Persons with Disabilities, Washington Law Review Association, (2008). 
85 OCHR in cooperation with the International Bar Association, Professional Training Series No. 9 Human Rights in 

the Administration of Justice: A Manual on Human Rights for Judges, Prosecutors and Lawyers, (2003). [hereinafter 
OCHR and IBA (2003)] 
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assume the “duty to respect, protect and fulfill human rights.” As such, the failure to 
perform any of these three obligations constitutes a violation of human rights.86 

In the case of Velásquez Rodriguez, the IACtHR emphasized that, “an 
impairment of those rights which can be attributed under the rules of 
international law to the action or omission of any public authority constitutes an 
act imputable to the State presumes responsibility in the terms provided by the 
legal source concerned.”87 

Threefold Responsibility 

To expound the threefold obligation of States with respect to IHRL, 
firstly, the obligation to respect means that “States must refrain from 
interfering with or curtailing the enjoyment”88 of civil and political rights, 
including economic, social, and cultural rights. Secondly, the obligation to 
protect requires “States to protect individuals and groups against human rights 
abuses by State agents and private actors.”89 Lastly, the obligation to fulfill 
means that “States must take positive action to facilitate the enjoyment of human 
rights.”90 

In order to promote compliance with these strict legal obligations imposed 
under the IHRL, States are therefore required to implement appropriate 
legislative mechanisms and provide effective remedies where individuals and 
groups can seek redress in the event of human rights violations. This necessarily 
includes putting up effective counterterrorism measure not only to prevent and 
deter terrorist attacks as well as prosecute those who are responsible behind such 
attacks but also to protect the life and security of individuals within their 
jurisdiction. 

[A.2] 
COMMITMENT OF STATE PARTIES 

 It has been established as a “basic principle of international law that a State 
party to an international treaty must ensure that its own domestic laws and 
practices are consistent with what is required by the said treaty.” 

 
86 Ibid. 
87 Velásquez Rodríguez Case, Inter-American Court of Human Rights, (1996). 
88 UNHRC, General Comment. No. 31, The Nature of the General Legal Obligation Imposed on States Parties to the 

Covenant, UN Doc. HRI/GEN/1/Rev.9, (2008) ¶6. [hereinafter GC No. 31] 
89 Ibid. 
90 Ibid. 
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For purposes of this study, it is noteworthy to point out that the US, UK, 
and PH are State parties to several core international human rights treaties, 
particularly to the ICCPR and its two Optional Protocols. As affirmed in the 
Convention, parties to the ICCPR agrees to promote and ensure the full 
realization of all human rights and fundamental freedoms, without 
discrimination of any kind by taking concrete legislative actions and 
administrative measures or provide adequate protection against human rights 
violations under domestic laws.  

But beyond the formally agreed international human rights legal 
instruments, these countries are also bound to respect the rights that have 
become part of customary international law and rights considered as a norm of 
jus cogens or peremptory norms of customary international law91 from which, 
under no circumstance, “derogation is permissible such as the prohibition of 
torture, slavery, genocide, racial discrimination, and crimes against humanity.” 

A commitment to human rights law implies that governments must 
articulate their policy decisions in terms of their shared understanding of 
international human rights.  

[A.3] 
VALID LIMITATIONS ON THE EXERCISE OF RIGHTS 

The “suspension or derogation of certain civil and political rights is 
permitted only under specific situations of emergency that threaten the life of 
a nation”92. In common legal parlance, a “state of emergency” denotes “a 
temporary situation in which exceptional powers are granted to the executive and 
exceptional rules apply in response to” and with a view of overcoming an 
existential threat to a particular state.93 Terrorism, for obvious reason, is one of 
those particularly sever crisis situations when the life of the nation is imperiled.94 

The exercise—albeit not the substance per se—of certain rights95 such as 
the freedom of expression, “freedom of peaceful assembly and association, 
freedom of movement or the right to respect for one’s private and family life and 
correspondence, may be subjected to restrictions in order to protect the national 

 
91 VCLT, art. 53. 
92 GC No. 5, ¶3. 
93 Nicos Alivizatos, Veronika Bílková, Iain Cameron & Kaarlo Tuori, Respect for Democracy, Human Rights and the 

Rule of Law During States of Emergency – Reflections, (26 May 2020). 
94 Ibid. 
95 OCHR and IBA (2003), supra note 85. 
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security or public order, public health or morals and the rights and freedoms of 
others.”96 

Restrictions on the exercise of human rights are the result of carefully 
weighing the interest of an individual as against the broader interest of the public. 
These restrictions, however, must comply with the requirements of legality, 
necessity, and proportionality, and must not be discriminatory. 

Permissible Restrictions  

 Any restrictions imposed on the exercise of human rights must be 
“provided by law”. In other words, “the limitation must be contained in a law of 
general application, which is in force at the time the said limitation is applied.”97 
The existence of legislation alone is not sufficient to meet the test of legality. 
“Any law which provides for regulation of individual rights must be clear and 
precise and must not be arbitrary.”98 

 To ensure legality, “an interference must be justified on the basis of a 
limited set of permissible grounds.”99 Human rights provisions have specified 
grounds which may give rise to limitations on the exercise of a particular right in 
question i.e., national security, public safety, public health or morals and the 
rights of others. The restriction must also be necessary to achieve a legitimate 
purpose that corresponds to the protection of one of those permissible 
grounds—a predominantly legal interest that is essential in a democratic society. 

 The restriction must be proportionate to the interest at stake. This 
approach requires that any measure taken: “(1) must be carefully designed to 
meet the objective; (2) must be the least intrusive option; and (3) must not be 
based on unfair, arbitrary, or irrational considerations.”100 

 The restriction must also respect the principles of equality and non-
discrimination. “A measure is considered to be discriminatory if it differentiates 
between persons on the basis of sex, race, religion, nationality or ethnicity 
without any objective and reasonable justification.”101 If a particular measure fails 

 
96 See e.g., ICCPR, articles 12(3), 13, 18(3), 19(3), 21, 22(2); African Charter on Human and Peoples’ Rights, 

articles 11 and 12(2); American Convention on Human Rights, articles 11(2), 12(3), 13(2), 15 and 16(2); 
and European Convention on Human Rights, articles 8(2)-11(2). 

97 UNOCHR, Emergency Measures and Covid 19: Guidance, (27 April 2020). 

98 See GC No. 31, supra note 88. 

99 Ibid. 
100 Ibid. 
101 Ibid. 
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to meet this requirement, the restriction is deemed to be invalid even if it satisfies 
the first three tests of legality, necessity and proportionality. 

 Applying this in the context of counterterrorism, any measure restricting 
the enjoyment of rights or freedoms must be in accordance with law, must be 
necessary or rationally connected to the achievement of the permissible objective 
being pursued and must be proportionate and must not be discriminatory in 
nature. 

[B] 
COMPLIANCE WITH IHRL WHEN COUNTERING TERRORISM 

It is but mistaken belief that there is a tradeoff of human rights within the 
framework of international law against terrorism. In fact, “the Special 
Rapporteur on the promotion and protection of human rights and fundamental 
freedoms while countering terrorism had underscored that” “compliance with 
human rights while countering terrorism represents a best practice because 
not only is this a legal obligation of States, but it is also an indispensable part 
of a successful medium—and long-term strategy to combat terrorism.”102 

UN Counterterrorism Framework 

The UN has consistently asserted that member States must uphold core 
human rights principles while countering terrorism, hence there is a decisive need 
to come up with an effective international strategy to combat terrorism that 
would employ the obligation to protect human rights under the IHRL as its 
unifying framework. 

“A central starting point for examining the framework governing global 
counter-terrorism efforts is the UN Global CT Strategy”.103 

Through the adoption of the UN Global Counter-Terrorism Strategy and 
on the basis of the GA Resolution 60/158 which provided for the framework 
for the “Protection of human rights and fundamental freedoms while countering 
terrorism”104, the international community has “resolved to take measures that 
ensure the compliance of their obligations under the IHRL, due process and the 
rule of law as the fundamental basis of the fight against terrorism.”105 With this 

 
102 Counter-terrorism Implementation Task Force, Basic Human Rights Reference Guide: Conformity of National 

Counter-Terrorism Legislation with International Human Rights Law, (2014). [hereinafter CTITF (2014)] 
103 UNODC (2018), supra note 18. 
104 UNGA, Resolution 60/158, Document A/RES/60/158, (2006). 
105 UNGA, Resolution 60/288, Document A/RES/60/288, (2006). 
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Strategy, member States are expected to develop national counter-terrorism 
strategies that seek to address the problem of terrorism and in the same breath, 
give due attention to human rights protection. 

Similarly, the Security Council, in its Resolution 1456 which was 
reaffirmed in its subsequent Resolution 1624106, has called on States, to “ensure 
that any measure taken to combat terrorism comply with all their obligations 
under international law, and should adopt measures in accordance with 
international law, in particular international human rights, refugee and 
humanitarian law.”107 

Universal treaties on Counterterrorism  

In addition to the general obligations of States under the IHRL to always 
act within a human rights framework, several universal instruments against 
terrorism echoed this mandate, that is, to strictly comply with human rights law. 

To point them out, the 1999 International Convention for the 
Suppression of the Financing of Terrorism make it a point, specifically under 
Article 21, that “the Convention must not affect other rights, obligations, and 
responsibilities of States under international law.”108 In the similar manner, 
“Article 11 of the 2010 Convention on the Suppression of Unlawful Acts 
Relating to International Civil Aviation also guarantees fair and equal treatment 
in accordance with human rights law.”109 

This is further illustrated in Article 15 of the International Convention for 
the Suppression of the Financing of Terrorism which has expressly permitted 
the “States to refuse extradition or legal assistance if there are substantial grounds 
for believing that the requesting State intends to prosecute or punish a person 
on prohibited grounds of discrimination.”110 

All of these demonstrates that the international counterterrorism 
framework has a positive relation to, and co-exist with, the state’s human rights 
obligations under the IHRL.  

 
106 UNSC, Resolution 624, Document S/RES/1624, (2005). 
107 UNSC, Resolution 1456, Document S/RES/1456, (2003). 
108 UNGA, International Convention for the Suppression of the Financing of Terrorism, art. 21 (1999). [hereinafter UNGA 

(1999)]. 
109 International Civil Aviation Organization, Convention on the Suppression of Unlawful Acts Relating to International 

Civil Aviation, 974 U.N.T.S. 177 (1971). [hereinafter ICAO (1971)] 
110 Id., art. 15. 
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[C] 
STRIKING THE BALANCE BETWEEN SECURITY AND LIBERTY  

 The obligations imposed upon States under the regime of IHRL and 
international framework on counterterrorism “create no general exception for 
terrorism in their application, but rather establish an inextricable link between 
human rights protections and counterterrorism measures.” 

Resolving the Dilemma 

To perfectly illustrate the apparent inseparable relationship between the 
two goals, the UN Secretary-General, in his Report Uniting against terrorism: 
recommendations for a global counter-terrorism strategy, described human rights as 
essential to the fulfill of all aspects of a counter-terrorism strategy and stressed 
that “effective counter-terrorism measures and the protection of human rights 
were not conflicting goals, but complementary and mutually reinforcing 
ones,”111 with which States’ responses to terrorism must conform. 

 In attempt to resolve the dilemma uncovered in the early parts of this 
study, it is submitted that States should strike a balance between security and 
liberty. “In this respect, the campaign against terrorism and the protection of 
human rights should not be regarded as antithetical responsibilities.”112 These 
two are not mutually exclusive nor must be pitted against each other. 

 In this sense, it is argued that for a State to maintain and uphold its 
security, the responsibility to protect the rights of its citizens to be free from any 
abuse, violence, or oppression rests upon it. Strictly speaking, for a state to be 
secure, it must protect liberty. 

 States must therefore not lose sight of the fact that terrorist attacks may 
be perpetrated in times of peace, where IHRL is fully applicable. In other words, 
the operation of human rights is not suspended even in the context of 
counterterrorism, nor will terrorism render them ineffective. 

 

 
111 UNGA, Uniting against terrorism : recommendations for a global counter-terrorism strategy : report of the Secretary-General, 

Document A/60/825, (2006). 
112 Menon (2014), supra note 9 at 2. 
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PART III. 
CRIMINALIZING TERRORISM 

“We must never lose sight of the fact that any sacrifice of freedom 
or the rule of law within States…is to hand the terrorists a victory 

that no act of theirs alone could possibly bring.” 113 

One of the key components forwarded by the UN Global CT Strategy 
and mostly, if not all, by universal counter-terrorism treaties is the obligation for 
States to “maintain an effective and rule of law-based”114 domestic counter-
terrorism legislations, thereby introducing terrorist acts as serious criminal 
offenses. While anti-terrorism mechanisms should aim to prevent and punish 
acts of terrorism, States must not veer away from their commitment to provide 
adequate protection to human rights and give due respect to the rule of law 
consistent with their obligations under the IHRL. 

 Before looking into how States, subject of this comparative study, defined 
terrorism in their respective counter-terrorism legislations, this chapter will first 
identify what are considered as terrorist acts in various universal counter-
terrorism instruments that have been developed under the auspices of the UN 
and its specialized agencies; and secondly, it will examine the textual definition 
of terrorism under the US, UK and PH domestic anti-terrorism laws and assess 
whether or not these definitions comply with the principle of legality and the rule 
of law. 

[D] 
TREATY-BASED TERRORIST ACTS 

The international community has developed a corpus of counter-
terrorism policies by elaborating nineteen (19) universal conventions and 
protocols against terrorism which “were negotiated and adopted in response to 
specific terrorist incidents or atrocities such as ship and aircraft hijackings during 
the 1960s and 1970s, or to the changing nature of terrorism, such as terrorist 
financing or the potential use of weapons of mass destruction in the 1990s.”115 

 
113 Statement of Secretary-General Kofi Annan to the 20 January Security Council ministerial meeting on 

terrorism, (2003). 
114 UNGA, Resolution 60/288, Document A/RES/60/288, (2006). 
115 UNODC (2018), supra note 18. 



BALANCING SECURITY AND LIBERTY: 
A Comparative Study on Domestic Anti-Terrorism Laws vis-à-vis 
Human Rights Obligations of States under International Human Rights Law 

 

33 
 

Since UN member States have not yet been able to adopt a comprehensive 
definition of terrorism, these existing universal counterterrorism conventions 
took the place in defining specific offenses as terrorist acts: 

• Unlawful seizure of aircraft116 

• Aviation sabotage117 

• “Crimes against internationally protected persons, including 
diplomatic agents”118 

•   Hostage-taking119 

• “Unlawful taking and possession of nuclear material”120 

•   Unlawful acts of violence at airports121 

• “Unlawful acts against the safety of maritime navigation”122 

• “Unlawful acts against the safety of fixed platforms located on the 
continental shelf”123 

•   Terrorist bombings124 

•   Financing of Terrorism125 

•   Acts of Nuclear Terrorism126 

These universal counterterrorism instruments create an obligation on the 
part of the State parties to adopt substantive laws criminalizing these particular 
forms of terrorist acts along with the indispensable prerequisite that said laws 
must conform with the principle of legality and the rule of law. 

Adherence to the Rule of Law 

The UN CTITF, in working towards the overall coordination and 
coherence of UN system-wide support to member States for the implementation 
of the UN Global CT Strategy, has repeatedly hammered the requirement that 

 
116 UN, Convention for the Suppression of Unlawful Seizure of Aircraft, U.N.T.S. 1973 (1970). 
117 ICAO (1971), supra note 109. 
118 UNGA, Convention on the Prevention and Punishment of Crimes against Internationally Protected Persons, including 

Diplomatic Agents, (1973). 
119 UNGA, International Convention against the Taking of Hostages, (1979). 
120 UNGA, Convention on the Physical Protection of Nuclear Material, (1979). 
121 UN, Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving International Civil Aviation, 

supplementary to the Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, U.N.T.S. 
1990, (1988). 

122 UNGA, Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation, (1988). 
123 UNGA, Protocol for the Suppression of Unlawful Acts Against the Safety of Fixed Platforms Located on the Continental 

Shelf, U.N.T.S. 1678, (1988). 
124 UNGA, International Convention for the Suppression of Terrorist Bombings, (1997). 
125 UNGA (1999), supra note 108. 
126 UNGA, International Convention for the Suppression of Acts of Nuclear Terrorism, Document A/59/766, (2005). 
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domestic counter-terrorism legislations must be compliant with the rule of law, 
otherwise, counter-terrorism responses that do not adhere to the rule of law can 
potentially undermine their legality and effectiveness.127 Furthermore, the 
“lawfulness of the counter-terrorism measures depends on their conformity with 
human rights obligations of States.”128 

UN Secretary-General Kofi Annan described the “rule of law”, in his 
report on The rule of law and transitional justice in conflict and post-conflict societies, as: 

“…referring to a principle of governance in which all persons, institutions and 
entities, public and private, including the State itself, are accountable to laws 
that are publicly promulgated, equally enforced and independently 
adjudicated, and which are consistent with international human rights 
norms and standards.”129 (emphasis added) 

This exposes the intimate relationship between criminal law and the 
obligation of States under the IHRL. From a rule of law perspective, any laws 
defining terrorism and criminalizing acts of terrorism must be clearly and 
precisely formulated and not overly broad so as not to violate human rights and 
as a consequence, offend the principle of legality which is an essential element 
of the rule of law. States are therefore called upon to delineate what constitutes 
acceptable and unacceptable acts or behavior and the penalties that are associated 
with it.  

[E] 
DISSECTING THE DEFINITION OF TERRORISM 

Indeed, the 9/11 attacks have prompted States to undertake a variety of 
initiatives to meet head-on the serious threats of terrorism. Anti-terrorism 
measures have included the creation of domestic legislation and procedures to 
investigate, prosecute and criminalize terrorist activities. 

Pursuant to the principle of legality and the rule of law, domestic 
legislations, when defining terrorism-related criminal offenses, should clearly 
specify both the objective or material elements (actus reus) of the crime e.g., 
seizing aircrafts or ships, kidnapping or hostage-taking, or bombings in public 
places as well as the subjective or mental elements (mens rea) which requires that 

 
127 CTITF (2014), supra note 102. 
128 UNOHCHR, Human Rights, Terrorism and Counter-terrorism, https://moam.info/human-rights-terrorism-and-

counter-terrorism-ohchr_597585bf1723dd0e4ec7ccf4.html. 
129 UNSC, The rule of law and transitional justice in conflict and post-conflict societies : report of the Secretary-General, 

Document S/2004/616, (2004). 
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the acts be committed “willfully or intentionally”130 to “provoke a state of terror 
in the general public or in a group of persons or particular persons.”131 

This definition of terrorism will then serve as the operational tool for the 
succeeding provisions in each domestic counter-terrorism legislations 
purposefully designed to counter terrorism. 

[E.1] 
US DEFINITION OF DOMESTIC TERRORISM 

 Arguably, the state most invested in drawing up a definition of terrorism 
in the contemporary period is the US, considering the fact that it initiated the 
“War on Terror”, it assumed its place to be at the forefront of counter-terrorism 
efforts.  

Although US’s role in defining terrorism can be traced back a decade 
earlier, it was the USA Patriot Act of 2001 which was passed in the wake of the 
9/11 attacks that became the key statutory instrument in dealing with terrorism.  

The Act defined domestic terrorism as: 

“Sec. 802. Definition of Domestic Terrorism. 

x x x 

5) the term ‘domestic terrorism’ means activities that— 

(A) involve acts dangerous to human life that are a violation of the 

criminal laws of the United States or of any State; 

(B) appear to be intended— 

(i) to intimidate or coerce a civilian population; 

(ii) to influence the policy of a government by intimidation or 

coercion; or 

(iii) to affect the conduct of a government by mass 

destruction, assassination, or kidnapping; and 

(C) occur primarily within the territorial jurisdiction of the United 

States.”132 (emphasis added) 

 
130 UNODC, Guide for the Legislative Incorporation and Implementation of the Universal Anti-terrorism Instruments, (2006). 
131 Ibid. 
132 USA Patriot Act, 18 U.S.C. § 802, (2001). [hereinafter USA Patriot Act of 2001] 
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The US legal definition of terrorism is an example of a deductive 
approach133 consisting of: (1) a substantive element; (2) intent element; (3) 
jurisdictional element. 

As to the substantive element, while there is no explicit enumeration of 
deeds considered as acts of terrorism, it made a reference, however, to the 
criminal offenses punished by the laws of the US, specifically under Title 18, Part 
I, Chapter 113B of US Code e.g., use of weapons of mass destruction, bombings 
of places of public use, government facilities, public transportation systems and 
infrastructure facilities, or missile systems designed to destroy aircraft.134 

The intent element is indicated by the express mention of the word 
“intended”, where the offense must be committed with the intent to intimidate 
or coerce a population or to compel the government to do or to abstain from 
doing any act. 

The definition also delimited its scope, such that the act constituting 
terrorism must be committed within its territorial jurisdiction which, in effect, 
draws the line between “domestic” and “international” terrorism. 

One notable observation as to the definition of domestic terrorism under 
the Act is the absence of the element of motive which has been embodied in 
Article 3 of the 2010 UN Declaration on Measures to Eliminate International 
Terrorism and several other GA Resolutions,135 “criminal acts…under no 
circumstances justifiable by considerations of a political, philosophical, 
ideological, racial, ethnic, religious, or other similar nature.” “The concept of 
specific intent is close to that motive, but the two should not be confused.”136 
The motive is the reason why a particular person or group of persons committed 
the offense. 

Boaz Ganor considers that the inclusion of a motive element in the 
definition of terrorism is of prime importance, primarily because “a violent 

 
133 Adam Duchemann, Defining terrorism in international law so as to foster the protection of human rights, Droit 

International Public, (2011). [hereinafter Duchemann (2011)] 
134 2018 United States Code Annotated, Title 18 Crimes and Criminal Procedure, Chapter 113B §§ 2331-

2339D, (2015). [hereinafter USCA] 
135 UNGA, Measures to Eliminate International Terrorism - Report of the Secretary-General, Document A/51/336, 

(1996). 
136 See UNSC Resolutions 1267 (199), 1373 (2001), 1540 (2004), 1566 (2004) & 1568 (2004); UNGA Resolution 

49/60, (1995). 
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activity against civilians that has no political aim is, at most, an act of criminal 
delinquency, a felony, or simply an act of insanity unrelated to terrorism.”137 

This study argues that the addition of a special intent or motive better 
captures the nature of terrorism in a sense that terrorists, for instance, resort to 
“acts intended or calculated to provoke a state of terror”138 not only to gain 
political power and dominance, but also to achieve other objectives such as 
imposing their ideology upon a population.139 

[E.2] 
UK DEFINITION OF TERRORISM 

The Terrorism Act of 2000 was the first among the pieces of counter-
terrorism legislations passed by the Parliament of the UK. It provided the main 
framework for the counter-terrorism efforts in the country. Terrorism is defined 
in the first section of the Act as: 

“Sec. 1. – Terrorism: interpretation.” 

(1) “In this Act "terrorism" means the use or threat of action where-” 

(a) “the action falls within subsection (2),” 

(b) “the use or threat is designed to influence the government or an” 

“international governmental organisation or to intimidate the 

public or”“a section of the public, and” 

(c) “the use or threat is made for the purpose of advancing a political,” 

“religious, racial, or ideological cause.” 

(2) “Action falls within this subsection if it-” 

(a) “involves serious violence against a person,” 

(b) “involves serious damage to property, 

(c) “endangers a person's life, other than that of the person committing 

the” “action,” 

(d) “creates a serious risk to the health or safety of the public or a 

section of” “the public, or” 

(e) “is designed seriously to interfere with or seriously to disrupt an 

electronic system.” 

(3) “The use or threat of action falling within subsection (2) which involves 

the use of firearms or explosives is terrorism whether or not subsection 

(1)(b) is satisfied.” 140(emphasis added) 

 
137 Ganor (2010), supra note 52. 
138 UN Human Rights Council, Negative effects of terrorism on the enjoyment of all human rights and fundamental freedoms, 

Document A/HRC/34/30, (2016). 
139 Duchemann (2011), supra note 132. 
140 Terrorism Act, Chapter 11, § 1, (2000). [hereinafter Terrorism Act of 2000] 
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The first part of Section 1 embraces the motive element, such that the use 

or threat of action is done to advance a particular political, religious, racial, or 

ideological cause. As opposed to US’ definition of terrorism which referred to 

offenses penalized under its criminal law, UK’s definition listed acts constituting 

the crime of terrorism. The common feature among all these acts is that the 

infliction of violence, damage to property, interference or even disruption of 

electronic system must be “serious” or grave in character. The last part of Section 

1 precludes the necessity of attaining the objective or establishing intent, for as 

long as any of the acts enumerated in subsection (2) involves the use of either 

firearms or explosives, the law instinctively considers it terrorism, hence there is 

no need to prove intent. 

UK’s definition of terrorism has been widely criticized for being “vague 

and excessively broad in its reach.”141 Although it criminalizes acts that are 

generally understood to be “terrorist” in nature, it may potentially cover lawful 

acts or behaviors that cannot be considered as acts of terrorism.142 For example, 

flash mobs or street protests which are usually designed to intimidate a section 

of the public and can arguably be said to pose a danger or serious risk to the 

health and safety of the commuters and other road users, thus may potentially 

fall within UK’s definition of terrorism. 

Recall that the rule of law, at a minimum, requires the principle of 

legality—that anti-terror laws must be promulgated in a clear and precise manner; 

however, in the case of UK, this study finds that its definition of terrorism does 

not follow this basic principle. 

[E.3] 
PH DEFINITION OF TERRORISM 

 As mentioned earlier, the legal definition of terrorism in the PH found 
under the Anti-Terrorism Act of 2020: 

“SEC. 4. Terrorism. - …terrorism is committed by any person who, within 
or outside the Philippines, regardless of the stage of execution:” 

(a) “Engages in acts intended to cause death or serious bodily injury 
to any” “person, or endangers a person’s life;” 

 
141 Article XIX Global Campaign for Free Expression, The Impact of UK Anti-Terror Laws on Freedom of Expression 

Submission to ICJ Panel of Eminent Jurists on Terrorism, Counter-Terrorism and Human Rights, (2006). 
142 Ibid. 
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(b) “Engages in acts intended to cause extensive damage or 
destruction to” “a government or public facility, public place or 
private property;” 

(c) “Engages in acts intended to cause extensive interference with, 
damage “or destruction to critical infrastructures;” 

(d) “Develops, manufactures, possesses, acquires, transports, 
supplies, or uses weapons, explosives or of biological, nuclear, 
radiological or chemical weapons; and” 

(e) “Release of dangerous substances or causing fire, floods or 

explosions” 

“when the purpose of such act, by its nature and context, is to intimidate the 

general public or a segment thereof, create an atmosphere or spread a 

message of fear, to provoke or influence by intimidation the government 

or any international organization, or seriously destabilize or destroy the 

fundamental political, economic, or social structures of the country; or 

create a public emergency or seriously undermine public 

safety…Provided, That, terrorism as defined in this section shall not include 

advocacy, protest, dissent, stoppage of work, industrial or mass action, 

and other similar exercises of civil and political rights, which are not 

intended to cause death or serious physical harm to a person, to 

endanger a person’s life, or to create a serious risk to public safety.”143 

(emphasis and underscoring supplied) 

 Similar to UK, PH’s anti-terror law cited the objective elements of the 

crime, referring to acts constituting terrorism as well as the subjective element of 

intent. However, unlike US’s definition and that of the repealed anti-terrorism 

law (i.e., the HSA of 2007), the ATA of 2020 no longer enumerates specific 

predicate crimes—offenses deemed punishable under the Revised Penal Code 

e.g., piracy, rebellion, coup d’etat, murder, hijacking, kidnapping and serious 

illegal detention, etc. as critical components of a larger, more serious crime of 

terrorism. Again, these acts are overly broad and therefore carries the potential 

to “construe legitimate acts of dissent or opposition” within the ambit of the 

Act. 

There seems to be a caveat at the end of the provision, stating that forms 

of mass action and other similar exercises do not fall under the definition. At 

first glance, this may create some sort of human rights safeguard but looking at 

 
143 Republic Act. No. 11479 or The Anti-Terrorism Act of 2020, § 4, (2020). [hereinafter ATA of 2020] 
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it closely, these acts, however, are not, in any way, exempted if they create serious 

risk to public safety or are intended to cause serious harm to individuals. 

 The definition of terrorism under the ATA is also expansive in a sense 

that, the law includes acts “intended to cause extensive interference with, damage 

or destruction to critical infrastructures144” which is vaguely defined under the 

law itself or even the mere development, possession or transfer of weapons may 

already be regarded as a terrorist act. 

 Moreover, it made mention of the phrase, “regardless of the stage of 

execution” which this study deems to be problematic. Article 6 of the Revised 

Penal Code defines the basic rules on the three stages of crimes—

consummated145, frustrated146, and attempted147 felonies. The determination of 

whether there is a failure “to complete all the acts of execution despite 

commencing the commission of a felony or whether a felony was “produced” 

after all the acts of execution had been performed hinges on the particular 

statutory definition of the offense itself.”148 In other words, the task of 

ascertaining whether a crime is at its attempted, frustrated, or consummated 

stage, “one would need to compare the acts actually performed by the offender 

as against the acts that constitute the felony under the Revised Penal Code”.149 

The problem with PH definition of terrorism is that the acts enumerated 

therein, say for example, destruction of critical infrastructures, possession or 

acquisition of weapons or explosives, release of dangerous substances, are not 

specific offenses punishable by law with clearly defined elements. Hence, there 

 
144 Critical Infrastructure shall refer to “an asset or system, whether physical or virtual, so essential to the 

maintenance of vital societal functions or to the delivery of essential public services that the incapacity or 
destruction of such system and assts would have a debilitating impact on national defense and security, 
national economy, public health or safety, the administration of justice, and other functions analogous 
thereto. It may include, but is not limited to, an asset or system affecting telecommunications, water and 
energy supply, emergency services, food security, fuel supply, banking and finance, transportation, radio 
and television, information systems and technology, chemical and nuclear sectors.” (Sec. 3(a) of ATA of 
2020). 

145 “A felony is consummated when all the elements necessary for its execution and accomplishment are 
present.” (Revised Penal Code, art. 6) 

146 “A felony is frustrated when the offender performs all the acts of execution which would produce the 
felony as a consequence but which, nevertheless, do not produce it by reason of causes independent of 
the will of the perpetrator.” (Revised Penal Code, art. 6) 

147 “A felony is attempted when the offender commences the commission of a felony directly by overt acts 
and does not perform all the acts of execution which should produce the felony by reason of some cause 
or accident other than his own spontaneous desistance.” (Revised Penal Code, art. 6) 

148 Natividad vs. People of the Philippines and Hon. Nachura, G.R. No. 160188, 21 June 2007. 
149 Ibid. 
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is no basis in determining whether the commission of a particular act is already 

considered as attempted, frustrated, or consummated. In effect, this provision 

equips the law enforcement authorities an unbridled discretion in interpreting a 

particular act. 

 Table 1 below provides a summary of the key features in the provisions 

of the primary counter-terrorism legislations in the US, UK and PH that define 

terrorism and what are considered as terrorist acts. 

Table 1. Comparison as to the definition of terrorism between US, UK & PH counter-terrorism 

legislation 

 US UK PH 

MEANS “acts dangerous to human 
life that are a violation of 
the criminal laws of the 
United States or of any 

State” 

“use or threat of action that 
involves serious violence 

against a person, damage to 
property, endanger a 

person’s life, serious risk”   
“to the health or safety of 
the public, or seriously to 

interfere with or disrupt an 
electronic system” 

“engages in acts that cause death 
or serious bodily injury, extensive 

damage or destruction to 
government, public, or private 

property or critical” 
“infrastructures; develop, 

manufacture, possess, acquire, 
transport, supply or use of 

weapons or explosives; release of 
dangerous substances or causing 

fire, floods, or explosions” 

INTENT “intimidate or coerce a 
civilian population, 

influence the policy of a 
government by 

intimidation or coercion, 
or affects the conduct of 

government by mass 
destruction, assassination, 

or kidnapping” 

“influence the government 
or international 

organization or to 
intimidate the public or 
section of the public” 

“intimidate the general public or 
a segment of the public, create an 
atmosphere or spread a message 
of fear, provoke or influence the 

government or international 
organization by intimidation, 

seriously destabilize or destroy 
fundamental political, economic, 

or social structures, create a 
public emergency or seriously 

undermine public safety” 

MOTIVE  “advancing a political, 
religious, racial, or 
ideological cause” 

 

 

It is apparent that all these three States have domestic laws criminalizing 

terrorism within their respective jurisdictions. However, the counterterrorism 

legislations of the US and UK have been constantly improved and repeatedly 

updated, owing to the fact that they have been in place for a considerable period 

of time and have gone through extensive reviews and multiple amendments as a 
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result of legal challenges before their regional human rights courts (i.e., IACtHR 

and ECtHR) as compared to that of the PH.150 

All three States also admit that terrorism accounts for the most violent 

crimes or serious acts committed against persons causing death or serious bodily 

harm, or serious risk to health or public safety, and against properties causing 

extensive damage or destruction. These States further recognize that these 

terrorist acts are deliberately “intended to intimidate the public or a section of 

the public” and more importantly, “influence the conduct of the government or 

any international organization.” UK differs in a way that it acknowledges any 

underlying motivation for a particular terrorist act which may be driven by 

political, religious, racial, or ideological purpose. Meanwhile, US and PH 

refrained from attributing any motive on the part of the offenders in inflicting 

acts of terrorism. 

Moreover, one of the seemingly significant distinctions as to how each 

State framed their meaning of terrorism is that UK and PH have specified the 

“use or threat of action” or “acts” constituting terrorist activities while in the 

case of US, it included predicate crimes as it directly incorporates the offenses 

punished under its criminal code to define what constitutes terrorist acts. This 

explains why the definition of terrorism under UK and PH anti-terror laws are 

deemed to be overly broad contrary to US. 

To summarize, this legal analysis finds that the US, UK, and PH definition 

of terrorism have a trickle of synonymities with regards to the methods and 

intent—referring to the objective (actus reus) and subjective (mens rea) elements of 

the crime of terrorism but differentiates when it comes to the motive element. 

Based on their textual definition, it is evident that their understanding of 

terrorism and what constitutes terrorist acts differs from each other. This study 

further argues that PH definition of terrorism, although it may be similar to UK’s 

definition by hook or by crook,  it is, however, quite elastic than that of the UK 

and US as it includes phrases like “regardless of the stage of execution” and the 

addition of several punishable acts which are, in themselves, ambiguous. 

 

 
150 SaferWorld Preventing Violent Conflict, Building Safer Lives, Counter Terrorism Legislation, (n.d.), 

https://www.saferworld.org.uk. 



BALANCING SECURITY AND LIBERTY: 
A Comparative Study on Domestic Anti-Terrorism Laws vis-à-vis 
Human Rights Obligations of States under International Human Rights Law 

 

43 
 

PART IV. 
HUMAN RIGHTS AT STAKE 

 
“Our responses to terrorism, as well as our efforts 

to thwart it and prevent it, should uphold the human rights 
that terrorists aim to destroy.” 151 

 

 The pursuit of preventing, suppressing, and eliminating terrorism raises a 
considerable number of human rights concerns. Among others, the most 
pressing issue relates to whether the measures provided under the domestic 
counter-terrorism legislations of States imposes legally permissible restrictions as 
to the exercise of human rights.  

 Navigating through the provisions of the anti-terrorism laws of the three 
States subject of this comparative study and using the lens of human rights norms 
and well-settled principles under the framework of IHRL, individual rights of 
persons to whom said laws are directed against are being put into the spotlight. 

 This chapter of the study focuses on the human rights enumerated under 
the ICCPR which are potentially at risk and are reasonably affected by the various 
stipulations introduced in the domestic counter-terrorism legislations of the 
three States. As will be discussed below, these human rights must be afforded to 
warrant that counter-terrorism strategies are anted up in a way that they are 
consistent with the human rights obligations of States under IHRL. 

[F] 
SALIENT PROVISIONS APROPOS HUMAN RIGHTS OBLIGATIONS 

 It is at this point that the study will sift through the domestic counter-
terrorism legislations of the three States, US, UK, and PH, and determine their 
salient provisions which are likely to be directly engaged in the specific human 
rights that are relevant in the counter-terrorism context. 

To aid this study’s examination, the human rights that are particularly 
identified will be categorized according to the four (4) stages of a criminal 
proceeding, that this study had determined, relating to counterterrorism. The 
human rights identified are deemed to be involved at every stage of the criminal 
proceeding namely: (1) Prevention, (2) Detention, (3) Prosecution and (4) 

 
151 Statement of Secretary-General Kofi Annan at the special meeting of the Security Council’s Counter-

Terrorism Committee in New York, (06 March 2003). 
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Conviction. This will be followed by a brief discussion of how these rights are to 
be appreciated and applied. 

A comparative analysis as to the salient provisions of the domestic 
counter-terrorism legislations in light of the States’ duty towards human rights 
protection and promotion will also be provided. 

[F.1] 
PREVENTION 

 Needless to say, some of the provisions being introduced into counter-
terrorism legislations are designed to detect and prevent terrorist attacks. The 
prime concern of this stage, in the most general sense, is to stop terrorism before 
it happens. The goal therefore in the context of counterterrorism is to 
significantly reduce, if not, eliminate the opportunities for crime or terrorist acts 
to be committed.  

The rights which may be specifically affected in the process thereof are 
freedom of opinion and expression, right of peaceful assembly and freedom of 
association, and right to privacy. 

[F.1.1] Freedom of opinion and expression 

The freedom of opinion and freedom of expression are intimately related 
to each other, “with freedom of expression providing the means for the exchange 
and development of opinions”.152  

Article 19 of the ICCPR requires State parties to protect not only the right 
to hold opinions but also the right to express them freely without any 
interference. This right even extends to the act of “seeking, receiving, and 
imparting information and ideas”153 of all kinds, whether in oral, written or 
through any other medium. 

As mentioned, States may, however, derogate from these freedoms in 
times of emergencies specifically those that threaten the life of the nation for as 
long as they are justified based on the instances where restrictions are permissible 
and more importantly, compliant with the principles of legality, necessity, and 
proportionality. 

 
152 UNHRC, General Comment No. 34, Article 19, Freedoms of opinion and expression, UN Doc. CCPR/C/GC/34, 

(2011), ¶2. [hereinafter GC No. 34] 
153 Olmedo Bustos et al v. Chile, Case of “The Last Temptation of Christ”, IACtHR, (2001), ¶64. 
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Table 2. Salient provisions anent the exercise of freedom of opinion and expression 

US UK PH 

(a)  commit or incite to commit 
(b)  plan or prepare a terrorist” 

“activity” 
(c)  collect information on” 

“potential targets” 
(d) prohibition against harboring 

terrorists 
(e)  solicit funds or other things 

of value or provide material 
support to terrorists” 

(f) “solicit any individual to 
engage in the conduct of 
terrorism” 

(g)  convey false or misleading 
information constituting a 
violation of the US laws 

(h) providing material support to 
terrorists154 

(a)  publish or cause to be 
published a statement which 
directly or indirectly encourage 
or induce others to commit, 
prepare or instigate acts of 
terrorism 

(b)  dissemination of terrorist 
publications e.g., distribute or 
circulate, or give, sell or lend, or 
offer for sale or loan, etc. 

(c)  preparation of terrorist acts 
e.g., committing or assisting 
another to commit acts of 
terrorism 

(d) “possession of an article for 
purposes connected with the” 
commission, preparation, or 
instigation of terrorism 

(e) “collecting or making a record 
of information of a kind likely 
to be useful for committing or 
preparing an act of terrorism” 

(f) “incitement of another person 
to commit an act of terrorism” 

(g) “failure to disclose information 
that may prevent act of” 
terrorism155 

(a) threat to commit acts of 
terrorism 

(b) planning, training, preparing, 
and facilitating the 
commission of terrorism, 
possessing objects connected 
with the preparation for the 
commission of terrorism, or 
collecting or making 
documents connected with 
the preparation of terrorism. 

(c) “conspiracy, proposal and” 
“inciting to commit” 
“terrorism by means of” 
“speeches, proclamations,” 
writings, emblems, banners, 
or other representations156 

 

 All three States punish inciting to commit terrorism which is “typically 
defined as the direct promotion of criminal acts with the intent of inspiring 
another person to commit the act.”157 However, as shown in Table 2, UK and 
PH adopted wider prohibitions that cover offenses such as planning or preparing 
the commission of terrorist acts and even went further so as to include speeches 
or dissemination of publications deemed to “encourage” or provoke terrorism 
either directly or indirectly. The UN and OAS Special Rapporteur on Freedom 
of Opinion and Expression and the OSCE Representative on Freedom of the 
Media have already stated in a Joint Declaration that: “While it may be legitimate 
to ban incitement to terrorism or acts of terrorism, States should not employ 

 
154 USA Patriot Act of 2001, supra note 131, at §§ 411 & 803; 18 USCA §§ 2339A & 1038. 
155 Terrorism Act of 2006, Chapter 11, Part I, § 1-5, (2006). 
156 ATA of 2020, supra note 142 at §§ 5-9; See also The 2020 Implementing Rules and Regulations of Republic 

Act No. 11479, otherwise known as The Anti-Terrorism Act of 2020, Rules 4.5-4.9, (2020) [hereinafter 
IRR of ATA of 2020]. 

157 David Banisar, Speaking of Terror, Council of Europe, (2008).  
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vague terms such as ‘glorifying’ or ‘promoting’ terrorism when restricting 
expression.”158 

It must be pointed out that the acts of terrorism being referred to by these 
provisions outlawing the proposal or incitement to commit terrorism pertains to 
the acts specified in the definition of terrorism as previously discussed in Part 
III. Considering that the enumeration of acts constituting as terrorism under the 
UK and PH anti-terror laws are defined in broad and vague terms which would 
likely “lead to the criminalization of legitimate activities such as lawful 
protests”159 and other forms of expression or at the very least, discourage their 
exercise, these provisions obviously run counter with the States’ obligation to 
respect the freedom of opinion and expression. To arrest, detain or imprison a 
person simply for holding an opinion or seeking to exercise his or her freedom 
of expression, which may potentially be interpreted as acts of terrorism, 
constitute a violation of this right protected under the ICCPR. 

With respect to the test of legality as a valid restriction on the exercise of 
the freedom of expression, the ATA failed to define adequately and clearly said 
offenses. In effect, “the State authorities enjoy a wider margin of appreciation 
when examining the need for an interference with freedom of expression.”160 
The HRC had already emphasized that the right of freedom of expression is of 
paramount importance in any democratic society, and any restriction to the 
exercise thereof must meet a strict test of justification. 

[F.1.2] Right of peaceful assembly and freedom of association 

Similar to freedom of opinion and expression, the right of peaceful 
assembly and freedom of association are essential to a democratic society. 

Right of peaceful assembly enables individuals to exercise their rights and 
express themselves collectively, which may take in the form of meetings, 
demonstrations, protests, and rallies, to achieve a particular objective. “States are 
obliged not to prohibit, restrict, or disrupt peaceful assemblies without 
compelling justification nor sanction organizers or participants without 
legitimate cause.”161 

 
158 OSCE Office for Democratic Institutions and Human Rights, Countering Terrorism, Protecting Human Rights A 

Manual, (2007). 
159 C & G Law, Anti-Terrorism Act signed into law, (2020), 

https://www.lexology.com/library/detail.aspx?g=1248f2ef-8642-4a7d-83f7-2b64e9413aae. 
160 Sener vs. Turkey, ECtHR, Application No. 26680/95, (1997), ¶40. 
161 UNHRC, General Comment No. 37, Article 21, Right of Peaceful Assembly, UN Doc. CCPR/C/GC/37, (2020), 

¶23. [hereinafter GC No. 37] 
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Freedom of association, on the other hand, ensures that every individual 
is free to form, organize and participate in groups, including but not limited to 
“political parties, trade unions, public associations, and non-governmental 
organizations.”162 In relation to this right, specific safeguard must be in place in 
order to make sure that the limitations are construed narrowly,163 for instance, 
the principle of legality must be observed in the designation or proscription of a 
group or an association as terrorist. 

Table 2.1. Salient provisions anent the right of peaceful assembly and freedom of association 

US UK PH 

(a) terrorist organization 
designated Immigration and 
Nationality Act, designated 
“by the Secretary of State in 
consultation with or upon 
request of the Attorney 
General, group of two or 
more individuals, whether 
organized or not, which 
engages in terrorist activities” 

(b) membership in a terrorist 
organization164 

(a) “proscription if it is listed in 
Schedule 2165 or operates under 
the same name as an 
organization listed in that 
Schedule” 

(b) “organization is considered 
terrorist if it commits or 
participates in acts of terrorism, 
prepares for terrorism, 
promotes, or encourages” 
terrorism166 

(a) “recruitment to and 
membership in a terrorist 
organization” 

(b) “proscription of terrorist 
organization, association, or 
group of persons”167 

 

 As a response to the threat of terrorism, US, UK and PH took measures 
to proscribe any organization, group or association engaged in acts of terrorism 
but differ in the manner of proscription. US identifies terrorist organizations as 
designated under previous legislations or by the Secretary of State upon 
examining whether they engaged in terrorist activities while UK charged it to 
Schedule 2 which contains a list of organization that has been adjudged as 
terrorist. 

In the case of PH, the assessment is made by an independent judicial body 
with due notice and opportunity to be heard168 given to the organization 
concerned. While this may seem to be an ideal practice, there remains an ongoing 
concern of possibly violating the right to peaceful assembly and freedom of 
association for the same reason that any decision to declare an organization as 

 
162 Fact Sheet No. 32 (2008), supra note 13 at 43. 
163 Ibid. 
164 USA Patriot Act of 2001, supra note 131 at § 411. 
165 List of proscribed organizations pursuant to Terrorism Act of 2000. 
166 Terrorism Act of 2001, supra note 139 at Part II, § 3. 
167 ATA of 2020, supra note 142 at §§ 10 & 26; See also IRR of ATA 2020, supra note 155 at Rules 4.10-4.12 & 

7.1-7.5. 
168 Ibid. 
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terrorist would still be based on the acts recited in the definition of terrorism 
under the ATA which is too wide or vague and may result to “the criminalization 
of groups whose aim is to peacefully protect, inter alia, labour, minority or human 
rights.”169 

[F.1.3] Right to privacy 

Article 17 of the ICCPR “provides for the right of every person to be 
protected against arbitrary or unlawful interference with his privacy, family, 
home, or correspondence as well as against unlawful attacks on his honor and 
reputation.”170 Any interference with a person’s privacy must be authorized by 
law and the conduct of which must be necessary to achieve legitimate purpose 
and proportionate to those purposes. 

Table 2.2. Salient provisions anent the right to privacy 

US UK PH 

(a) “authority to intercept wire, 
oral and electronic 
communications relating to 
terrorism” 

(b) “electronic surveillance 
authorization through the 
Attorney General without 
court order” 

“Compliance with minimization 
procedures, privileged” 
communications, lawful purposes 
as to the use of information 

(c) “authorization of physical 
searches for intelligence 
purposes” 
1. “physical search is solely 

directed at premises, 
information, material, or 
property used 
exclusively by, or under 
the open and exclusive 
control of persons 
under investigation” 

(a) interception warrants are 
repealed by Investigatory 
Powers Act of 2016 

(b) “search of premises if there are 
reasonable grounds for 
suspicion” 

(c) “search of persons who is 
reasonably suspected as 
terrorist to discover whether he 
has in his possession anything 
which may constitute evidence 
that he is a terrorist” 

(d) “search of vehicles to discover 
whether there is anything which 
may constitute evidence that 
the vehicle is being used for the 
purposes of terrorism” 

(e) Sections 44 to 47 as to the 
power to stop and search were 
repealed 

(f) “searches in specified area or 
place reasonably suspected that 
an act of terrorism will take 
place and reasonably considers 
that the authorization is 
necessary to prevent such an 
act.”172 

(a) “surveillance of suspects and 
interception and recording of 
communications:” 
1. “between members of a 

judicially declared 
outlawed terrorist 
organization;” 

2. “between members of a 
designated person as 
defined in Section 3(e) 
of Republic Act No. 
10168 or The” 
“Terrorism Financing 
Prevention and 
Suppression Act of 
2012;” 

3. “any person charged 
with or suspected of 
committing any of the 
crimes defined and 
penalized under” 
Sections 4 to 12 of the 
Act. 

“The effective period of judicial 
authorization shall not exceed 
sixty (60) days from the date of 

 
169 Fact Sheet No. 32 (2008), supra note 13 at 44. 
170 UNHRC, General Comment No. 16, Article 17, Right to Privacy, UN Doc. UN Doc. HRI/GEN/1/Rev.9, 

(2008), ¶1. [hereinafter GC No. 16] 
172 Terrorism Act of 2000, supra note 139 at Part V, § 42, 43 & 43(A); See also Protection of Freedoms Act, 

(2012). 
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(d) interception of computer 
trespasser communications 
acting under color of law171 

receipt of the written order 
granting the application.” 

“The authorizing division of the 
Court of Appeals (CA) may 
extend or renew the said 
authorization to a non-extendible 
period, which shall not exceed 
thirty (30) days from the 
expiration of the original 
period.”173 

 

 US and PH domestic anti-terrorism legislations authorize the wiretapping, 
interception or recording of any communications, data or information relating 
to terrorism of whatever form, kind, or nature. Interestingly, the interception 
warrants as well as the authorizations to stop and search people and vehicles 
under Sections 44 to 47 of UK’s Terrorism Act of 2000 were repealed by the 
Protection of Freedoms Act 2012174 to remedy what was then an ongoing 
concern of police power abuse for extending their authority to detain lawful 
protestors or to stop and search innocent individuals without reasonable 
grounds. The reform was also made in light of the ECtHR judgment in the Gillan 
and Quinton v. UK case, declaring the provisions in question to be in breach of 
the right to privacy and family life for being.175 

 In parallel, PH anti-terror law allows surveillance not only over judicially 
declared terrorists but also “suspected” terrorists and since the law itself 
expanded the list of acts to cover “threatening, planning, training, facilitating, 
proposing, and inciting to terrorism” in addition to conspiracy to commit 
terrorism, this only means that more and more people may be subjected to 
surveillance once they are suspected of executing those acts. 

Aside from that, the ATA no longer contains a provision which suggests 
that “the person placed under surveillance or whose communications have been 
monitored the right to be informed of the acts done by law enforcement 
authorities”176 nor the right to challenge the legality of the interference before 
the court which was previously granted under the HSA of 2007.177 That in itself 
is inconsistent with the right to privacy under the ICCPR as it is required that 
“any system of secret surveillance conducted by the State must be accompanied 

 
171 National Intelligence Reform Act of 2004, S. 2845, (2004); See also Foreign Intelligence Surveillance, 50 USC 

Chapter 36, (2005). 
173 ATA of 2020, supra note 142 at §§ 16 & 19. 
174 Protection of Freedoms Act, Part 5, § 27, (2012). 
175 Gillan and Quinton v. United Kingdom, ECtHR, Application No. 4158/05 (2010). 
176 Buan, supra note 38. 
177 Rajah & Tann Asia, Anti-Terrorism Act signed into law, (2020). 
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by adequate and effective guarantees against abuse.”178 In other words, effective 
protection of this right includes “the ability of every individual to ascertain in an 
intelligible form, whether and, if so, what personal data are store in automatic 
files, and for what purposes, with a corresponding right to request rectification 
or elimination of incorrect data”179 which is absent under the ATA.  

 In US, the interception of communications, may it be oral or electronic, 
can only be done “after the issuance of an order by a judge” authorizing such 
but the law itself did not, however, specify the duration of the judicial 
authorization. Meanwhile, Section 19 of the ATA prolonged the conduct of 
surveillance for a “maximum period of sixty (60) days” and extendable up to 
thirty (30) days. In other words, it could last up to ninety (90) days which is a 
depart from the old anti-terror law that only provides for a 30-day limitation. 
While national security may be invoked as a justifiable ground to restrict a 
person’s right to privacy, the prolonged surveillance may confer unfettered 
interference with such right especially in the absence of clearly established limits 
regarding the nature, scope, and manner of effecting surveillance. The ECtHR, 
in this regard, ruled in the case of Klass and Others vs. Republic of Germany that 
“States do not enjoy an unlimited discretion to subject persons within their 
jurisdiction to secret surveillance.”180 

[F.2] 
DETENTION 

 This stage involves the practice of States of placing accused individuals, 
or in this case, those who are suspected in having committed terrorist acts in 
custody pending trial to effectively restrain their movement and prevent them 
from committing further crimes. This is also employed so as not to impair or 
impede the State from its ability to carry out its investigation.  

The rights that are involved in this stage are the right against arbitrary or 
unlawful detention, right to be treated humanely, and right to liberty of 
movement or freedom to travel. 

[F.2.1] Prohibition on arbitrary or unlawful arrest and detention 

The right to liberty and security of persons is aptly protected under Article 
9 of the ICCPR. This protection applies in the context of criminal proceedings, 

 
178 Klass and others v. Federal Republic of Germany, ECtHR, (1978). [hereinafter Klass vs. Germany (1978)] 
179 Id. at 165. 
180 Klass vs. Germany (1978), supra note 167. 
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particularly in instances where a person is deprived of his liberty by arrest or 
detention. 

Although States may lawfully detain persons suspected of terrorist 
activities as part of its efforts to counter terrorism and for reasons of public 
safety, this so-called “preventive detention must not be arbitrary and must be 
based on grounds and procedures established by law.”181 Measures involving the 
deprivation of an individual’s liberty must, at the very least, inform the person 
arrested of the reasons for his arrest and any charges against him.182 
Determination by a judicial authority as to the lawfulness of his detention must 
also be guaranteed. 

Furthermore, “State parties must ensure that an effective remedy is 
provided in cases when an individual claims to be deprived of his liberty in 
violation of the Covenant”183 i.e., enforceable right to compensation.184 

Table 3. Salient provisions anent the prohibition on arbitrary or unlawful arrest and detention 

US UK PH 

(a) mandatory detention of 
suspected terrorists 

(b) “person detained must be 
charged with a criminal 
offense, not later than 7 days 
after the commencement of 
such detention. If the 
requirement is not satisfied, 
the Attorney General shall 
release the alien” 

(c) “limitation on indefinite 
detention.”185 

(a) “arrest without warrant a 
person who is reasonably 
suspected to be a terrorist” 

(b) “a person detained shall…be 
released not later than the end 
of the period of 48 hours 
beginning”— 
1. “with the time of his 

arrest” 
2. “with the time when his 

examination began if he 
was being detained” 

(c) “if the review officer does not 
authorize the continued 
detention, the person shall be 
released” 

“Sections 23 and 25 on the period 
of detention without charge and 
the extension of such period were 
repealed.”186 

(a) detention without judicial 
warrant of arrest where any 
law enforcement agent or 
military personnel duly 
authorized in writing by the 
ATC and has taken custody 
of a person suspected of 
committing terrorist acts shall 
detain said suspected person 
within a period of fourteen 
(14) calendar days from the 
time he has been 
apprehended or arrested, 
detained, and taken into 
custody without incurring any 
criminal liability for delay in 
the delivery of detained 
persons to the proper judicial 
authorities 

The “period of detention may be 
extended to a maximum period 

 
181 UNHRC, General Comment No. 8, Article 9 Right to liberty and security of persons, UN Doc. UN Doc. 

HRI/GEN/1/Rev.9, (2008), ¶4. [hereinafter GC No. 8] 
182 ICCPR, supra note 79 at ¶2. 
183 GC No. 8, supra note 176. 
184 ICCPR, supra note 79 at Article 9, ¶5. 
185 USA Patriot Act, supra note at 131 § 412. 
186 Terrorism Act of 2000, supra note 139 at Part V, § 41. 
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of ten (10) calendar days if it is 
established that”: 

1. “further detention of 
the person/s is 
necessary to preserve 
evidence related to 
terrorism or complete 
the investigation;” 

2. “further detention of 
the person/s is 
necessary to prevent the 
commission of another 
terrorism; and” 

3. “the investigation is 
being conducted” 
“properly and without 
delay.” 

(b) detention of a suspected 
person without warrant of 
arrest if the suspected person 
was: 
1. caught in flagrante delicto 
2. arresting officer is in 

hot pursuit 
3. an escapee 

“Immediate notification to the 
nearest court, Anti-Terrorism 
Council and Commission on 
Human Rights after taking 
custody of the suspected persons 
within a period of not exceeding 
forty-eight (48) hours from the 
time of apprehension or 
arrest.”187 

  

 As what can be gleaned from Table 3, PH anti-terror law provides for a 
prolonged detention, such that suspected terrorists can be detained without a 
judicial warrant for a maximum period of fourteen (14) days and may even be 
extended for another ten (10) days in comparison with the US which only allows 
for a period not exceeding seven (7) days and UK which only allows for a 
maximum period of fourteen (14) days.  

While it is pretty apparent that PH followed UK’s detention period, the 
point of divergence lies on the allowable period of extension as UK’s twenty-
eight (28)-day limit for extending the original 14-day period of detention without 
charge under Section 25 of the Terrorism Act of 2006 was repealed. 

 
187 ATA of 2020, supra note 142 at § 29; See also IRR of ATA of 2020, supra note 155, at Rule 9.2. 
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Moreover, the detention period without charge under the ATA exceeds 
the reasonable period of time prescribed under Article 125 the Revised Penal 
Code [“twelve (12) hours for offenses punishable by light penalties; eighteen (18) 
hours for offenses punishable by correctional penalties and thirty-six (36) hours 
for offenses punishable by afflictive or capital penalties”188], thereby violating the 
principle of legality which requires that any restriction imposed upon the exercise 
of a particular right must be made in accordance with the law. 

In a case where a person was arrested without a warrant but was only 
issued more than three days later, contrary to what is provided under its 
“domestic law that a warrant must be issued within 72 hours following the arrest, 
the HRC concluded that Article 9(1) had been breached because the person has 
been deprived of his liberty in violation of a procedure as established by law.”189 

 What is more alarming under this provision in the ATA is express 
pronouncement that apprehending officers will “not incur any criminal liability 
for delay in the delivery of detained persons to the proper judicial authorities” 
even if they continue to hold an offender without filing the appropriate charge 
or information in court beyond the prescribed period, which, in effect, creates 
an unpalatable exception to the law. 

[F.2.2] Right of detained persons to be treated humanely 

Article 10, paragraph 1 of the ICCPR spells out the principle of humane 
treatment and respect for the inherent human dignity of all persons deprived of 
their liberty. Although this right is “not specifically mentioned in the list of non-
derogable rights, the Human Rights Committee believed that this provision 
expresses a norm of general international law not subject to derogation.”190  

Pursuant to this right, State parties are required to submit reports 
indicating the concrete legal measures being adopted by the competent State 
organs or authorities designed to ensure the protection of this right. 

 

 

 
188 Carmela Paola R. Dumlao, Criminal Law, (2016), https://docshare.tips/criminal-

law_57741c0ab6d87ff29f8b477f.html. 
189 Mr. Dimitry L. Gridin v. Russian Federation, Communication No. 770, UN Doc. CCPR/C/69/D/770/1997, 

(2000), ¶8.1. 
190 UNHRC, General Comment No. 29, Article 4:Derogations during a state of emergency, UN Doc. 

CCPR/C/21/Rev.1/Add.11, (2001), ¶13. [hereinafter GC No. 29] 
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Table 3.1. Salient provisions anent the right of detained persons to be treated humanely 

US UK PH 

(a) “prohibition on cruel, 
inhuman, or degrading 
treatment or punishment of 
persons under custody or 
control of the US” 
government191 

 
(a) “The use of torture and other 

cruel, inhumane, and 
degrading treatment or 
punishment at any time 
during the investigation or 
interrogation of a detained 
suspected terrorist is 
absolutely prohibited and 
shall be penalized.”192 

 

 The US and PH codified this right in their respective domestic anti-
terrorism laws which serves as a safeguard against possible abuse of the rights of 
detainees or the infliction of intense physical and mental suffering as 
interrogation techniques193 to elicit information from the suspected terrorists, 
however, the same cannot be said with UK, while it may be found in other laws, 
this specific guarantee is not embodied in any of its primary counter-terrorism 
legislations.  

[F.2.3] Right to liberty of movement 

“Liberty of movement is an indispensable condition for the free 
development of a person,”194 hence any legal and practical restrictions imposed 
must not nullify the right to move freely from one place to another nor impair 
the essence of the right itself. 

 As with the other rights discussed in the previous section, this right 
specifically provides for exceptional circumstances under which it may be 
derogated. The State parties are authorized to restrict the right to liberty of 
movement in order “to protect national security, public order, public health or 
morals and the rights and freedoms of others.195 To be permissible, restrictions 
must be provided by law, must be necessary in a democratic society for the 
protection of these purposes, and must be consistent with all other rights 
recognized in the Covenant.”196 

 
191 Detainee Treatment Act of 2005, PL 109-148, § 1003 (2005). 
192 ATA of 2020, supra note 142 at § 33. 
193 Ireland v. The United Kingdom, ECtHR, (1978), ¶167. 
194 UNHRC, General Comment No. 27, Article 12 Freedom of Movement, UN Doc. HRI/GEN/1/Rev.9, (1999), ¶1. 

[hereinafter GC No. 27] 
195 Ibid. at ¶11. 
196 Ibid. at ¶12. 
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Table 3.2. Salient provisions anent the right to liberty of movement 

US UK PH 

(a) exclusion or deportation 
proceedings  

(b) effective screening of visa 
applicants 

(c) inadmissibility of persons 
engaged in money 
laundering197 

(a) “seizure of passports and 
temporary retention of travel 
documents where a person is 
suspected of intending to leave 
the UK in connection with 
terrorism-related activity” 

(b) “temporary exclusion order if 
the individual is reasonable 
suspected to be involved in 
terrorism-related activity 
outside the UK” 

(c) obligations to impose TPIM 
notice after return to the UK198 

(a) “prior to the filing of an 
information, the investigating 
prosecutor shall apply for the 
issuance of a precautionary 
hold departure order 
(PHDO) upon a preliminary 
determination of probable 
cause” 

(b) “upon the filing of the 
information, the prosecutor 
shall apply with for the 
issuance of a hold departure 
order (HDO)” 

(c) “person charged with life 
imprisonment is granted bail 
because evidence of guilt is 
not strong, in the interest of 
national security and public 
safety, consistent with Article 
III, Section 6 of the 
Constitution, and upon 
application by the prosecutor, 
the court shall issue an 
order:” 
1. “limiting the right to 

travel of the accused to” 
“within the municipality 
where he/she resides or 
where the case is 
pending; or” 

2. “placing the accused 
under house arrest.”199 

 

The provisions under the counter-terrorism legislations of all three States 
imposing restrictions as to the freedom of movement of any person suspected 
of committing terrorist acts are “based on clear legal grounds and meet the test 
of necessity and requirements of proportionality.”200 

Although UK and PH allows the restriction on the right to travel “without 
prior permission from the court or prior to the filing of an information,” these 

 
197 Intelligence Reform and Terrorism Prevention Act of 2004, PL 108-458, (2004); See also USA Patriot Act of 

2001, supra note 131. 
198 Counter-Terrorism and Security Act 2015, Chapter 6, § 1-4, (2015); See also Terrorism Prevention and 

Investigation Measures Act, Chapter 23, (2011). 
199 ATA of 2020, supra note 142 at § 34; See also IRR of ATA of 2020, supra note 155 at Rules 10.6-10.7 & 

10.12-10.13. 
200 GC. No. 27, supra note 88 at ¶16. 
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restrictive measures, however, are reasonable considering that (1) the seizure and 
retention of travel documents or the issuance of the PHDO are merely 
temporary in nature and (2) there exists a sense of urgency when confronted with 
an imminent threat of terrorism. Any person subjected to this restriction is not 
left without remedy as the court may review the decision of the Secretary of State 
in imposing the exclusion order in the case of UK while in the case of PH, the 
person may file a motion for the lifting of the hold departure order. 

Be that as it may, these restrictions are appropriate to achieve their 
protective function and arguably, could be the least intrusive means among those 
which might also serve as preventive measures (e.g., detention or imprisonment). 

[F.3] 
PROSECUTION 

At this stage of the criminal proceeding, the Prosecution will call witnesses 
and present evidence before the court in support of its case to overcome 
presumption of innocence and prove the guilt of the accused beyond reasonable 
doubt. The accused, on the other hand, is not required to present evidence nor 
prove his innocence. 

The court, in turn, will hear the case, review the charges against the 
accused, appreciate evidence and thereafter, decide whether the accused is indeed 
guilty or not. The rights affected at this stage of the proceeding are the right to 
be presumed innocent, rights pertaining to the accused, such as the right to be 
informed or right to counsel, which are essential to due process.  

[F.3.1] Presumption of innocence 

“Everyone charged with a criminal offense shall have the right to be 
presumed innocent until proved guilty according to law. By reason of this 
presumption, the burden of proof to prove the charge rests with the prosecution 
while the accused enjoys the benefit of doubt.”201 “No guilt can be presumed 
until charge has been proved beyond reasonable doubt.”202 “Duty is therefore 
imposed upon state authorities to refrain from prejudging a person or even the 
outcome of a trial.”203 

 
201 UNHRC, General Comment No. 13, Article 14 Administration of Justice, UN Doc. HRI/GEN/1/Rev.9, (1984), 

¶7. [hereinafter GC No. 13] 
202 Ibid. 
203 Ibid. 
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Table 4. Salient provisions anent the right to be presumed innocent 

US UK PH 

(a) designation of terrorist 
organization under Section 
219 of the Act or upon 
publication in the Federal 
Register by the Secretary of 
State in consultation with or 
upon the requires of the 
“Attorney General after 
finding that the organization 
engages in terrorist activities 
or when the organization” 
provides material support to 
further terrorist activity. 

(b) organization associated with a 
terrorist organization and 
intends to engage solely, 
principally or incidentally in 
activities that would endanger 
the welfare, safety, or security 
of the US.204 

(a) “the Secretary of State may by 
order” 
1. add an organization to 

Schedule 2 
2. remove an organization 

from that Schedule 
3. amend that Schedule in 

some other way. 

The Secretary of State may exercise 
his power to add an organization to 
Schedule 2 only if he believes that 
it is concerned in terrorism.205 

(a) issuance of preliminary order 
of proscription within 
seventy-two (72) hours from 
the filing of the application 

(b) designation of terrorist 
individual, groups of persons, 
organizations or associations 
1. automatic adoption of 

the UN Security 
Council Consolidated 
List of designated 
individuals, group of 
persons, organization or 
associations designated 
and/or identified as a 
terrorist, one who 
finances terrorism or a 
terrorist organization or 
group 

2. designation pursuant to 
requests from foreign 
jurisdiction and 
supranational 
jurisdictions 

3. domestic designation by 
the ATC through the 
determination of 
probable cause206 

 

 One of the powers vested by the domestic counter-terrorism legislations 
of these three States that contradicts with the right to be presumed innocent is 
the authority to “designate” as a terrorist an individual, group of persons, 
organizations, or associations. In the case of US and UK, the Secretary of State 
is clothed with the authority to designate, whereas in the PH, the Anti-Terrorism 
Council (ATC), a presidentially-appointed body consisting of members from the 
executive207, is empowered to designate without judicial warrant. The ATA, in 
particular, would even automatically concede to the designated list of the UN 
Security Council and any requests from foreign jurisdictions. 

With this power, “any person can be labeled as a terrorist upon a 
designation of the government, without granting said person the opportunity to 

 
204 USA Patriot Act of 2001, supra note 131 at § 411. 
205 Terrorism Act of 2000, supra note 139, at Part II, § 3. 
206 ATA of 2020, supra note 142 at § 25. 
207 IRR of ATA of 2020, supra note 155 at Rules 3.1-3.10. 
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oppose or present contrary evidence.”208 Thus, this unilateral declaration as 
terrorist is an outright violation of the right to be presumed innocent until proven 
guilty and a complete disregard of due process. 

It must also be stressed that the ATA allows for a preliminary order of 
proscription under Section 27 wherein the courts may declare preliminarily any 
individual, groups of persons or organizations as terrorist only upon finding of 
probable cause, without need of conducting a full-blown trial. The problem with 
this provision is those individuals or organizations preliminarily declared as 
terrorist may already be subjected to prolonged and broadened surveillance, 
much less prolonged detention. 

[F.3.2] Rights of the accused 

“Article 14 of the ICCPR applies not only to procedures for the 
determination of criminal charges against individuals but also to procedures in 
determining the rights and obligations of a person in a suit, including equal access 
to courts and the right to a fair and public hearing by a competent, independent, 
and impartial tribunal.”209 Paragraph 3 of Article 14 enumerates the minimum 
guarantees which serve as requirements of a “fair hearing” in a criminal 
proceeding.210 

One of the minimum guarantees prescribed is the “right of a person to be 
informed in a language which he understands of the nature and cause of the 
charge against him.”211 The right to be informed arise when “a court or an 
authority of the prosecution decides to take procedural steps against a person 
suspected of a crime.”212  

Another guarantee is the right of the accused to communicate with the 
counsel of his own choosing and to have adequate time and facilities in 
preparation of his defense. 

Paragraph 3, particularly subparagraph (e), also guarantees the legal power 
of the accused to compel the attendance of witnesses and the right to examine 
or cross-examine any witnesses against him. Meanwhile, subparagraph (g) 

 
208 Buan, supra note 38. 
209 GC No. 13, supra note 195 at ¶5. 
210 Ibid. 
211 Ibid. 
212 Australian Human Rights Commission, (n.d.), 

https://humanrights.gov.au/Social_Justice/international_docs/pdf/recomms_by_hr_treaty_bodies_200
6.pdf. 
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provides that the accused may not be compelled to testify against himself. Any 
evidence obtained by means of any form of compulsion in violation thereof is 
entirely inadmissible. 

Table 4.1. Salient provisions anent the right of accused during custodial investigation, detention & trial 

US UK PH 

(a) “right to be present at hearing 
and to be represented by 
counsel. Any accused 
financially unable to obtain 
counsel shall be entitled to 
have a counsel assigned to 
represent him” 

(b) reasonable opportunity to 
introduce evidence on the 
accused’s own behalf 

(c) “reasonable opportunity to 
examine evidence against him 
and to cross-examine any 
witness” 

(d) “request the judge to issue a 
  subpoena for the presence” 
“of a named witness which 
may also command the 
person to whom it is” 
directed to produce books, 
papers, documents, or other 
objects designated upon a 
satisfactory showing that it is 
necessary for the 
determination of any material 
matter” 

(e) protective orders213 

(a) “person detained is entitled to 
have one named person 
informed as soon as is 
reasonably practicable that he is 
being detained” 
1. “a friend of the detained 

person” 
2. “a relative or” 
3. “a person who is known 

to the detained person or 
who is likely to take an 
interest in his welfare” 

(b) “entitled to consult a solicitor 
in person as soon as is” 
reasonably practicable, privately 
and at any time. 

“An officer may authorize a delay 
in informing the person named by 
the detained person or in 
permitting a detained person to 
consult a solicitor only if he has 
reasonable grounds:” 

1. “interference with or 
harm to evidence of a 
serious offense” 

2. “interference with or 
physical injury to any 
person” 

3. “alerting of persons who 
have not been arrested” 

4. “hindering of the 
recovery of property 
obtained or a forfeiture 
order” 

5. “interference with the 
gathering of information 
about the commission, 
preparation, or instigation 
of acts of terrorism” 

6. “alerting of a person 
making it more difficult 

(a) “right to be informed of the 
nature and cause of his/her 
arrest” 

(b) “right to remain silent” 
(c) “right to have a competent 

and independent counsel 
preferable of his/her choice” 

(d) “right to be informed of the 
cause or causes of his/her 
detention in the presence of 
his legal counsel” 

(e) “allowed to communicate 
freely with his/her legal 
counsel and to confer with 
them at any time without 
restriction” 

(f) “allowed to communicate 
freely and privately without 
restrictions with the members 
of his/her family or with 
his/her nearest relatives and 
to be visited by them” 

(g) “allowed freely to avail of the 
service of a physician or 
physicians of choice.” 

(h) “allowed to remotely appear 
and provide testimonies 
through the use of video-
conferencing and such other 
technology”215 

 
213 USA Patriot Improvement and Reauthorization Act of 2005, H.R. 3199, (2005). 
215 ATA of 2020, supra note 142 at § 30. 
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to prevent an act of 
terrorism” 

7. “alerting of a person 
making it more difficult 
to secure a person’s 
apprehension,” 
“prosecution or 
conviction”214 

 

After examining the counter-terrorism legislations of all three States, it is 
but fair to conclude that a wide array of rights e.g., right to be informed of the 
nature and cause of the accusation, right to counsel and the right to examine and 
cross-examine witnesses among others, is being afforded to any person alleged 
to have committed acts of terrorism. 

[F.4.] 
CONVICTION 

The court in this stage will impose a penalty which may include a term of 
imprisonment and other proper criminal or civil liabilities after adjudicating that 
the accused is guilty of the offense charged. Assuming that the accused in cases 
of terrorism is convicted, the rights which may be of importance are the 
prohibition on torture, cruel, inhuman, or degrading treatment or punishment. 

[F.4.1] Prohibition on torture, cruel, inhuman, or degrading treatment or 
punishment 

The right to freedom from torture and from cruel, inhuman or degrading 
treatment or punishments is absolute and non-derogable under any and all 
circumstances. The Human Rights Committee, in its General Comment No. 20, 
underlined the non-derogable nature of this right that “even in situations of 
public emergency…no derogation from the provision…is allowed and its 
provision must remain in force. The Committee likewise observes that no 
justification or extenuating circumstances may be invoked to excuse a violation 
of this right for any reasons.”216 

The aim of this prohibition under Article 7 of the ICCPR is “protect both 
the dignity and the physical and mental integrity of the individual. It is the duty 
of the State party to afford everyone protection through legislative and other 
measures as may be necessary.” This prohibition is further “complemented by 

 
214 Terrorism Act of 2000, supra note 139 at Schedule 8, Part I, § 6-8. 
216 UNHRC, General Comment No. 20, Article 7 Prohibition of Torture, or Other Cruel, Inhuman or Degrading Treatment 

or Punishment, UN Doc. HRI/GEN/1/Rev.9, (1992), ¶13. [hereinafter GC No. 20] 
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the positive requirements of Article 10, paragraph 1, of the Covenant, which 
stipulates that all persons deprived of their liberty shall be treated with humanity 
and with respect for the inherent dignity of the human person.” 

Table 5. Salient provisions anent the prohibition on torture, cruel, inhuman, or degrading treatment or 
punishment 

US UK PH 

(a) Federal crime of terrorism 
resulting in death shall be 
punished by death or 
imprisoned for any term of 
“years or for life” 
1. destruction of aircraft 
2. violence at international 

airports 
3. arson within special 

maritime and territorial 
jurisdiction 

4. biological, chemical, 
nuclear and weapons of 
mass destruction, etc. 

(b) Denial of federal benefits to 
convicted terrorists217 

(a) Life imprisonment 
1. weapons training 
2. directing terrorist 

organization 
(b) “15 years or a fine or both” 

1. Possession for terrorist 
purposes 

2. Money laundering relating 
to terrorist property 

(c) 10 years or a fine of both 
1. membership of a 

proscribed organization 
2. support of a proscribed 

organization 
3. receiving or giving 

weapons training for 
terrorism 

4. collection of information 
to aid terrorism 

5. “eliciting, publishing, or 
communicating 
information about 
members of armed 
forces” 

6. “possessing or 
communicating or 
collecting information 
useful for terrorism”218 

(a) Life imprisonment without 
the benefit of parole 
1. Terrorist acts as defined 

under Section 4 of the 
ATA 

2. Conspiracy to commit 
Terrorism 

3. Recruitment to a 
terrorist organization 

4. “Planning, training, 
preparing, and 
facilitating the 
commission of 
terrorism (including 
possessing objects or 
collecting or making 
documents with the 
preparation of 
terrorism)” 

(b) “12 years of imprisonment” 
1. “Membership in a 

terrorist organization” 
2. “Threat to commit 

terrorism” 
3. “Proposal or inciting to 

commit terrorism”219 

 

In determining whether this right is upheld in the context of terrorism 
necessarily demands the question whether the imposition of penalty 
corresponding to the acts being outlawed in each of the States’ domestic counter-
terrorism legislation is proportionate to the acts committed by an offender. 
Bearing in mind that terrorism is a serious offense and is often direct against 

 
217 Antiterrorism and Effective Death Penalty Act of 1996, PL 104-132, S 735, (1996); See also Terrorist 

Penalties Enhancement Act of 2004, Report 108-588, (2004). 
218 Terrorism Act of 2000, supra note 139; See also Counter-Terrorism and Sentencing Act 2021, Chapter 11, 

(2021). 
219 ATA of 2020, supra note 142. 
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civilians with the intent to cause “terror”, it is expected that anyone who is guilty 
of committing thereof will incur severe penalties. 

The US considers death penalty or life imprisonment in terrorist cases for 
the purpose of deterring would-be terrorists, however, it must be noted that the 
offenses covered by the said penalty are crimes already punished under its 
criminal laws. Though the Second Optional Protocol to the ICCPR favors the 
abolition of death penalty, the HRC in its General Comment No. 6 strongly 
suggests that “when the death penalty is applied by a State party for the most 
serious crimes, it must be subject to certain procedural requirements, the 
compliance of which must be strictly monitored”220 and it “must be carried out 
in such a way as to cause the least possible physical and mental suffering.”221 

In UK and PH, the penalties imposed are contingent upon the acts 
constituting terrorism. After surveying the acts penalized and their consequent 
penalties, this study found out that some of the acts, although the same, are 
punishable by different penalties. For instance, the act of collecting of 
information to aid terrorism or facilitate the preparation of terrorism is 
punishable by imprisonment of 10 years or a fine or both under UK’s counter-
terrorism legislation while under PH, it is punishable by life imprisonment 
without benefit of parole. Taking into account that the acts constituting terrorism 
as defined under the ATA are vague and overly broad, and to an extent, covers 
any act “regardless of the stage of execution”, it can be argued that the severity 
of penalties imposed under the said Act is disproportionate to the criminal 
offense. 

[F.4.2] Right to an effective remedy 

 “In order for human rights and fundamental freedoms to be practical and 
effective, there must be remedies for individuals whose rights have been 
breached.”222 

The right to remedy therefore requires “a national framework capable of 
upholding the rule of law, including the possibility of a judicial remedy for alleged 
violations of human rights and mechanisms to ensure accountability for the 
action or inaction of State authorities.”223 

 
220 Advisory Opinion OC-3/83, Restrictions to the Death Penalty (Arts. 4(2) and 4(4) American Convention on Human 

Rights, IACtHR, (1983). 
221 Ibid. 
222 UNODC, Frequently Asked Questions on International Law Aspects of Countering Terrorism, (2009), 93. 
223 Ibid. 
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Table 5.1. Salient provisions anent the right to an effective remedy 

US UK PH 

(a) “right to contest the 
confiscation of assets or 
properties of suspected 
terrorists” 

(b) Habeas Corpus 
(c) civil liability for certain 

unauthorized or improper 
disclosure of information 

(d) administrative discipline 
(e) recover money damages 
(f) petition to review 

designation224 

(a) Deproscription 
(b) remedy of appeal upon 

conviction 
(c) Bail 
(d) permit to return 
(e) destruction of fingerprints, 

DNA samples and other 
relevant physical data 

(f) right to compensation225 

(a) “criminal liability for 
unauthorized or malicious 
interceptions and/or 
recordings by any law 
enforcement agent or military 
personnel” 

(b) “penalty for furnishing false 
evidence, forged document, 
or spurious evidence” 

(c) “inadmissibility of evidence in 
any judicial, quasi-judicial, 
legislative, or administrative 
investigation, inquiry, 
proceeding or hearing” 

(d) request for delisting the 
grounds for which are: 
1. mistaken identity 
2. “relevant and significant 

change of facts or 
circumstance” 

3. “newly-discovered 
evidence” 

4. “death of designated 
person” 

5. “dissolution or 
liquidation of 
designated 
organizations, 
associations, or groups 
of persons” 

6. “any other 
circumstances which 
would show that the 
basis for designation no 
longer exists” 

(e) “writ of Habeas Corpus” 
(f) “remedy of appeal”226 

 

 Each of the three States affords various remedies under their respective 
domestic counter-terrorism legislations but differentiates on what kind of 
remedy is available depending on the specific right affected or the particular 
circumstance in question. All of the three States grants the remedy of appeal 

 
224 USA Patriot Act of 2001, supra note 131 at §223, 316 & 2712; See also, Habeas Corpus Restoration Act of 

2007, (2007); USA Patriot Act Additional Reauthorizing Amendments Act of 2006, S. 2271, (2006). 
225 Terrorism Act of 2000, supra note 139 at Part II, § 4-5, 7 & 68; See also Protection of Freedoms Act, supra 

note 175. 
226 ATA of 2020, supra note 142 at §§ 24 & 43; See also IRR of ATA of 2020, supra note 155, at Rules 5.23, 5.25, 

6.9, & 11.3. 
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upon judgment of conviction as well as the right to oppose the designation of an 
organization, group or association as terrorist by filing a petition to review 
designation in US, or through deproscription in UK or request for delisting in 
PH, however, limited on specified grounds as provided by the law itself. 

US and PH grants the remedy of writ of habeas corpus which may be 
availed of in cases of illegal confinement or detention by any person deprived of 
liberty which is not found under UK’s counter-terrorism legislations. US and PH 
anti-terror laws also underscored that any unlawful or unauthorized interception 
or improper disclosure of confidential data will incur civil and criminal liability 
on the part of the law enforcement agent responsible. 

UK, on the other hand, allows the application for bail which is not 
available under US and PH counter-terrorism legislations. Furthermore, UK also 
permits the destruction of fingerprints, DNA profile or any relevant data taken 
unlawfully. In a similar fashion, PH does not allow admission of any evidence 
maliciously obtained in violation of a person’s right against unreasonable 
searches and seizures in any “judicial, quasi-judicial, legislative, or administrative 
investigation, inquiry, proceeding or hearing”. 

What differentiates PH from the rest is the lack of right to obtain 
compensation for persons unjustly detained. While US and UK provide for such 
form of reparation, the ATA omitted the “award of costly damages to persons 
acquitted of charges of terrorism in the amount of PhP 500,000.00 for every day 
that he was detained or deprived of liberty or arrested without a warrant as a 
result of the accusation”227 which was originally offered under the old anti-terror 
law.  

While it is commendable that the ATA itself provides a number of 
remedies, on this aspect, the ATA fell short in compliance with Articles 9 and 14 
of the ICCPR which explicitly requires that “anyone who has been victim of 
unlawful arrest or detention shall have an enforceable right to compensation.”228

 
227 Republic Act No. 9372 or Human Security Act of 2007, § 50, (2007). 
228 GC. No. 20, supra note 207. 
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PART V. 
SUMMARY AND CONCLUSION 

 
 Terrorism is a common enemy of humanity. It brings nothing but 
destruction to the very foundation of our democratic values and principles. In 
this regard, States play a large role in establishing measures to prevent it at all 
costs while consistently being confronted with the challenge of giving equal 
importance to its commitment in upholding human rights. This study is of the 
view that counterterrorism efforts go hand in hand with human rights obligations 
of States. The effectiveness of one depends on the full realization of the other. 

Recognizing the obscurity of the term “terrorism” having no universally 
accepted definition, States are left to work on their own definition of what is 
terrorism and what constitutes terrorist acts within their respective criminal 
justice systems which, to a certain degree, have ramifications in performing their 
human rights obligations under the IHRL. With the objective in mind of 
achieving an anti-terrorism law that is consistent with the human rights standards 
and norms, this study first examined the corpus of International Human Rights 
Law to build a solid legal basis in compelling States to enact legislations and other 
measures that are necessary to give life to the rights they are bound to “respect, 
protect, and fulfill.” 

 This study further revealed that, in addition to the obligations imposed 
under the regime of IHRL, States have a specific duty within the international 
counterterrorism framework to ensure compliance with core human rights 
principles in the fight against terrorism. States are reminded that human rights 
obligations are not obstacles, in fact, are indispensable requirements in 
implementing effective counter-terrorism strategies. 

 Cognizant of the fact that States may be allowed derogations from certain 
human rights obligations in particular situations of emergency, such as when 
faced with threats of terrorism, it is submitted that these must be made in 
accordance with principles of legality, necessity and, proportionality and must 
not be discriminatory. 

 Having been established the basis for the obligation of states to 
incorporate their human rights obligations in enacting counter-terrorism 
legislations, this study proceeded in carefully examining the domestic counter-
terrorism legislations of the States that subjects of this comparative study, 
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namely, US, UK and PH. With respect to the legal definition of terrorism, this 
study finds that: 

Firstly, unlike UK, the absence of “motive” as an element of terrorism 
under the PH anti-terror law blurs the line between the crime of terrorism and 
what is only to be regarded as an ordinary crime that is totally unrelated to or 
does not amount to terrorism; 

Secondly, the ATA of 2020 does not specifically define the term “terrorism” 
but simply enumerated acts constituting terrorism which are not precisely and 
clearly defined under its own criminal laws nor within any universal counter-
terrorism instruments, making its definition vague and broad, thereby placing the 
principle of legality and rule of law on the skew; 

Lastly, as opposed to USA’s Patriot Act of 2001 and UK’s Terrorism Act 
of 2000, PH’s ATA of 2020 is more expansive in a sense that with the inclusion 
of the phrase “regardless of the stage of execution,” the definition gives a wide 
room for interpretation on the part of the law enforcement authorities in 
considering a particular act, and overreaching as it further covers legitimate 
exercises of freedom of expression such as protests and mass actions for as long 
as they are “intended to cause serious physical harm to a person or create a 
serious risk to public safety” for instance. 

Taking off from this comparison, this study pressed forward on assessing 
whether the provisions contained under the ATA of 2020 yield with PH human 
rights obligations in comparison with that of the US and UK. In doing so, it first 
identified the rights enumerated under the ICCPR that are relevant to offenders 
or accused and are especially affected in the context of counterterrorism. 
Considering that all three States extensively criminalized terrorism within their 
respective jurisdictions, those rights identified were categorized in each stage of 
criminal proceeding. With that as framework, this study went on determining the 
salient features of each of the States’ anti-terrorism law concerning those rights 
previously sighted and grouped under a particular stage of criminal proceeding 
and analyzing them with the understanding of their general obligations to human 
rights under the ICCPR. 

In totality, this study concludes that, while the ATA of 2020 has several 
provisions that conflict with a number of human rights obligations under the 
IHRL, it nevertheless contains laudable provisions that are consistent with some 
of the State’s human rights obligations. It is as at this part where this study will 
separate the few good apples from the rotten ones: 
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(1) Section 33 of the ATA of 2020 states that the use of torture and 
other cruel, inhumane, and degrading treatment or punishment is 
absolutely prohibited. This provision mirrored the right of detained 
persons to be treated humanely under Article 10 of the ICCPR. It 
even emphasizes that any violation of said provision shall be dealt 
with accordingly; 
 

(2) Section 34 of the ATA of 2020 on the restriction on the right to 
travel which effectively restrains the liberty of movement of any 
person charged for violation of the law complies “with the 
principles of legality, necessity, and proportionality;” 

 
(3) Section 30 of the ATA of 2020 which threshed out the right of the 

accused to be informed of the nature and cause of his arrest, right 
to have a competent and independent counsel and right to remain 
silent, among others, is compatible with the State’s obligation under 
Article 14 of the ICCPR; 
 

(4) Sections 24 and 43 of the ATA of 2020 as well as Rules 5.23, 5.25, 
6.9, & 11.3 of its Implementing Rules and Regulations which 
provide for effective remedies available to any person accused or 
convicted for violating the law are, to some extent, in accordance 
with Article 9 and 14 of the ICCPR, were it not for the omission of 
the right to compensation for those wrongly accused. 

As for the rest: 

(1) Sections 5 to 10 and 26 of the ATA of 2020 are “incompatible with 
the State’s obligations under Articles 19 and 21 on the freedom of 
expression and right to peaceful assembly respectively;” 
 

(2) Sections 16 and 19 which allows for a prolonged  and “broadened 
surveillance and/or interception of communications encroaches 
upon the right to privacy under Article of 17 on the right to privacy 
the ICCPR;” 

 
(3) Section 29 of the ATA pertaining to the prolonged detention 

without warrant violates the principle of legality and inconsistent 
with the prohibition on arbitrary or unlawful arrest and detention 
of the ICCPR; 
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(4) Section 25 which grants the ATC the power to designate an 

“individual, groups of persons, organizations or associations as 
terrorist violates the basic principle on the presumption of 
innocence enshrined under the ICCPR; and” 

  
(5) The corresponding penalties to the acts penalized under the ATA 

of 2020 does not meet the principle of proportionality considering 
that the acts constituting terrorism are not defined with clarity and 
precision. It also fails to comply with Articles 9 and 14 of the 
ICCPR. 

 
For purposes of compliance with the State’s human rights obligations 

under the IHRL, these provisions, therefore, must be subjected to serious 
amendments.  
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PART VI. 
RECOMMENDATION 

 The endgame of this study is to propose possible amendments to the 
existing PH domestic counter-terrorism legislation with the aim of reforming 
those provisions that do not conform with the State’s commitment uphold to 
human rights in the fight against terrorism. For this reason, an extensive 
examination of its statutory provisions in contrast with that of the provisions laid 
down in various counter-terrorism legislations of the US and UK within the 
purview of their obligations to human rights under international law. 

 This study understands that the lack of consensus among States to adopt 
a comprehensive definition of terrorism may have contributed to the 
inconsistencies of their own meaning of terrorism as defined under their 
respective counter-terrorism laws to the human rights norms and standards. 
While it is suggested that the international community should come up with a 
multilateral binding legal instrument, hence the “Draft Comprehensive 
Convention on International Terrorism” under way, it must not only be intended 
specifically to remedy the lingering issue of the absence of a universal definition 
of terrorism, but it must also be grounded upon principles that are consistent 
with the regime of International Human Rights Law. 

 After assaying the nitty-gritty of the Anti-Terrorism Act of 2020 face to 
face with the State’s human rights obligations, this study humbly submits the 
following proposals that may be considered in the hopes of addressing the 
growing concern of the law’s compliance with the rule of law and ultimately, its 
conformity with IHRL: 

Reference to universal counterterrorism conventions or criminal law 

 Since most of the problematic provisions stemmed from the fact that the 
PH definition of terrorism itself as well as the enumeration of acts considered as 
terrorist are vague and broad, it is recommended that the anti-terror law must 
adopt the specific offenses constituting terrorist acts provided by various 
conventions against terrorism. 

 Another option is to follow the way US defined its domestic terrorism, 
that is, make a reference to the acts penalized under its existing criminal laws or 
directly embrace the criminal offenses in its penal laws in recounting the acts 
constituting terrorism. 
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 In other respects, the PH may even opt to adopt what this study considers 
as a “hybrid” approach—a combination of directly incorporating “most of the 
UN sectoral anti-terrorism conventions to define what constitutes terrorist 
activities and further include those criminal acts punished under its criminal 
laws.” 

Either way, with these approaches, criminal offenses considered as 
terrorist acts will have clearly defined elements, thereby satisfying the principle 
of legality and rule of law as opposed to those acts being enumerated under its 
definition of terrorism which may have serious implications in the exercise of 
“freedom of opinion and expression as well as the freedom of peaceful assembly 
and freedom of association, among others.” 

This could only be the cure to the disease that the law is suffering from—
vague and overly broad.  

Repeal provisions pertaining to prolonged surveillance and detention 

 PH should learn from UK. UK repealed its provisions regarding the so-
called indefinite detention without charge or the extension of the original period 
of detention. In the case of PH, this study strongly recommends that the 
detention period must conform with the reasonable time prescribed under 
Article 125 of the RPC for detaining a person without charge. 

Moreover, the law itself must not exempt law enforcement authorities 
from any criminal liability the moment they exceed the reasonable period of 
detention, thereby violating what is provided for by law. 

Require court proceeding before designation 

 This study recommends that the provision allowing for automatic 
designation of an individual, group of persons, organizations or associations as 
terrorist be repealed. There must be a proper application with the court and the 
conduct of a court trial or proceeding in order to afford opportunity on the part 
of those sought to be designated to furnish contrary evidence. On that account, 
the law will uphold the right to be presumed innocent and promote due process. 

Provide adequate and effective reparation 

 The “obligation to provide access to an effective remedy and reparation 
especially to persons whose human rights and fundamental freedoms have been 
infringed in the course of enforcing counter-terrorism measures is reflected in 
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the ICCPR.” This study therefore recommends that the anti-terror law must 
outline this right to compensation and ensure adequate and effective reparation 
is given to those who are wrongfully accused to deter abuse. 

“Human rights-based Approach” as the way forward 

 One of the things that this study criticizes is the use of an iron fist policy 
by States in their approach combating terrorism, such that most of the 
government responses to terrorism are heavily invested on military force, 
policing and security with little to no regard to human rights. This somehow 
encourages a short-sighted solution at the expense of States’ compliance with 
their human rights obligations. 

Aware of this reality, this study firmly recommends “a human rights-based 
approach not only in enacting counter-terrorism legislations but also in 
implementing counter-terrorism measures.” The time is ripe for States to 
reposition its focus—less on the traditional legal means characterized with the 
use of force and prioritize more the application of principles under the IHRL. 

Human rights must be placed at the heart of every domestic counter-
terrorism legislation.
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